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REPORT



All praises to Allah (SWT) because of His abundance, we are able to publish this book. I 
would like to congratulate all respective stakeholders and committee members for their 
excellent contribution. 

This book comprises the essence of the entire Public SectorCIO CONVEX 2018 (PSCC 2018). 
The conference has provided a platform for sharing ideas and knowledge as well as exposure 
to the latest Information and Communication Technology(ICT) scenarios and trends. It 
also promotes collaboration opportunities between government agencies, academia and 
the private sector. This book not only addresses the issues presented by distinguished 
speakers, but it also provides an overview of the public sectors’ ICT direction specifically 
MAMPU towards achieving the goal’s of the Digital Government.

The public service requires efficient and competent human capital to drive the government’s 
initiatives towards ensuring outstanding service delivery to the citizens. In line with this, 
the PSCC 2018 is aimed at spurring intellectual growth through knowledge-transfer on 
various tools, technologies and initiatives.

Last but not least, once again congratulations to the committee members and all parties 
involved towards making the publication of the PSCC 2018 book a success. 

DATO’ DR. MAZLAN YUSOFF
Director General of MAMPU

Director General
of MAMPU

Preface
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Director General
of MAMPU

My heartiest congratulations to all respective stakeholders and the committee members 
involved in the success of the Public sector CIO Convex 2018 book publication. book.

As the principal player in driving modernisation of government administrations, MAMPU 
aspires for the PSCC 2018 to be a shared platform among agencies in developing or adapting 
digital technologies to improve their internal or external service delivery. 

I hope that this book will serve as a reference towards designing the digital government 
strategic planning emphasising on governance and competency development.  

Therefore, it is my deepest wish that this book will be fully utilised ,particularly by MAMPU 
officials as well as other public sector agencies, in general towards improving the quality 
of public service delivery in Malaysia.

DR. SUHAZIMAH BINTI DZAZALI
Deputy Director General (ICT) of MAMPU

Preface

Deputy Director 
General (ICT) of 

MAMPU

ii



1.0    Introduction

Embracing innovation and 
transformation is imperative when 
improving services in the public 
sector. Rapid technological innovation 
continues to alter familiar paradigms. 
This makes transformation crucial 
when achieving a fundamental 
change in strategy, operating model, 
organisation, people and processes. 
Digitisation has unleashed new 
opportunities thus paving the way 
to design value-based, data-driven, 
citizen-centric service models, and 
transform the way the public is served. 
Malaysian public sector is invigorated 
and revitalised under the banner of the New Malaysia and it continues its march towards 
delivering seamless, omni channels and world-class service to its citizens.

Public Sector CIO Convention and Exhibition (PSCC) is an annual event organised by 
Malaysian Administrative Modernisation and Planning Unit (MAMPU) where Government 
agencies’ Chief Information Officers (CIOs), senior executives, strategic partners from 
industries as well as local and international experts come together, explore and discuss 
various tools, latest technologies and initiatives to better serve the citizens. PSCC started 
in 2016 and has grown stronger with the support and participation from government 
agencies and industry partners. 

PSCC 2018 was held from 13 to 14 November 2018 at the Tabung Haji Convention 
Centre, KLIA. This event was a unique vector for the 850 delegates of the conference 
and exhibitors to gain and share knowledge of the latest technologies and approaches in 
aligning business strategies with enabling technologies to help realise their business goals. 
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2.0    Objectives

The main objectives of PSCC 2018 are as follows:

	 To spur digital transformation in delivering digital government services
	 To promote the public sector’sICT products and initiatives
	 To recognise agencies’ commitment and excellence in implementing government 

ICT projects
	 To provide networking opportunities among the government, private sectors 

and the Open Source Community

The theme for PSCC 2018 was “Next-Gen Government: Embracing Innovation and 
Disruption”. The emphasis was for government agencies to explore new innovation and 
digital technologies to thrive in the fourth wave of the Industrial Revolution (IR 4.0).  The fast-
moving digital revolutions nowadays not only create new challenges for the governments 
but also new opportunities in transforming the way we work. Through digital revolutions, 
the government can reform and provide services that meet the needs of the ever-changing 
community. Nine (9) key areas, namely Next Generation Government, Artificial Intelligence 
(AI), Data Analytics, Open Source Software, Cyber Security, Cloud Computing, Blockchain 
Technology, Citizen Centric Design and Design Services was the main focus area in PSCC 
2018.

The programme brochure is as seen in Appendix 4.4.

PSCC 2018 Key Focus Areas
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3.0 Programmes

3.1 Opening and Launching of PSCC 2018

 

The opening and launching of PSCC 2018 was officiated by YBhg. Datuk Seri Dr. 
Ismail bin Hj. Bakar, the Chief Secretary to the Government of Malaysia. He started his 
opening speech by thanking Malaysian Administrative Modernisation and Management 
Planning Unit (MAMPU) for organising PSCC 2018 which assembled Malaysian public 
sector’s CIOs as well as ICT experts from within and outside the country. He noted that 
this annual convention which has been organised for the past three years is a platform to 
share knowledge and experience and get exposure to the latest ICT technology trends and 
government digital initiatives. He hoped PSCC 2018 will spark more innovative thoughts to 
enable the public sector to rapidly advance.

YBhg. Datuk Seri Dr. Ismail bin Hj. Bakar emphasised that the most dangerous course 
of action is standing still in a time of rapid change. Companies who failed to assimilate the 
rapid disruptive change and those that are unable to explore innovation opportunities will 
lose out to digital-platform companies. The Mid-Term Review (MTR) of the Eleventh Malaysia 
Plan, New Priorities and Emphasis presented by YAB Prime Minister, Tun Dr. Mahathir bin 
Mohamad revised socioeconomic targets for 2018-2020 to include the aspirations of the 
new government, current economic challenges and global trends. He also emphasised the 
need to seize the opportunities of digitalisation to close the gap between Technology 4.0 
and Policy 1.0. He entrusted MAMPU to spearhead the modernisation of administration 
and transformation of public service delivery and pave the way to embrace digitalisation. 

 
In his speech, he was confident that Malaysia will remain as a dynamic and competitive 

nation if we are open to new ideas and innovations. He mentioned that the government 
of Malaysia aims to achieve the 15th position by 2020 in the United Nation’s e-Government 
Survey subcategory Online Services Index (OSI). He asked for full commitment from CIOs 

YBhg. Datuk Seri Dr. Ismail bin Hj. Bakar
Chief Secretary to the Government of Malaysia

Making tomorrow better than 
today and for the betterment of 

our society.
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in ministries and agencies to ensure a smooth implementation in achieving this target. 
Besides , the government of Malaysia also aims to be among the top 30 countries by the 
year 2020 in the Open Data Barometer assessment. YBhg. Datuk Seri Dr. Ismail bin Hj. 
Bakar congratulated all Director Generals, Chief Secretaries and State Secretaries who have 
worked hard to achieve the KPI of publishing 10,000 data sets on the Open Data portal and 
to continuously support the various open data programmes organised by MAMPU.

YBhg. Datuk Seri Dr. Ismail bin Hj. Bakar highlighted and praised MAMPU’s existing 
digitalisation initiatives such as: (i) My Government Portal - the single gateway to government 
online services; (ii) Malaysian Government Data Exchange (MyGDX) - an integration and 
data sharing platform; and (iii) Open Source Development and Capabilities Programme 
(OSDeC) - the development of application systems in developing the capabilities of public 
sector ICT services. He further suggested that Malaysia should  learn from Estonia and 
Korea, which have very good IT governance for e-government and to emulate and modify 
their best practices tailored to Malaysia’s needs, culture, and criteria.

 YBhg. Datuk Seri Dr. Ismail bin Hj. Bakar 
urged MAMPU to explore on how public agencies 
can utilise Blockchain Technology to improve 
transparency, integrity and accountability. He 
also urged MAMPU to review the Government 
Service Delivery Digitalisation Plan 2017-2020 
in accordance with the current government’s 
focus. This plan will be the blueprint to realise 
the public sector’s digital agenda. He proposed 
the establishment of a proper digital governance 
structure at the national level with MAMPU 
spearheading the initiative to get the cabinet’s 
endorsement.

In his closing remarks, he stated that CIOs need to act as strategists in their respective 
ministries to advocate any changes that will affect each ministry’s core business and 
suggest innovation initiatives to thrive against the challenges. He accentuated that CIOs 
should play the role of digital change agents to shape the digital culture and mind set of 
the employees in their respective organisations. He also hoped that all input gained from 
this convention will be implemented within their respective agencies to improve their 
efficiency and productivity. 

The full text of the opening speech is in Appendix 8.1.
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3.2 Power Talk: CIO’s of the Future – Generalists or Specialists

Mohit Sagar
Group Managing Director and Editor 

in Chief OpenGov Asia

Frans Rijkers
Strategic Advisor Innovation and Identity -
National Office for Identity Data Ministry 

for the Interior and Kingdom Relations, the 
Netherlands

Janek Rozov
Chief Digital Officer and 

Government Deputy Chief Information Officer
Ministry of Economic Affairs and 

Communications, Estonia

Aleksi Grym
Head of Digitalization

Bank of Finland

Chris Buxton
Chief Digital Officer

Statistics New Zealand

Moderator:

Panellists:

CIO’s of the Future – Generalists or Specialists
5
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CIO’s of the Future – Generalists or Specialists

The focus of this power talk was to discuss on whether future Chief Information 
Officers (CIOs) should be a generalist or a specialist. CIO is a job title given to the person 
who oversees the organisation’s information technology and digital transformation to 
support the organisation’s goals. CIOs should align business objectives with IT objectives 
and prioritise to optimise investments. It is important for CIOs to be able to identify the 
right investment to ensure value to the business.

Nowadays, data has become one of the organisation’s most important assets. Data 
can be used to drive new insights, decisions, and strategies throughout the business. And 
while data creates a greater value for businesses and customers alike, it also creates a 
richer target environment for attackers. Protecting data is more complex than ever before. 
Therefore, a CIO should know how to give assurance to the stakeholders that the data is 
protected and secured. 

Besides, one of the panellists also suggested that the government  make amendments 
to current policies or legislations to keep up with the rapid changes of technology to support 
the digital transformation. Without these policy changes, innovation through technology 
will not be able to be implemented.

Three of the panellists initially suggested that CIOs should be a generalist who 
has a broad view on both technology and business.  However, Janek Rozov from Estonia 
suggested that CIOs should be specialists to ensure that they will make the right decision 
for the organisation based on their in-depth knowledge and skills in technology.

Towards the end of the discussion, all the panellists agreed that CIOs must have 
extensive knowledge in technology, ICT trends, citizen/client- centric services and data 
needs. A CIO must have knowledge on how to create a vision of what is possible in leveraging 
technology with business strategies. All the panellists agreed that when it comes to driving 
transformation in IT, the CIO must be the change agent to drive and inculcate digital culture 
in the organisation. As the world is changing, both the market and customers are changing. 
Therefore CIOs must be ready to embrace change.
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3.3    Plenary Session - Day 1

3.3.1   International Keynote Presentation: A Future with Innovation

The speaker highlighted the roles of artificial intelligence and robotic systems, 
and how innovative technology will disrupt the conventional economy in the future 
and the effect of innovation on future job markets. The session began with a question 
on the people’s expectation of Information Technology (IT) in 50 years’ time. An 
American inventor and futurist, Ray Kurzweil stated that the computational power 
in 20 or 30 years will be equivalent to one human brain and subsequently, by year 
2060s or 2070s, it will be equivalent to all humanity. By reviewing the computational 
evolution 50 years ago, there were only two transistors in the Integrated Circuit (IC) as 
compared to 20 billion transistors nowadays. Internet use in addition to images, text 
and others forms of data in a computing system transfers 2.5 quintillions bytes of data 
every day. Recent research showed that quantum computing is capable of transferring 
100 million times faster than conventional computers. In addition, the Huawei Mate 
10 was the first smartphone to have a Neural Processing Unit. It managed to learn 
how to drive within five weeks by using AI for enhancing photography, recognising 
objects and adapting different modes accordingly. Innovations are moving things 
forward very fast in the future. 

The speaker cited a report by Boston Consulting Group claiming that the 
robotics market is expected to be worth $70 billion by 2025. He also cited a report 
by Marshal Brain which predicted that in 2050, 50 million jobs in the USA will be 
replaced by automation as the robotic system is becoming more human-like but with 
faster capabilities. On the other hand, the speaker believed that this revolution would 
actually create more jobs rather than jobs being lost. The current paradigm shift in 
the industry is about artificial intelligence (AI). The speaker gave an example of an 

Dr Omar Hatamleh
Chief Innovation Officer, 

Engineering NASA JSC, National Aeronautics 
& Space Administration, 

Executive Director – Space Studies Programme, 
International Space University

We should consider future 
innovations and not limiting ourselves 
to current technologies as our way to 

stay relevant in the industry.
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AI system in the medical domain. The AI system is capable of reading, analysing and 
scrutinising thousands of research, books, journals and medical records for better 
and faster diagnosis of human illnesses. The AI system is proficient in connecting the 
dots that is almost impossible to be achieved by humans.

Meanwhile, the social fabric of society itself has changed drastically. The current 
society, especially teenagers nowadays prefer to communicate by using social media 
rather than in person. This trend will later evolve towards conversation with an AI 
system. The speaker pointed out many of the jobs in today’s world will undergo a 
significant change in the future that is influenced by the development of AI systems. 
Therefore, there is a need to establish a new education system to foster and empower 
young innovators. In order to be successful, constant learning and adaptability to 
change are the key-success factors in the future.

The speaker believed that the current IT technologies have crossed various 
industries. For example, 3D manufacturing and printing have given a positive impact 
on the food industry, health support, constructing affordable housing and even 
National Aeronautics and Space Administration (NASA), in terms of imitating spare 
parts for space explorations. Aforementioned examples proved that technologies 
and innovations are applicable across different industries.

In conclusion, the speaker firmly believed that we should consider future 
innovations and not limit ourselves to current technologies as our way to stay 
relevant in the industry. People who manage to connect the dots and think about 
new inventions will become the mainstream and lead future trends. The speaker also 
suggested strategic collaborations among the government, academic institutions and 
industries to gain more benefits for the general population.
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 3.3.2 Technology Case Study: Open Source Innovation in the Public Sector

 

The speaker shared his experience on how Open Source technology is driving 
innovation in the public sector. The speaker believes that the challenges of CIOs in all 
industries are not only to “connect the dots” between new technologies and existing 
solutions, but also to continue the process of connecting current, new and future 
innovations. In the innovation agenda of the public sector, digital transformation is 
about harnessing the technologies to bring in values to citizens and building up a new 
set of capabilities.

Traditionally, we are programmed to follow a common pattern. The first step 
in this pattern is to make plans or roadmaps more accomplished. Secondly is to 
prescribe the actions, initiatives and milestones to achieve in the plan. And lastly 
to execute the plan based on a set of prescribed activities. Meanwhile, in the digital 
transformation agenda, the speaker suggested this approach:-

i. Configure: Developing capabilities within organisations and building a flexible, 
adaptive and seamless IT infrastructural architecture for the future 

ii. Enable: Enabling teams and groups, but at the same time building agile 
processes

iii. Engage: Engaging with others in an open culture, similar to Open Source 
community

Red Hat Open Source framework was built using the “Configure”, “Enable” and 
“Engage” approach. In the past, Open Source was about optimising cost. Now, Open 
Source has been a leading player in driving the innovation agenda. 

The speaker pointed out that processes such as DevOps and Agile are becoming 
necessities, and no longer a niche process among development practices. The speaker 

Tan Meng Wai
Director of Solution Architecture, 

Asian Growth and Emerging Markets (GEMs), 
Red Hat Asia Pacific, Singapore

The challenges of CIOs in all industries are 
not only to “connect the dots” between new 
technologies and existing solutions, but also 

to continue the process of connecting current, 
new and future innovation.
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also underlines the importance of process automation. He highly recommended 
automating manual processes as much as possible. It is the key to agility as manual 
intervention will noticeably decelerate the digital transformation agenda. 

The speaker shared his experience about a project called NECTAR (Next 
Generation Container Architecture) developed collaboratively between Singapore 
Government Technology (GovTech) and RedHat. NECTAR is a Whole of Government 
(WoG) Platform-as-a-Service (PaaS) delivery using Open Source technology. The 
objective of the project is to authorise government agencies to have a standardised 
and efficient shared application platform to deploy and deliver applications in a more 
agile and responsive manner. The feedback received from a project called MyInfo (a 
national profile data platform that integrates with government agencies and financial 
institutions) affirmed that NECTAR has shortened the entire deployment cycle from 
a year to four months.

The speaker concluded that combinations of tools or platforms with the right 
technologies can accelerate the innovation agenda of delivering the government’s 
digital services to the public. 

3.3.3 International Keynote Presentation: Adopting a Cloud First Strategy for 
the Australian Broadcasting Corporation

 

This keynote presentation was about adopting a “Cloud-First” strategy to 
boost the digital economy and deliver digital transformations. The speaker shared 
his experience and journey of adopting “Cloud-First” strategy for the Australian 
Broadcasting Company (ABC).

ABC is a major publicly funded broadcaster in Australia with four digital 
television channels and 13 radio networks dispersed in 55 locations throughout 
Australia, as well as on the internet. Due to analogue broadcasting services being 
extremely expensive and becoming more unsustainable, ABC has been moving 

Mark Bowry
Radio & Regional Business Lead, 

ABC Technology, 
Australian Broadcasting Corporation

Understanding how Cloud-First strategy works 
is fundamental and crucial to an organisation’s 

digital transformation agenda in addition to 
boost digital economy.
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towards using digital web services to reduce its expenditure. However, as cloud 
services came into the picture the future of ABC became brighter.

The speaker pointed out that ABC had started to implement “Cloud-First” 
strategy in 2016. Subsequently, in 2017, seven media types had been selected to 
be among its Proof of Concept (POC) for cloud initiatives and only two media types 
were deemed feasible to advance. The speaker emphasised that cloud is not only the 
perfect solution to ABC’s problem but also ideal for its future.

Some of the technical considerations for the “Cloud-First” strategy as listed 
out by the speaker include cost and complexity; centralised or decentralised model; 
and the network infrastructure. The speaker also highlighted some financial aspects 
in adopting the “Cloud-First” strategy. The speaker clarified that the funds received 
by ABC was used for capital and compliance aspects rather than the operational 
expenditure. ABC also hired optimisation specialist to optimise their online cloud 
services by using the best solutions available.

Finally, the speaker concluded that understanding how “Cloud-First” strategy 
works is fundamental and crucial to an organisation’s digital transformation agenda 
in addition to boost digital economy.

3.3.4 Technology Case Study: Digital Government Development Strategy

 

The components of cities and enterprises are the foundations for societal 
constructs. The objective is to implement a digital government ny using Dell 
Technology whilst embracing Industry 4.0’s technology. This approach will contribute 
towards building a resilient economy as well as a secure and modern government.

The digital government solution by Dell Technologies consists of several 
business integrations to deliver technology across the IT ecosystem. It starts from the 
edge, core and cloud. The integration helps customers’ transformation and accelerates 
human progress. With Dell Technologies Vision and Development, companies with 

John Lockhart
Digital Cities Projects Director, 

Asia Pacific South, Dell EMC

The more we digitally evolve the 
more demanding we all become, 

compare, compete and expect greater 
experiences.
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the same vision of implementing digital smart cities have integrated input from city 
and industry leaders, technology experts as well as technology partners.

These will accelerate ideas, knowledge transfer and solutions for Industry 4.0 
Architecture Solution and Digital City Architecture (E-Government and Smart City). 
The pillars in Industry 4.0 Architecture Solution are blockchain, security, data analytic, 
artificial intelligence, supply chain, big data, Software-Defined Data Centre (SDDC), 
cloud computing, internet of things and agility. The digital storm has started and it 
is going to be turbulent times but it is the time of new opportunities for citizens, 
businesses and governments to contribute towards paperless, integrated, automated, 
trustworthy, and cost-efficient services.

A crucial element in the road to digital transformation is as shown below:

An�cipate change, take ac�on, poll posi�on your government and city

React to change slowly, run risk of decline rela�ve to your peers

Digital Transformation Line

The activities between are not adding unique value for the organisation. The more 
we digitally evolve, the more demanding we all become, compare, compete and expect 
greater services. The rate of change is speeding up and we must evolve to overcome 
these challenges quickly. The Fourth Industrial Revolution is already here and we have 
to prepare and focus on these areas: Digital Life Experience, Smart Nation Centric, 
Digital Shared Economy, and Digital Government.  The other issues are:

i.  Customer Citizen Centric
ii. Trust (who and what)

iii. Human attention span syndrome
iv. The future job
v. Information overload

Businesses are designing themselves for a world beyond tomorrow, challenging 
everything from their structures, to the way they make decisions. They realise that a 
deep culture of real-time innovation and harnessing the power of exponential thinking 
is just the start of a journey of radical digital transformation. Businesses that will 
operate beyond tomorrow should be linked and able to adapt to real-time technology, 
talent, and customers.

They don’t wait for disruption to happen and catch them off guard, they challenge 
the rules and everything they once knew to be true. Most businesses that exist in our 
world today were built on structures that were relevant in our world hundreds of years 
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ago. We have been hardwired to create strategies that focus around a product or idea. 
Smarter digital edge and e-Government ICT Modernisation in harmony is critical to 
achieve the best outcomes. The figure below illustrates Digital City’s focus areas.

Dell Technologies enables enterprises to adopt technology at the heart of 
their business. To deliver the best possible customer experience it is important to 
accelerate the cycle of innovation and create a competitive differentiation. 

The speaker ended the session by sharing best practises for government policies 
that enable four distinctive critical areas of the “smart customs”. To transform quickly, 
a strategic and executable plan that addresses these four tracks (as shown below) 
should be in place.

Digital City

Digital Transformation
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3.3.5 International Keynote Presentation: Connected Government and 
Connected Citizens

 

The speaker shared the State of Andhra Pradesh’s vision “To use e-Governance 
as a tool to provide integrated services to its citizens through a free flow of 
information. To usher in an era of good governance, to ensure transparency, efficiency, 
accountability, accessibility and reliability in the delivery of such services, and to 
enhance citizen-centricity, responsiveness, inclusiveness and citizen engagement as 
essential ingredients of good governance”.

This session focused on the e-Pragati initiative. e-Pragati is a framework that 
provides integrated services to citizens through free flow of information. It will be 
used to usher in an era of good governance, characterised by efficiency, effectiveness, 
transparency, and foresight. The e-Pragati framework is a new paradigm. It is a mission-
centric approach and a framework to galvanise the pan-government ecosystem by 
transcending boundaries to design and deliver services in a coordinated, integrated, 
efficient and equitable way that citizens and businesses demand and deserve, aimed 
to realise the Sunrise Andhra Vision 2022. e-Pragati is to be a catalyst for enhancing 
the effectiveness of implementing various developmental projects and welfare 
schemes undertaken by the government.

 The speaker shared some of the problems faced by the citizen of the State of 
Andhra Pradesh such as payment for old age pension, vehicle registration, processing 
for buying a car, Deepavali crackers’ license and many others. The solution for these 
issues is e-Pragati. It is rated among the best in the world placing Andhra Pradesh 
among the top ranks in the global e-governance development index. Andhra Pradesh 
focuses on the quality of life of its citizens with special emphasis on the quality of 
education, healthcare, skill development, agriculture, infrastructure, and services. Its 
aim for the future is for the government to be more connected by being FAST (Flat, Agile, 
Streamlined, and Tech-Savvy). With its ability to manage complexity, e-Pragati will 
emerge as the essential means to drive public sector transformation and realise 
connected government with demonstrable benefits.

To use e-Governance as a tool to provide integrated 
services to its citizens through a free flow of information, 

and to usher in an era of Good Governance, to ensure 
transparency, efficiency, accountability, accessibility 

and reliability in delivery of such services, to enhance 
citizen-centricity, responsiveness, inclusiveness and 
citizen engagement as essential ingredients of good 

governance.N. Balasubramaniam
Chief Executive Officer, 

e-Pragati Authority, India
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e-Pragati is a Digital Transformation initiative for the whole Government of 
India. This framework consists of 14 packages and covers almost 70 projects. The 
Enterprise Architecture is to provide Integrated Services through a boundary-less 
flow of information across the whole government. 

The speaker shared the advantages of e-Pragati framework as follows:

i. Departments and government agencies interoperate with ease and 
provide integrated services to citizens and businesses.

ii. Citizens and businesses will have seamless and smooth interface with 
the government. 

iii. Providing common infrastructure and application services that will 
enable one government vision

iv. Faster time to market in deploying goal-oriented action planning services 
by enabling quick implementation of other sectoral packages. 

v. Increased productivity and efficiency by providing access to a single 
source of data

vi. Readiness to create a richer portfolio of services through the ability to 
compose new, complex services from simpler services that are already 
available

vii. Ability to create cross-governmental services through interoperability, 
service discovery, and invocation

viii. Increased stakeholder satisfaction through uniform user interface, 
consolidated services and multiple access channels

The Enterprise Architecture of e-Pragati
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ix. Leverage social, mobile, big data, cloud and internet of things 
technologies.

x. Principles of open data, open standards and open APIs will be ingrained 
in the designs of all information systems.

xi. E-Pragati authority will ensure the right balance between information 
security and privacy of personal data.

The speaker ended the session by sharing some of the challenges faced by the 
e-Pragati framework such as:

i. Catering to a wide variety of citizens across urban and rural areas
ii. Infrastructure availability for population segments

iii. Department ownership and accountability for transformation 
programmes

iv. Lack of Enterprise View resulting in Siloed Operations
v. Affinity for existing technology and vendors & vendors architectural 

limitations
vi. Existing applications not built with a Lifecycle approach

vii. Inter departmental collaboration

3.3.6 Technology Case Study: Securing Multi-cloud with Cisco Tetration Analytics

The speaker shared about CISCO Tetration Analytics. Cisco Tetration is 
designed to address security and operational challenges for a multi-cloud data 
centre which uses machine-learning, behaviour analysis, and algorithmic approaches 
to offer a holistic workload-protection strategy and network-performance insights. 
The speaker also highlighted that the approaches related to CISCO Tetration include 
allowing customers to gain application insights, autogenerate whitelist policy and 
enforce a consistent policy to enable zero-trust model. In addition, the platform 
also tracks process-behaviour deviations, identifies software vulnerabilities in a 
multi-cloud infrastructure allowing customers to reduce attack surface and detect 
indicators of compromise much faster. 

Eric Liew
Data Centre Product Sales Manager,

Cisco, Malaysia

Most attacks are mainly driven by application 
vulnerabilities.
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The speaker mentioned that most attacks were mainly driven by application 
vulnerabilities. Applications are critical entities within the data centre. One of the 
key challenges that customers face is on how to provide a secure infrastructure for 
applications without compromising agility. The majority of data centres today are 
designed with traditional perimeter-only security which are insufficient to prevent 
attacks and a new approach is needed. Cisco Tetration addresses this challenge in 
a comprehensive way using a multidimensional workload-protection approach. The 
speaker listed CISCO Tetration Analytic capabilities as follows:

i. Getting automated whitelist policy
ii. Getting network performance insights

iii. Identifying process behaviour deviations
iv. Detecting software vulnerabilities
v. Enabling zero-trust model

vi. Supporting data centre scale
vii. Open API

The speaker shared about the Workload Protection Process baseline and 
behaviour analysis. This technology will detect and alert users when a particular 
process deviates from its normal behaviour. By using Tetration, suspicious behaviour 
will be automatically detected. Tetration will then quickly searches and visualises 
the process tree and timelines to identify threats. Tetration Analytic will see what 
happens at each stage of the attack.

Cisco Tetration platform (Hybrid Cloud Workload Protection Approach)
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The speaker ended the presentation by sharing the benefits of Tetration Analytic:

i. Tetration provides end-to-end visibility which helps protect the network 
ii. Tetration decreases attack surface by locking down and disabling services 

that are not being used. This is possible by informing the users of the unused 
ports and unpatched vulnerabilities in each workload

iii. Tetration sees the network baseline and abnormal network behaviour, 
identifies what is in the infrastructure and what is not and monitors for 
deviation.

iv. Tetration sets the scene by segmenting application tiers and building the 
policy in real time. Whitelisting is a must in today’s cyber security world.

3.3.7 International Keynote Presentation: Human Factors in Cyber Security and 
Privacy

This keynote presentation was focused on cyber security awareness among 
people and how to create security awareness using game design prototype. In the 
early part of the presentation, the speaker said that Internet Technology (IT) provides 
the backbone for modern living thus enabling ordinary people to shop, socialise, 
communicate, network and also be entertained via their personal computers and 
mobile devices such as smartphones. As people’s reliance on the Internet grows, 
the possibility of hacking and other security breaches increases regularly. Computer 
users play a major role in helping to make cyberspace a safer place for everyone. 
Nevertheless, human’s awareness towards cyber security is still considered weak 
as people do not realise that phishing can occur at any time in their daily routine. 
Automated computer systems are not very reliable in detecting phishing attacks due 
to human factors. 

The speaker showed a few examples of human’s weaknesses regarding their  
habits when using the computer. The most common ones are having 
the tendency to expose their username and password to others or 
creating passwords that can easily be guessed by hackers such as the 
use of their name, birthdate, their children’s’ name or anniversary date.  

Dr Nalin Asanka Gamagedara Arachchilage
Lecturer - Cyber Security, 

University of New South Wales, 
Australia

Most attacks are mainly driven by application 
vulnerabilities.
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The speaker emphasised that system design should take into consideration 
both security and usability aspects. Having too many security features will make it 
difficult for users to use the system but focusing on usability without considering 
security aspects will also expose users to cybercrime. It is important to create security 
awareness using human behavioural aspects to avoid cyber threats. Well-designed 
user security education will help users be aware of cyber threats.

The speaker shared that a cyber-threat that is particularly dangerous to 
computer users is phishing. Phishing is a form of semantic attack and sometimes 
referred to as online identity theft which aims to steal sensitive information such 
as username, password and online banking details from the victims. In phishing 
attacks, victims get directed by phishing emails to visit replicas (often, for example, 
purporting to be from the user’s bank) of legitimate websites. Phishing attacks are 
getting more sophisticated day by day, as attackers learn new techniques and change 
their strategies accordingly.

In creating security awareness among humans, the speaker had designed and 
developed a mobile game prototype as an educational tool to help computer users 
protect themselves from phishing attacks. The elements of a game design framework 
for avoiding phishing attacks were used to address the issue. The mobile game design 
addresses the user’s avoidance behaviour through motivation to protect themselves 
against phishing threats. Attractive digital objects such as sound and graphics were 
integrated into the game in order to attract the users to participate in the gaming 
environment. To explore the viability of using a game for preventing phishing attacks, 
a working prototype model for mobile phones using MIT App Inventor Emulator was 
developed.

A think-aloud study was conducted, along with a pre- and post-test, to assess 
the game design framework though the developed mobile game prototype. The 
study found that the mobile game prototype increases their motivation to protect 
themselves from phishing attacks after the game play activity. Hence, the results 
provide support to assess the game design framework introduced by the speaker 
through the mobile game prototype. Findings from the study suggest that perceived 
threat, safeguard effectiveness, safeguard cost, self-efficacy, and perceived 
susceptibility elements have a significant impact on avoidance behaviour through 
motivation to thwart phishing attacks, as addressed in the game design framework.

The speaker concluded that humans by nature like to bypass barriers. Therefore, 
it is crucial to include human factors prior to the implementation of cyber security 
and privacy. 
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3.3.8 Technology Case Study: Fraud Prevention - Are you doing enough to Protect 
Your Business and Your Clients

The speaker presented a use case that Kaspersky Lab has been doing to avoid 
fraud. Fraud normally occurs in programmes that involve funds namely in banking, 
tax, penchant and others. The main challenge for web and mobile technologies is 
creating an effective user verification to access a computer system. A two-factor 
authentication was introduced to authenticate authorised users besides the use of 
user ID and password. While two-factor authentication is more secure, it does not 
prevent fraud because the way fraud works is different from other common cyber 
threats. 

In advanced authentication technology, a few components are identified. 
The first component is the use of user ID and password. The second component 
is the continuous authentication because the best way to handle fraud is to do 
continuous authentication. The third component is account takeover detection. How 
do we identify that an account is being used by an authorised user? The truth is, it is 
difficult to identify accounts that are being hijacked. 

Fraud is controlled by human using automation like bot clickers, bot movers, 
web-injects or mobile malware. Fraud prevention cloud developed by Kaspersky 
Lab is a technology that uses automated fraud analytics. It is handled by a team of 
specialists who are experts in encountering fraud, setting the rules based on their 
research and analysis. 

The speaker concluded that ultimately fighting against fraud should not be the 
sole responsibility of human’s shoulders alone. Fraud intelligence should use cutting 
edge technologies with human expertise for accurate and timely fraud detection. 
These include proactive real-time discovery and early signs of account takeover (ATO) 
detection or cross-channel detection of money laundering and related activities. 

Stefanus Natahusada
Presales Manager, Kaspersky SEA

Machine learning is best to detect fraud but we can’t 
rely on certain technology to fight against fraud. 

Artificial intelligence and machine learning are not 
mature enough. It is important to include human 

expertise to discover threat.
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Mohit Sagar
Group Managing Director and Editor 

in Chief OpenGov Asia

Glenn Ashe
Former Government Chief Information Officer

Federal Attorney 
General’s Department

Canberra, Australia

N. Balasubramaniam
Chief Executive Officer

e-Pragati Authority, India

Klaus Felsche
Former Director

Analytics Innovation
Department of Immigration and Border Protection

Dr Andy Chun
Associate Professor &

Former Chief Information Officer
City University of Hong Kong

Moderator:

Propositions:

Opponents:

3.3.9 The Great Debate: Is the Public Sector Ready to Let the Citizens Drive Decisions 
on Public Policies and Services?
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For The Motion:   

Tax paying citizens should have the right to voice out their opinions regarding 
public service policies. In this era of information technology, citizens are more 
knowledgeable since they are updated with the government’s current issues. They 
should be given the opportunities to have interactions with the government in order 
to understand and have insights on decisions and policies made by the government. 
The citizens’ involvement in the government’s decision will surely increase the level 
of people’s satisfaction.

Nowadays, citizens can easily access information and understand the 
government’s public policies. Any government decision should not only come from 
listening to the ruling party, but from other parties to fulfil the citizens’ needs. Citizens 
are educated to choose the correct information for their own benefits and are mature 
enough to differentiate between real and fake news. However, they should have an 
opportunity to help the government in making policies as they have enough sources 
(data) to voice out their opinions regarding what they need as citizens.

Against The Motion:   

Citizens lack security awareness. The public are depending on social media 
to keep abreast with current issues including government-related issues. However, 
not all news reported can be trusted and somehow most of the citizens cannot 
differentiate between truth and fake news. Citizens are easily influenced by rumours 
or fake news through the social media. It is really dangerous and risky if they are 
given the opportunity to make decisions on government policies without knowing 
the real facts of the news. As an example, fake news can cause citizens to hate the 
government and consequently it will influence them to make decisions that do not 
benefit the people. They need to be educated to value the truth of certain stories.

Citizens’ voices can be considered when making policies but the role of making 
decisions in government policies should come from the ruling government.
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Summary:

In this technology era where information and facts are easily accessed 
by everyone, the citizens’ opinions and voices should be considered in making 
government policies. But the role of making government’s decision should be fully 
given to the government without ignoring the citizens’ needs.

3.4 Parallel Session - MyGOSCON 

3.4.1 International Keynote Presentation: Providing a Standardised, Secured 
and Innovative Way to Produce and Consume Services – Case Study on 
Estonia’s X-Road Open Source Data Exchange Layer

The speaker presented the Case Study on Estonia’s X-Road Open Source 
Data Exchange Layer which was established to provide a standardised, secure and 
innovative way to produce and consume services. Estonia’s X-Road allows the 
nation’s various public and private sector e-service databases to link up and function 
in harmony besides ensuring confidentiality, integrity, and interoperability between 
data exchange parties. It also focuses on practical collaboration, sharing of experience 
and promoting innovation. 

The development of X-Road is a joint effort between Estonia and Finland. 
X-Road is an open source solution and can be replicated in other countries. Data 
can be exchanged between government organisations in a fast and secure way. All 
information is held in a distributed data system and can be exchanged instantly upon 
request. The main benefit of X-Road is to enable public services to be delivered 
efficiently to their citizens by collecting and combining various information with very 
little effort. The X-Road also benefits the citizens in terms of time and cost. Besides 
this, citizens and entrepreneurs can create new and almost fully automated services 
easily.
 

Janex Rozov
Chief Digital Officer & Government Deputy

Chief Information Officer
Ministry of Economic Affairs and Communications, Estonia

X-Road is the future as it is able to provide 
information in a fast and secured manner.
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The speaker highlighted that it is 
necessary to provide services to different 
parties. Besides that, managing data 
exchange was a challenging effort for X-Road.  
It is therefore important to ensure that 
interoperability is smooth and information 
security is protected at all times.

 
X-Road is the busiest highway of e-Estonia 
where 99% of their public services are 
available online. 900 organisations and 
databases are connected via X-Road involving 
more than 500 million transactions a year. 
The speaker reported that X-Road saved 820 
years of working time last year. 

The Trust Federation had been 
created with various centres of X-Roads 
where the centres exchange information 
about their members and the management 
of the said members. Members 
become interoperable with other X-Road 
members in terms of exchanging information. 
Centres communicate with other centres, 
members with other members. Cross-border 
data exchange does not have to be less secure 
or more complex than data exchange within 
the ecosystem and it is possible to develop 
cross-border services. Estonia has exported its e-governance solutions to countries 
around the world such as Ukraine, Kyrgyzstan, Palestine, Faroe Islands, Madagascar, 
Haiti, Cayman Island and many more. 

The speaker concluded his presentation by reiterating that X-Road is the future 
as it is able to provide information in a fast and secured manner.

Estonia’s X-Road

X-Road Trust Federation
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3.4.2 Technology Case Study: Are Truly Open Clouds possible?

 

The speaker started by mentioning that the industry is full of buzz words around 
private cloud, public cloud, multi-cloud and hybrid cloud. Every organisation is 
shifting towards clouds with the goal of achieving greater flexibility and saving costs. 
Figure below illustrates a multi-cloud and hybrid cloud and their simple definition.

The speaker articulated that multi-cloud strategy means running different 
applications on different cloud providers or using different APIs on different cloud 
providers. However, one must ensure that there is consistency between the policies, 
compliance and management. This is because all cloud providers are using their own 
standards, thus creating a lock-in which is similar to the mainframe environment.

Red Hat offers an open source platform 
for the open cloud solutions without lock-
in as shown above. Red Hat Cloud Suite 
provides a container-based application 
development platform, which is built on a 
massively scalable cloud infrastructure and 
managed through a common management

Tan Meng Wai
Director of Solution Architecture

Asian Growth and Emerging Markets
Red Hat, Asia Pacific

Digital journey is a reality on open clouds

Illustration of a multi-cloud and hybrid cloud

Red Hat Chapter for Hybrid and 
Multi-cloud in Action
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 solution. Red Hat Cloud Suite delivers public cloud-like services to developers and 
to businesses while maintaining control and visibility.

The speaker concluded that the Red Hat Cloud Suite enables users to build a 
private cloud based on Red Hat OpenStack Platform with public cloud-like scalability, 
or on Red Hat Virtualisation with high-performance virtualisation. These choices 
provide secure and scalable foundations for hosting the development platform 
known as OpenShift Enterprise that automates the development and administration 
of container-based applications.

3.4.3 Technology Case Study: Cyber Security and Privacy in Mobile Wireless Environments

The speaker started by questioning the audience on the differences between 
security and privacy. She explained that her presentation covered both within three 
main topics:

i. Technology Revolution and Adoption;
ii. Cyber Security and Privacy Threats in Mobile Wireless Environment; and

iii. Countermeasures.

The speaker expressed that technology revolution and adoption in industry 4.0 
raised concerns among enterprises. These concerns stemmed from crucial disruption 
of businesses and loss of data from natural disasters, loss of key person and cyber-
attacks. Other additional concerns include modern technologies which are prone to 
vulnerabilities that attackers can exploit into target network, insecure IoT devices 
which can trigger cyber security attacks, and exposed Industrial robots which can 
lead to the production of defective goods. 

There is a massive number of IoT connected devices installed worldwide which 
will contribute to an exponential growth (in billions) from 2015 to 2025  in various 
industries such as remote monitoring, medical device integration in healthcare 
sector, devices and processes monitoring in industrial manufacturing and smart 

Sabariah Binti Ahmad
Head of Security Management and Best Practices

Cyber Security Proactive Services Division
CyberSecurity Malaysia

Technology adoption requires more holistic approach 
in mending cyber security and privacy aspects. 

Institutions should also play their role to define, 
implement, enforce and monitor rules and regulations.
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cities. Therefore, it is crucial to increase and strengthen the standards of physical 
security. Radio-frequency identification (RFID), for instance is an excellent technology 
for tracking objects that can be bought at retail stores. However, it can jeopardise 
one’s privacy. Another example is the Electronic Product Code (EPC) which displays 
information on a particular item, its model or product class and its manufacturer, 
combined with a serial number. However, the information becomes personal 
data when they are associated with the customer’s details in a Customer Relation 
Management (CRM) system.

The speaker stated there are both security and privacy threats in mobile 
wireless environment. For example, spies can use our phones to locate us and 
eavesdrop on our calls. She highlighted that providing countermeasures is important 
for authentication, confidentiality, access control and non-repudiation. The General 
Data Protection Regulation (GDPR) & Personal Data Protection Act 2010 (PDPA) are 
technical and organisational measures that must be considered to protect personal 
data at the time of planning a processing system.

The speaker concluded that deploying new and advanced security and privacy-
preserving measures focusing on collaborative intrusion detection networks allow 
intrusion detection system nodes to exchange data with each other to provide 
authentication, confidentiality, access control and non-repudiation. Technology is a 
means to simplify businesses and improve the way of life. However, its convenience 
may invade privacy. Therefore, technology adoption requires a more holistic approach 
in mending cyber security and privacy aspects. Institutions should also play their 
roles to define, implement, enforce and monitor rules and regulations.
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3.4.4 Technology Case Study: Towards the Next Generation of the Public Services - 
Cloud Enables Better Governance Models

The speaker started his presentation by explaining that cloud technology was 
one of the five technologies that has influenced the 21st century by giving examples on 
people’s acceptance towards Gmail, Facebook, Dropbox and Waze. Cloud technology 
gives more visibility, control and compliances to the organisation. He also highlighted 
the dilemma faced by organisations in adopting cloud technology due to its cost and 
the need for skilled personnel to manage the technology for better governance.  He 
strongly believes that good governance brings more positive outcomes. He shared 
the advantages of adopting cloud governance, such as:

i. Speed – Can carry out mission fast 
ii. Integration – Can complement governance, policies, tools and processes 

iii. Balanced – risks and benefits of cloud
iv. Proactivity – Anticipate unauthorised cloud
v. Enablement – decision making without friction.

He also pointed out poor cloud governance which are:

i. Cloud vendor locked in
ii. Lack of incentives for consumers

iii. Shadow IT and hidden Clouds
iv. Cloud Security Risks
v. Cloud Integration

He  gave a few tips on how to apply cloud governance by having the strategy in 
place, to review and to map the cloud to existing processes, to define communication 
plan, to ensure the appropriate compliance are reviewed and to identify governed 
processes that are integrated with the cloud.

Assoc. Prof. Dr Nurhizam Shafie Mohd Safar
Deputy Dean (Industry & Community Partnership 

and Income generation)
Faculty of Information Science and Technology

Universiti Kebangsaan Malaysia

The benefits of adopting cloud governance includes 
faster time to market, cost saving on operational, ability 
to expand elastically and also the ability to secure and 

control the business assets.
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According to the speaker, by adopting a cloud-based IT strategy, governments 
can fundamentally change the way IT services are delivered and consumed while at the 
same time realise tangible operational and financial benefits-reduced costs, improved 
organisational agility and transformation in service delivery. Government agencies using 
cloud computing can optimise legacy IT infrastructure while adding new services, decrease 
software/application maintenance, decrease project roll out timeframe and administrative 
costs and improve asset utilisation up to 60-70%.

The speaker strongly believes that cloud environment, self-provisioning of services 
enables workflow collaboration across different agencies seamlessly and helps real-time 
response to increase/decrease in workload. A cloud environment frees up resources to 
invest in mission-critical applications and services, and shift focus from asset ownership to 
service management thus improving citizens’ engagement and quality of citizens’ services 
thus delivered.

The speaker concluded his presentation by emphasising the benefits of adopting 
cloud governance including faster time to market, cost saving on operations, ability to 
expand elastically and also ability to secure and control business assets.

Patrick Low Beng Chee
Principal Architect Enterprise Business Group

Southern Pacific Region
Huawei Technologies

3.4.5 Technology Case Study: OpenStack Cloud Solution, Inspires Digital Enterprises

The speaker started his presentation by throwing a question at the audience on whether 
an OpenStack community can be built or not? He gave a brief definition on OpenStack, which is 
a technology consisting of a group of interrelated projects that control large pools of computing, 
storage, and networking resources throughout a data centre managed through a dashboard or 
via the OpenStack API. 

According to the speaker, OpenStack has achieved tremendous progress in 
technology innovation and maturity. The main advantages of OpenStack are that the 
source is shareable and can be contributed by anyone in the community. He strongly 
believes that OpenStack is more favourable because it is easily adopted and is within 
the user’s capacity to control and choose the codes of their choice. He also pointed a few 

More industries chose OpenStack to avoid vendor 
lock in, accelerate more innovation, and to 

operate efficiently.

29

P U B L I C  S E C T O R  C I O  C O N V E X



OpenStack attributes, namely ecosystem strength, consistence stack from data centre to 
the edge, and modular architecture. By opting for OpenStack, industries can save more 
time as well as save on the proprietary licence as it has an open source nature. 

 
More industries chose OpenStack to avoid vendor lock in, accelerate more 

innovation, and to operate efficiently. It can influence the community through a roadmap. 
Currently, OpenStack has 89,000 members from 187 countries and is adopted by 670 
organisations. He pointed out that the community plays an important role to manage 
OpenStack. The members work independently, and at the same time, work together 
by having cross-community collaboration. Moreover, good leadership ensures that the 
community is managed effectively. The community also holds annual events, such as 
hackathon, to generate more innovations and make it better and more robust. 

He informed that Huawei has introduced an OpenStack product known as 
FusionCloud. This product can be used at private data centres, enterprises or unified in 
public domains. The speaker ended his presentation by emphasising on the benefits of 
adopting OpenStack, which can accelerate innovation and save cost by approximately 
70% as compared to classic IT solutions. 
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3.4.6 Panel Discussion: Secure Cloud Strategy - Enhance Collaboration, Improve 
Responsiveness and Increase Innovation across the Public Service

Harisfadzillah Jamel 
Independent Open Source Software Consultant 

Malaysian Open Source Community

Mohd Syukor Abdul
Information Technology Officer

Southeast Asia Regional Centre for Counter-
Terrorism (SEARCCT)

Ministry of Foreign Affairs, Malaysia

Mohd Rafiq Mohamed Hashim
Director

Information Security
GiTN

Ahmad Osman
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The private and public sectors have employed cloud strategy to deploy their 
applications. Cloud adoption is strongly influenced by data sovereignty and data 
resiliency. The public sector of Malaysia has set up a cloud-based data centre for users to 
deploy their application. However, enhanced talent and skill are required to optimise the 
usage of cloud. The Malaysian Public Sector has also established the Gallery of Malaysian 
Government Mobile Application to encourage industries to collaborate and develop 
mobile-based applications. 

Question: Is there any collaboration between government agencies, GLCs, and 
private companies regarding cyber security and can that collaboration be extended to 
cloud security in public agencies? What is the strategy we can adopt for cloud services?

Answer: Currently, there are initiatives being discussed between several  
government agencies, GLCs, and private companies related to cyber security. Policies 
and frameworks have been developed for cyber security. The adoption of cloud services 
in Malaysia is still low due to some challenges, such as the concerns on data sovereignty 
and data resiliency. Agencies prefer to implement private clouds because of security  
concerns. The industries are slowly exploring the implementation of hybrid cloud; 
however, they do not disclose their strategies.  

Question: Is there any risk in adopting multi cloud?

Answer: Cyber security relates to confidentiality, integrity, and availability. Measures 
must be taken to address these concerns.

Question: The time taken to address security incidents is much shorter nowadays. 
How can collaboration assist in enhancing cloud security? What is your comment on this?

Answer: There are many open tools in the market that can be used to address 
security incidents. Security assessment not performed during coding or development 
causes vulnerabilities in the software. Collaboration between developers and security 
professionals can prevent security incidents. DevSecOps can be used to facilitate the 
collaboration.

Question: Developers in the private sector are using cloud services to deploy their 
applications. Can PaAS, SaAS, and DevSecOps be implemented in the public sector?

Answer: Cloud computing has become an industry standard and government 
agencies should use cloud to modernise and optimise their services. Resources can be 
fully utilised to develop an application rather than focusing on system administration 
tasks. PDSA has developed a secured cloud strategy to guide agencies to move to cloud. 
DevOps tools are also available for agencies to use but they are still in the early stages. 
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Question: Is Software Defined Network (SDN) applied in government cloud services?

Answer: The government sector has started implementing cloud in 2010. PDSA 
has been set up in several places and has been approved to convert the data centres to 
cloud-based data centres and Software Defined Network. However, the SDN initiative 
falls under the MyGov*Net project where the implementation is scheduled for mid-2019. 
In addition, PDSA has already embarked on a single gateway portal to provide better 
services to all clients.

Question: When we talk about open source, is it more secured?

Answer: Open source is more secured than proprietary software. It provides access 
for everyone to view and close the vulnerabilities. However, technology, people, and 
processes must come together to address security concerns. There is no silver bullet to 
solve security issues.

Summary:

Going forward, we need to strengthen the collaboration between agencies, 
industries, and academia to achieve maximum results. Moreover, it is equally important 
to ensure that control measures in data security are taken care of before cloud 
implementation.
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The speaker shared Netherlands’ experience in implementing Open Source to 
serve the citizens. The government of the Netherlands has launched a new digital agenda 
known as NLDigi Better. The agenda is about safeguarding public values of the society and 
how the government contact with the citizens and entrepreneurs can be smarter, more 
accessible, and more personal. According to the speaker, the General Data Protection 
Regulation (GDPR) by the European Union (EU) is the key factor towards this agenda. 
GDPR has put privacy first in the design process: privacy by design. Open Source Software 
(OSS), open data, and open standards stand as the three (3) pillars for the Netherlands 
digital development that the speaker claimed were also fundamental in open source. 

The speaker described the Netherlands agenda on open data, which has nearly 
14,000 open datasets available to be used by users all around the globe. All datasets are 
accessible via the Netherlands data portal. The datasets can be searched and browsed 
according to 14 themes to ease user experience.

The Standardisation Forum (Forum Standaardisatie) is an official institution for 
compliance to open standards in the Netherlands. Every organisation in the Netherlands 
can propose for new open standards, and once the standard criteria are met, it will 
undergo a series of tests for six months. There are two types of standards, which are 
“mandatory” and “recommended”. All outdated standards will be archived.

The Netherlands also developed an Open Source Observatory (OSOR), where 
several news, studies, and best practices on the use of OSS in public services are kept. 
Currently, there are more than 106 collections, 2,751 solutions, and 16,241 news in 
OSOR. The OSOR annual report is published every two (2) years. Netherlands has a 
standard platform to implement OSS that commonly uses OpenStack, Ceph, Linux, 
PostgreSQL, Java, or JBoss. However, in the Netherlands, the publishing of OSS by the 
government is prohibited by law. As cited in a report by Gartner in 2017, publishing 
Open Source Software (OSS) offers many benefits in terms of social, economy, 
and quality. However, there are also risks in terms of security, privacy, marketing,

Frans Rijkers 
Strategic Advisor Innovation and Identity

National Office for Identity Data

The Netherlands digital agenda is about 
safeguarding public values of the society and 
how the government contact with the citizens 

and entrepreneurs can be smarter, more 
accessible and more personal.

3.4.7 Keynote Presentation: How Governments are using Open Source to Serve the 
Citizens
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and legal. Therefore, appropriate guidelines are required to address the risks that are 
associated with publishing OSS.

The speaker also shared about the Common Ground project. The idea of the 
project is to build new and modern ICT infrastructure in addition to the existing municipal 
ICT infrastructure for data exchange between municipalities in the Netherlands.

Finally, the speaker mentioned two initiatives as the way forward for the 
Netherlands. The first initiative is to encourage businesses to commercialise OSS solutions 
by referring to Elastic, a company that provides solutions on data search and analytics. 
The second initiative is to track their Open Government programme by publishing The 
Netherlands Open Government Action Plan 2018–2010.

3.4.8	 Keynote	 Presentation:	 Adopting	 Digital	 Transformation	 in	 Public	 Schools	 and	
Campuses

The speaker highlighted on the influence of digital disruption towards the 
education industry and the reaction of the ecosystem that consists of teachers, policy 
makers, and students towards the influx of digital disruption. He also reiterated on the 4th 
Industrial Revolution that is filled with digital disruption and has redefined many industries 
including the national education system. Digital disruption has boosted more innovation 
from traditional ways in several sectors, such as businesses, which are best explained by 
the digital vortex analogy. He pointed out that the education industry was at the 6th rank in 
the digital vortex. Consequently, this has put pressure on policy makers to establish more 
Standard Operational Procedures, less red tape, and to have a more structural system. He 
realised that in the current situation, more automation is needed in schools as well as for 
administration workplace and teachers’ lesson plans. He also stressed that the teaching 
method must be a more acentric approach than the old teaching method to be at par with 
digital disruption such as connected classroom through video conferencing, digital media, 
and web-based learning.   

He believes that the 21st century learning design is of blended learning that 
can make learning accessible anywhere and anytime. Learning in innovative ways, for 

Badrul	Hisham	Besri	
Senior Director, TM One

The teaching method must be more acentric 
approach rather than the old teaching method to 

be at par with digital disruption such as connected 
classroom through video conferencing, digital media 

and web-based learning.  
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example, encouraging students to be more responsible by sharing their knowledge with 
other students also makes it more meaningful. Additionally, the speaker highlighted on 
the need for parents to be more active and engage with policy makers, teachers, and 
students. 

 
  There are a few challenges that hinder Malaysia in embracing digital disruption. 

The first challenge is the lack of use of 21st century teaching technology. Teachers must 
change their teaching methods to ensure the absorption of learning in their students. 
The second challenge is the lack of exposure to smart classrooms such as adopting digital 
tools in teaching, slow Internet connectivity, and limited budget. The last challenge is the 
disintegrated community in terms of commitment from parents and teachers.  

The speaker believes that industries like Telekom Malaysia (TM) can be an effective 
technology provider for students and parents by engaging them in more meaningful 
activities; for example, teachers are able to provide assignments to the students in which 
parents would also be able to view the progress. The figure above illustrates a smart 
classroom concept from TM’s perspective to inspire student outcomes.

He also highlighted that digital disruption would be inevitable for the future of 
national schools. The speaker concluded his presentation by emphasising that the 
national education system should be instilled with digital disruption for the betterment 
of the country’s future.

Smart	classroom	concept	in	TM	perspective	to	inspire	student	outcomes
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3.5	 Parallel	Session	–	DigiTech

3.5.1	 International	 Keynote	 Presentation	 1:	 New	 Zealand’s	 Integrated	 Data	
Infrastructure	–	Strategies,	Implementation,	Successes,	Challenges	and	Road	
Ahead

The speaker started his presentation by introducing two large integrated 
New Zealand (NZ) databases that contain de-identified longitudinal microdata. These 
databases facilitate the New Zealand government in the decision-making process and 
are categorised into two types of dataset, i.e. financial data or known as integrated data 
infrastructure (IDI); and social data known as longitudinal business database (LBD) that 
contains business data. These two datasets, IDI and LBD, are linked through employees’ 
tax data in the tax department. He postulated that the main challenge towards integrating 
these datasets occurs when people defined some of the information differently and 
without consistency (e.g. address field in the database).

Data is updated regularly according to the type of dataset. The IDI is updated 
quarterly while the LBD is updated on a rolling schedule annually. Important aspects of 
these datasets are as follows:

i. Integrated – data about people/businesses are linked across a number of different 
sources. Allows a whole-system view, no silo data.

ii. Longitudinal – can follow people/businesses over time, see the impact of events, 
and see what factors are associated with certain outcomes.

iii. De-identified – obvious identifiers (name, address, business name, IRD number etc.) 
are removed or replaced before the data is made available to researchers. Not about 
locating/researching individual people/businesses; it is about understanding groups 
of people/businesses with certain characteristics.

The speaker stated that the authority department are also involved to secure 
the data supplied to the Integrated Data team from government agencies and non-
governmental organisations (NGOs). This is to ensure that only authorised individuals 

Chris	Buxton
Chief Digital Officer

Statistics New Zealand

The government has to protect the confidentiality 
of the citizen as one of their top priorities.
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can use the data. There are five safe frameworks where access is granted only when all 
conditions are met:

i. Safe people – Researchers pass referee checks and sign a declaration of secrecy 
under the Statistics Act 1975. Researchers who break protocols can be banned, 
blacklisted, or prosecuted. They have to go through a checking process (background 
checking and police checking) to ensure that only safe and certified individuals can 
use the rich and valuable data. 

ii. Safe projects – Project must have a statistical purpose and be of public interest. 
Research is restricted to the analysis of groups, not individuals. All research 
proposals are signed off by a Government Statistician or their representative.

iii. Safe settings – It is a part of physical environment control whereby the users of the 
data have to use the allocated laboratory equipment only. Security arrangements 
prevent unauthorised access to the data. Data can only be accessed through a 
secure Data Lab environment and computers not connected to a network. Only 
staff from Statistics New Zealand can release data to researchers.

iv. Safe data – The most important and costly procedure that involves the processes 
of cleaning, validating, and standardising of data. The data are de-identified by 
removing identifying information, such as names and addresses of people/
businesses. The data are also encrypted by identifying numbers and linked by 
using Quality Stage software into two types of linking (i.e. deterministic linking and 
probabilistic linking). All these processes have to be performed before the data can 
get in the Data Lab. 

v. Safe output – Researchers need to ensure that all outputs are confidential before 
they can be released from the Data Lab. Staff from Statistics New Zealand will verify 
that individual people/businesses cannot be identified.

There are two distinct characters among the public of New Zealand. Most of 
them give their trust and full support to the government, whilst some are against the 
government. Therefore, the government has to protect the confidentiality of the citizens 
as one of their top priorities to get rid of the negative perspective from the opponents.

The speaker informed that IDI and LBD are being used by researchers from central 
and local government, tertiary institutions, and NGOs. For example, a research conducted 
by the Treasury Department on social indicators that may lead to poor outcomes in the 
later life of a child. Based on the study results, Health and Education Welfare had started 
the social prevention in targeted areas. 

Meanwhile, Industry Farming and Agriculture used employment data to study 
growth employment requirement strategy. They found a shortfall of 30,000 to 40,000 
of employment in the farming industry. As a result, more people have to be trained in 
farming and agriculture to overcome the shortfall of the employment in this industry.
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Finally, the speaker concluded that data integration helps to improve the 
citizens’ welfare. Therefore, the government sector needs to be financially supportive 
to encourage more projects and collaborations in the future. Traditional repository data 
warehouse needs to be rebuilt into a more friendly data ecosystem to fully utilise the 
integrated data.

3.5.2 Technology	Case	Study:	Digital	Government	Development	Strategy	–	Cornerstone	
Building	Blocks

There are four ways to transform datasets. In traditional IT, it can be done 
via proprietary software focus and closed standards. In modern Software Define Data 
Centre (SDDC) – Software Define Everything (SDX), it can be carried out via big data- 
IOT-streaming- CEP- AI analytics. In modern IT “Open Source” focus, it can be done via 
micro services, containers, secure code, cloud, and agile software. In Blockchain, it can be 
executed via Hyperledger and distributed applications. The speaker explained that some 
of the Blockchain technologies use Hyperledger with distributed applications. Blockchain 
is beneficial because it can automate government services to reduce the use of paper 
and work efforts and also to minimise corruption. 

A framework of Digital City architecture must be stable and contain application 
platforms, IoT platform, data platform, and core digital city (DiCi) infrastructures. 
Meanwhile, an open data community architecture should consist of an ecosystem, 
platform, data architecture, and analytics. Analytics maturity means leading business 
values in descriptive analytics, diagnostics, predictive analytics, and prescriptive analytics.

Finally, the speaker concluded that IT people in the IT department need to re-
evaluate whether they are in the right path or not. Additionally, the Malaysian government 
has to evaluate and ensure a proper execution plan is in place before adopting the smart 
city technology.

John	Lockhart
Digital Cities Projects Director 
Asia Pacific South, Dell EMC

Blockchain can help in the automation of 
government services such in reducing the used 

of paper and work efforts that required physical 
people transaction and also can minimisze 

corruption
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3.5.3	 International	 Keynote	 Presentation:	 The	 Digitisation	 of	 the	 Australian	
Broadcasting	Corporation

The speaker presented the digital journey of Australian Broadcasting Corporation 
(ABC) on moving from analogue to digital technology. The digital journey took about 20 
years. There are still some analogue systems in place but are slowly moving towards the 
second or third generation of the digital system. Previously, contents are placed in record 
or tape players, but nowadays, everything is connected to the Internet. Therefore, high-
quality contents can be shared seamlessly anywhere anytime. 

The speaker shared that ABC started its broadcasting station in 1932 as a radio 
studio. In 1956, they added television broadcasts, which are now replaced with digital 
television stations. Currently, ABC has four television channels and 56 radio stations in 
56 different sites. Television and radio broadcasts are also available via ABC Listen apps 
or ABC iview. Moreover, ABC is available on podcast, an episodic series of digital audio 
or video files where users can either directly listen to or download the files. Podcasts 
are great for catching up to favourite slots when one misses the allocated time slot on 
radio or television. There are no advertisements on ABC. ABC concentrates on retaining 
valuable contents that people want to watch, listen, and talk about. 

One of the challenges faced by ABC is to train their staff to work with digital 
equipment. They also have to adapt with the digital workflow where it requires good 
understanding on technology. It is crucial for the staff to have digital skills and good 
understanding on how to maximise the content in creative and exciting ways, and capture 
and turn it into podcasts as a means to keep in touch with the audience.

The audience continuously changes the way they consume their contents, thus 
ABC is broadcasted wherever the audience is. They broadcast not only AM and FM radio 
and television, but also on Facebook, Instagram, and Twitter. They continuously look at 
the ever-changing trends and demands of the people. One of the opportunities in digital 
broadcasting is optimising cloud services to increase their storage and equipment.

Mark	Bowry
Radio and Regional Business Lead

ABC Technology
Australian Broadcasting Corporation

We need to recognise our competition and should 
operate in an agile environment where we need to 

adapt to the changing landscape.
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The speaker concluded that in the future, ABC needs to recognise their 
competition and should operate in an agile environment where they need to adapt to 
the changing media landscape.

3.5.4	 Technology	Case	Study:	Empowering	Government	Transformation

The speaker started by saying that all careers are guided by technology. 
Blockchain, Internet of Things (IoT), and machine learning are examples of technology 
that can be used to drive better service. However, technology needs to be properly 
managed to ensure that it will empower government transformation. This includes 
having effective policies to address the challenges brought by the implementation of 
technology. Implementing Blockchain, artificial intelligence, IoT, and machine learning 
are indispensable, but security control should be in place. 

The government needs to keep abreast with recent technology trends to 
provide better service. Data sharing also requires a policy that ensures data is secure at 
all circumstances. Ensuring data security is critical to maintain the users’ trust when using 
government services. People are looking for transparent and citizen-centric services that 
provide accurate information at the right time. Furthermore, it is important to ensure 
that adopting a certain technology will improve the government services’ efficiency and 
effectiveness. For example, the use of technology to accelerate the identification process 
of individuals involved in crime and violence. 

 There are many benefits of having a cloud-first policy. This policy will completely 
change the way people conduct business. It also seems logical that a ‘cloud-first’ policy 
will become the norm. This means that whenever the government deploys new services, 
or updates existing services, it will probably consider transferring them to the cloud for 
the betterment of the IT environment.  

In conclusion, there is a need to determine which technology can guide the 
transformation of the government over the next ten years. The key point is not about 
what the technology can do, but what people can do with the technology. Giving the

Troy	Latter
Defence and National Security Innovation Advisor 

Oracle JAPAC, Australia

The key point is it’s not about what the 
technology can do, but what you can do 

with it.
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right information at the right time represents good government services. The speaker also 
encouraged government services to use cloud services for the betterment and efficiency 
of the IT environment.

3.5.5	 Keynote	 Presentation	 International:	 The	 Rise	 of	 Artificial	 Intelligence	 -	What	
does	the	Future	Look	Like	and	What	are	We	Seeing	Now

Artificial intelligence (AI) started in the Second World War where Alan 
Turing infiltrated the German military network. Alan Turing is the father of computer 
modernisation and the first man to rationalise that machines will have human-like 
thinking capabilities in the future. 

Currently, there is AlphaGo (AGZ), whereby a one-human Go game player can 
defeat the regular AlphaGo by a whopping 100 games to 0, signifying a major advance 
in the field. Incredibly, it took AGZ just three days to train itself from scratch and acquire 
literally thousands of years of human Go knowledge simply by playing itself.

The speaker presented AI capabilities that will improve human life. The first 
capability is communicating like humans. Now, AI not only understands the natural 
language but also emotionally recognises and expresses emotions either facial, vocal 
or textual and possesses empathy. This is a combination of natural language processing 
(NLP) and deep learning as well as a model of human emotions. This ability is used to 
replace humans as customer service officers. The world’s leading airlines use AI as their 
customer service officers. AI has provided more services than humans because AI does 
not show feelings of being unhappy with something or worried about something. AI, 
which is transformed through the form of Robot Process Automation (RPA), also attempts 
to carry out repeated and trivial processes; it simulates humans by imitating similar 
processes done by humans. Furthermore, AI can reduce mistakes that are likely due to 
human errors.  

The second capability of AI is pattern recognition such as the face recognition 
feature in iPhone X. This ability simulates the complex human brain model where the 

Dr	Andy	Chun
Associate Professor and Former Chief Information Officer

City University of Hong Kong

It’s a thousand times better to have 
common sense without education than to 

have education without common sense
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functions of the neurons in the human brain are adapted to allow face recognition to 
function. The most recent innovation for face recognition uses deep learning. With recent 
advancements in deep learning, the accuracy of face recognition has improved.

The third capability of AI is possessing deep knowledge such as IBM Watson. IBM 
Watson is an application to identify one’s illness based on the symptoms given. It is also 
able to set an appointment with the appropriate doctor. IBM Watson recommends the 
same treatment as doctors in 99% of cancer cases. This application has been used in the 
UK for several years. The application is currently in the progress of being translated to 
Bahasa Malaysia and will be implemented in Malaysia in the year 2019. 

Other AI capabilities are prediction and prevention using data analytics. Data 
analytics helps make personalised predictions of the citizens’ needs for the government. 
The predictions are personalised in the sense that they are made by taking into account 
the citizen’s age, gender, and other personal information. Predictive analytics help utilities 
to provide better energy management services by utilising data, statistical algorithms, 
and machine learning techniques to identify the likelihood of future outcomes based on 
historical data. 

The speaker stated that the growth of artificial technology will cause 75 million of 
jobs lost while creating 133 million new jobs. The challenges for AI systems are to build 
trust. Naturally, it is difficult for humans to fully trust AI. However with recent technology, 
AI has proven to have similar capabilities as humans. Although we should learn to be 
more accepting towards the advancement of AI, we should also bear in mind that AI 
is just like any other machine that needs to be maintained and managed. The speaker 
concluded that, “it’s a thousand times better to have common sense without education 
than to have education without common sense”.
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3.5.6	 Technology	 Case	 Study:	 The	 Changing	 Face	 of	 Communication-	 How	 Cloud	
Changes	Unified	Communications

The speaker introduced Logitech’s video collaboration that uses Swiss technology. 
Logitech’s video collaboration started five years ago and is constantly growing each year. 
The trend of using video conferences for meetings has increased from 100,000 usages in 
2015 to 470,000 usages predicted in the year 2020. Logitech started with webcams and 
has produced more than 100 million webcams in the past 20 years. Conference room 
cameras started five years ago, which were built using webcams, microphones, and 
speakers. Logitech also worked with video collaboration partners like Microsoft, Zoom, 
Google Hangouts, and Blue Jeans. Logitech devices are easy to use (plug-and-play) and 
can be utilised in open space. 

According to Frost and Sullivan, users are demanding video experience. In 
the next generation, millennials will be the main workforce. In five years, the United 
States will have 75% millennials in their country and Malaysia is estimated to have 50% 
millennials from the overall population. The usage of video collaboration will be doubled 
to accommodate applications such as WhatsApp, Snap Chat, and Telegram and more 
collaboration tools are expected to emerge. 

Nowadays, 35% of workers are accessing their office network remotely as more 
people are working from home. In such situations, workers will do more video calls to 
connect with colleagues. Traditional video conference was expensive, the setup was 
difficult to install, had slow response, and limited number of participants. Moreover, it 
needed a dedicated conference room, high maintenance cost, and technical specialists 
to maintain it. With the current technology, video conference setups are easy (plug-and-
play), cheaper, and easier to manage. Video conference can be used to set up instant 
meetings at any venue. In other countries, video conferences are also used in telecourt, 
telehealth, and tele-education. 

The speaker concluded that video conferencing is the way forward as it saves 
time and cost. Future video conferencing may also integrate AI technologies.

Bryan	Lee
Video Collaboration Business Lead and Category Manager (ASEAN)

Logitech Video Collaboration, Singapore

Having the video conference system in the 
company will be very useful during disasters 

such as flood and heavy traffic jam.
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3.5.7	 Keynote	 Presentation	 1:	 The	 Fourth	 Industrial	 Revolution	 –	 Challenges	 and	
Opportunities

The speaker shared that MIMOS plays an important and strategic role in helping 
the local industry to grow and participate in the upcoming 4th Industrial Revolution (IR4). 
MIMOS is Malaysia’s National Applied Research and Development Centre, one of the 
strategic agencies under the Ministry of International Trade and Industry (MITI). Being 
a national R&D centre, MIMOS hosts five national technology facilities to support the 
industry in undertaking big data analytics, IoT technology accelerator lab, nanofabrication 
and smart manufacturing, industrial design and user experience as well as hardware 
prototyping and testing services. It is now supported by 800 engineers, scientists, and 
researchers.

These facilities are built due to MIMOS’s involvement in twelve (12) high potential 
technologies or thrust areas, namely accelerative technology, advanced computing, 
applied mathematics, artificial intelligence (AI), cognitive analytics, information 
security, intelligent informatics, microelectronics, nano-electronics, photonics, user 
experience, and wireless innovation. Through its technology, MIMOS offers its services 
and experiences in helping the industry to accelerate development process, empower 
towards new market creation, provide innovative solutions to enhance productivity, and 
improve capacities as well as to support ecosystem facilities in order to contribute and 
support the objective of national economic growth and social well-being.

There are four (4) megatrends identified to drive the future of today’s market: 
demographic shift, individual empowerment, food, energy, and water nexus as well 
as diffusion of power as depicted below. These megatrends are the significant and 
fundamental elements that have profound impact on human needs in different spectrums. 
The trends provide lenses to project a shift in the way people think and consequently act, 
which in turn will chart the way forward for the ICT industry.

Siew	Wai	Yoong
Senior Manager, National Strategic Initiative

MIMOS Berhad

The future ecosystem of innovation can be 
developed through the network of excellence, 
including network experts, infrastructure and 
collaboration with various stakeholders in the 

ecosystem to deliver their services in the market 
environment.
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Megatrends’	implications	towards	human	needs	and	advancement

The speaker highlighted that IoT technology is resultant from market and technology 
megatrends. According to Professor Klaus Schwab, Founder and Executive Chairman of 
the World Economic Forum, the 4th Industrial Revolution is characterised by a range of 
new technologies that are fusing the physical, digital, and biological worlds, impacting all 
disciplines, economies, and industries, and even challenging ideas about what it means 
to be human. 

The speaker further explained how IoT then comes to address the needs of IR4. 
Basically, IoT refers to connected devices via the Internet, seamlessly transmitting and 
sharing data. It is an intelligent interactivity between human and things to exchange 
information and knowledge for new value creation. Furthermore, IoT is a complete 
solution encompassing three main technology components, namely connected things 
embedded with smart devices, connectivity and infrastructure, and most importantly, 
analytics and applications.  

The speaker pointed out that the challenges in adopting IoT technologies should 
be addressed in the area of business impact as well as innovative opportunities. It is 
emphasised that the future ecosystem of innovation can be developed through a network 
of excellence, including network experts, infrastructure, and collaboration with various 
stakeholders in the ecosystem to deliver their services in the market environment.    

In the context of IoT supporting digital transformation, MIMOS also offers technology 
solutions to help the industry transform from resource-intensive to knowledge-based, 
and to manage their information from using static to dynamic method. The four quadrants 
depicted in the figure below are basically to guide the industry to embrace IR4.  
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Currently, MIMOS’s R&D focuses on nine technologies that are aligned to the 
IR4’s components, namely AI, IoT, Blockchain, Big Data, Cloud Computing, Additive 
Manufacturing, Augmented Reality, Cyber security, and Simulation. These technologies 
give impact to various areas of life, including smart city development. She added that 
MIMOS participated in helping clients to build the needs of smart city development that 
focused on strengthening infrastructures to support future growth. The essential elements 
of development for a smart city consist of smart building, smart energy, smart healthcare, 
smart mobility, smart technology, smart infrastructure, and smart governance.

She ended the presentation with three key takeaways:

i. Collaboration - sandbox strategy to raise collective technology IQ
ii. Size does matter - incremental approach to gain experience and understand 

digital impact on the current lines of business
iii. Value creation - balancing act between internal and external. Making them 

mutually reinforcing

Innovation frameworks
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3.5.8 Technology Case Study 4: The Advent of Autonomous Networks: Are You Ready 
to Give up Control?

 

Extreme Networks is a networking company using US technology. All new 
technologies like cyber security, IoT, cloud technology, digital transformation, and 
pervasive wireless can create complex problems and different challenges for the user. It 
also involves a huge amount of data and requires instant responses; making it very difficult 
for humans to analyse, react or respond to the data. Hence, the need for autonomous 
networks.

The path of autonomous networks started from automated networks; to 
adaptive or IB networks; and to autonomous networks. The automated networks are the 
automated provisioning of a network, monitoring of statistics, and manual correlation 
of information to optimise the network. This network is an open-loop optimisation. 
The adaptive networks take customers’ intent and translate them into network policy, 
pervasive visibility (collecting and analysing information), and correlated information and 
make changes to the network (within the context of policies). The autonomous network 
is the last path where it intelligently gathers data, detects patterns, predicts events, and 
produces decisions to remediate. The adaptive and autonomous networks are closed-
loop optimizations. The speaker also shared six attributes in autonomous network:

i. Policy-driven automation: Policy is the key to autonomous network. Policy is 
necessary for a network to recognise the device, the resources needed, what it 
should and should not be doing. This policy should be monitored and maintained 
continuously. 

ii. Real-time visibility: Pervasive visibility for real-time enables processing the 
management of physical devices in the network, such as switches, Wi-Fi, access 
points, and routers, to look at what is happening in the network, how well the 
devices are working, and what they are doing. Analytic engines will analyse the 
data and come out with the solutions and actions.

iii. Machine learning/artificial intelligence: Autonomous network is about improving 
the ability to react, to deal with huge devices and huge amounts of data that are 
too much for humans to deal with. Hence, machine learning (ML) or artificial 
intelligence (AI) is used to analyse the data and produce decisions for them. 

Andrew Kernebone 
Regional SE Director, Extreme Networks

Australia

Autonomous Network is about improving the 
ability to react, to deal with the huge devices 

and the huge amount of data. Hence, ML/
AI is used to analyse and make decisions and 

actions.
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iii.	 Machine	learning/artificial	 intelligence:	Autonomous	network	is	about	 improving	
the	ability	to	react,	to	deal	with	huge	devices	and	huge	amounts	of	data	that	are	
too	 much	 for	 humans	 to	 deal	 with.	 Hence,	 machine	 learning	 (ML)	 or	 artificial	
intelligence	(AI)	is	used	to	analyse	the	data	and	produce	decisions	for	them.	

iv.	 Intelligent	 remediation:	 Remediation	 is	 an	 application	 in	 ML/AI	 technology	 to	
keep	 the	networks	 in	perfect	and	pristine	condition	at	all	times.	The	building	of	
all	the	other	attributes	for	autonomous	networking	is	useless	if	there	is	no	proper	
remediation	system.	

v.	 Eco-system	synergy:	Each	vendor	has	their	own	specialty.	Eco-system	integration	
can	 be	 built	with	 the	 best	 solutions	 from	multiple	 vendors	 and	 technologies	 to	
solve	business	problems.	Extreme	Networks	 is	working	with	multiple	vendors	 to	
develop	AI-based	automation	in	the	future.

vi.	 Security:	Architecture	of	the	autonomous	network	must	be	in	a	secure	environment,	
which	includes	these	aspects:	(a)	hyper-segmented,	(b)	elastic,	and	(c)	stealth.	It	is	
crucial	 for	the	network	to	be	 isolated	and	have	devices	that	operate	at	different	
domains	to	avoid	threats.	

The	speaker	shared	examples	of	autonomous	networks	to	threat	mitigation,	and	
autonomous	 networks	 application	 in	 healthcare	 and	 manufacturing	 environments	 as	
depicted	below.

Flow of autonomous networks to threat mitigation Autonomous networks in healthcare and manufacturing 
environments
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The	speaker	ended	the	session	by	sharing	the	solutions	in	securing	IoT	devices.	Extreme	Defender	
offers	a	solution	in	delivering	security	for	endpoints	that	have	limited	or	no	embedded	security	
capabilities.	It	is	exclusively	targeted	to	aging	wired	devices,	such	as	medical	devices,	that	need	to	
roam	around	the	room,	a	building	or	even	a	campus.	The	Defender’s	ability	includes	the	following:

i.	 automated	and	secure	on	boarding	of	IoT	devices	with	Defender
ii.	 isolates	groups	of	IoT	devices	into	secure	zones	or	clinical	segments
iii.	 continuous	profiling	by	Defender	application
iv.	 policy	updates	automatically	pushed	to	Defender

3.5.9 Technology Case Study 5: Avoid a Business Continuity Planning at Your Own 
Risk

True	business	continuity	planning	is	a	way	to	continue	business	operations	aside	
from	the	normal	systems,	processes,	and	procedures.		If	there	is	no	business	continuity,	it	
will	impact	the	agency’s	reputation	and	performance.		In	Malaysia,	the	disaster	recovery	
technology	is	matured	and	the	plans	are	normally	tested	twice	a	year.		But,	communication	
management	is	still	 lacking	from	inside	and	outside,	including	managing	the	processes	
and	people	involved	in	the	disaster	recovery	process.

It	is	mandatory	to	ensure	that	the	data	in	the	system	is	properly	backed	up	and	
protected.	It	will	be	easier	for	the	employees	to	update	the	database	with	their	manual	
work	when	the	system	is	backed	up	and	running.		Once	this	procedure	is	in	place,	it	has	
to	be	regularly	practised.

Given	its	importance,	crisis	communication	must	be	part	of	an	effective	business	
continuity	 plan	 and	 should	 not	 become	 an	 improvised	 afterthought.	 	 Every	 business	
should	have	a	crisis	communication	plan	to	ensure	that	accurate	information	is	provided	
before,	during,	and	after	a	disruption,	and	hence	minimising	problems	caused	by	untimely	
or	misleading	communications.		

Kavitha Muthy
Security	Architect	of	Governance
Risk	Management	and	Compliance

Prestariang	Systems	Sdn.	Bhd,	Malaysia

True business continuity planning is a 
way to continue business operations 

aside from the normal systems, 
processes, and procedures.
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The	speaker	ended	the	session	by	sharing	examples	of	business	continuity	failures:

i. Failing	to	understand	organisation
ii. Not	a	methodology	but	a	programme:	continuation	programme	from	people,	

process	and	technology
iii. Unrealistic	recovery	time	objective:	business	impact	analysis
iv.	 Failing	to	create	a	business	continuity	culture	

3.6 Parallel Session – SecureTech

3.6.1 International Keynote Presentation: Need for a Paradigm Shift in Cyber security

The	 speaker	 began	 his	 presentation	 by	 encouraging	 the	 audience	 to	 change	
the	way	of	designing	solutions	towards	cyber	security.	There	are	a	lot	of	software	and	
systems	in	the	market,	but	human	is	the	key	to	design	the	solutions.

Technology	should	be	humanly	designed	because	humans	are	cyber	security’s	
weakest	link.		This	is	supported	by	a	research	carried	out	on	the	use	of	the	iPhone	phone-
lock	mechanism.	 	 Even	 though	 iPhone	has	 introduced	 the	Touch	 ID	 authentication	 to	
unlock	the	phone,	 the	study	showed	that	most	users	are	still	using	a	 four-digit	PIN	or	
Passcode	to	unlock	their	phone.		

In	general,	programmers	and	developers	are	not	security	experts,	but	they	are	
responsible	for	building	and	implementing	applications	or	systems.	The	speaker	shared	
another	study	whereby	ten	programmers	were	assigned	to	develop	a	secure	password	
storage	solution.		The	study	found	that	approximately	15	usability	issues	done	by	each	
programmer	that	could	lead	to	a	massive	security	failure.	This	showed	that	programmers	
or	 developers	 should	 be	 provided	 with	 sufficient	 security	 resources	 to	 build	 secure	
applications	or	systems.		

Another	 important	point	 raised	by	 the	 speaker	was	 that	privacy	and	 security	
should	not	be	traded	for	convenience.		He	pointed	out	that	social	media	platforms,	such	
as	 Facebook,	 Safe	 Drive,	 Twitter,	 WhatsApp	 and	 Viber,	 unnoticeably	 disclose	 private	

Dr Nalin Asanka Gamagedara Arachchilage
Lecturer	-	Cyber	Security

University	of	New	South	Wales

Technology should be designed humanly 
because humans are the cyber security’s 

weakest link. 
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information	 of	 account	 holders.	 	 Users	 often	 tend	 to	 accept	 the	 terms	 without	 fully	
understanding	the	privacy	policy.		He	also	shared	a	study	whereby	36	programmers	failed	
to	translate	the	privacy	policy	into	the	applications	or	systems.		

The	 speaker	 closed	 the	 session	 by	 highlighting	 future	 works	 that	 could	 be	
done	 to	 implement	 privacy	measures	 in	 applications	 or	 systems.	 	 One	 of	 them	 is	 by	
using	mathematical	models	to	measure	the	extent	of	private	data	being	exposed	by	an	
application	or	a	system.

3.6.2     Technology Case Study: Threat Management and Defence: Our answer to Cyber 
security Risk Mitigation in an era of Complex Threats

 

 
														In	the	past,	cyber-attack	was	used	as	a	weapon	which	was	not	easy	to	be	detected.	
Without	a	proper	methodology,	research	and	cooperation	with	other	agencies,	such	as	
the	law	enforcers,	catching	the	criminal	was	a	challenging	task.	Cyber	espionage	is	an	art	
and	has	become	more	powerful	than	the	conventional	weapon	because	it	is	difficult	to	
find	evidence	if	everything	goes	through	the	wire	

Digital	transformation	is	driving	security	demands.	Customers	or	end	users	tend	
to	rush	to	embrace	new	technologies	before	they	are	adequately	proven,	especially	in	
terms	of	security.	Therefore,	a	new	technology	can	easily	be	a	new	toy	for	cybercriminals	
who	are	quick	to	adopt	the	technology.	

Advanced	threat	requires	new	technologies	to	curb	and	mitigate.		Only	1%	of	the	
targeted	and	unique	threats	are	cyber	espionage	that	involve	machine	learning,	threat	
intelligence	 and	 advanced	 sandboxing.	 	 Based	 on	 this	 discovery,	 advanced	 persistent	
threat	 (APT)	 is	 very	 difficult	 to	 trace	 because	 it	 involves	 a	 complex	 combination	 of	
technology,	techniques,	strategy	and	false	flags	during	its	launch.

In	this	regard,	machine	learning	could	be	helpful,	whereas	sandboxing	is	the	next-
generation	option.		However,	the	result	will	not	be	accurate	without	human	involvement.	
Advanced	 threat	 protection	 is	 a	 continuous	 process.	 So	 far,	 a	 proper	 framework	 to	
perform	an	analysis	on	how	data	is	gathered,	consolidated	and	correlated	has	not	been	

Stefanus Natahusada
Presales	Manager	–	SEA

We are dealing with human behind the 
machine and not by logic. If we want to 

conquer the enemy we need to know how the 
enemy behaved and the agenda, as well as the 

motive behind it.
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established.	Therefore,	an	organisation	should	aim	to	bring	back	business	continuity	to	
ensure	cyber	threat	risks	are	properly	understood	and	mitigated.

The	speaker	concluded	by	sharing	his	beliefs	that	even	without	technology,	cyber	
security	services	can	still	be	done	by	humans.		However,	technology	helps	to	automate	
and	speed	up	the	process.

3.6.3      International Keynote Presentation: Future cyber security threats and challenges: 
Are you ready for what’s coming?
 

Shariffah Rashidah Binti Syed Othman

The	National	Cyber	Security	Agency	(NACSA)	that	used	to	be	a	division	under	the	
National	Security	Council	(MKN)	has	now	transformed	to	be	an	individual	organisation	
since	early	2018.	Now	NACSA	 is	 the	 lead	agency	 for	cyber	security,	with	objectives	of	
securing	and	strengthening	Malaysia’	resilience	in	facing	cyber	threats	by	coordinating	
and	consolidating	the	nation’s	best	experts	and	resources	in	cyber	security.	The	agency	
has	five	(5)	focuses:		

i. critical	national	information	infrastructure	protection
ii. Coordination	strategy	in	managing	cybercrime

iii. Cyber	security	technology
iv.	 Capability	building
v.	 Education	and	awareness	

NACSA	has	consolidated	and	listed	seven	(7)	cyber	threats	which	will	impact	on	
national	security,	sovereignty,	economy,	government	function,	national	 image,	public	
safety,	and	privacy.	These	include:

i. Cyber-attack	on	infrastructures	that	are	vital	systems	for	the	country
ii. Breach	of	sensitive	information	of	public	and	private	agencies

iii. Cybercrime
iv.	 Technology	 vulnerabilities	 (dependencies)	when	we	 rely	 so	much	 on	 outside	

technology	and	do	not	produce	our	own	technology

Shariffah Rashidah Binti Syed Othman
Director	Cyber	Security	Policy	and
International	Cooperation	Division
National	Cyber	Security	Agency

“Industry 4.0, IoT, artificial intelligence, 
smart cities, digital economy, and big data 

are all dependent on ICT. ICT should provide 
great trust to ensure we can get a secure 

environment with all the built-in properties of 
integrity, confidentiality, and availability.”
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v.	 Hacktivism	(motivation	and	activities	that	could	cripple)
vi.	 Harmful	Internet	content	and
vii.	 Terrorist

12 potential economical disruptive technologies

A	 report	 by	 McKinsey	 Global	 Institute	 Analysis	 named	 12	 potential	 economic	
disruptive	technologies.	These	technologies	are	predicted	to	bring	at	 least	$14	million	
to	 $33	 trillion	 a	 year	 in	 the	 year	 2025.	 	 Industry	 4.0,	 IoT,	 artificial	 intelligence,	 smart	
cities,	digital	economy,	and	big	data	are	all	dependent	on	ICT	which	should	provide	great	
trust	to	ensure	that	we	can	get	a	secure	environment	with	all	the	built-in	properties	of	
integrity,	confidentiality,	and	availability.	

Technology	 moves	 faster	 than	 the	 law,	 regulations	 and	 standards.	 Although	
technology	 has	 vulnerabilities,	 some	 countries	 have	 made	 their	 national	 agenda	 in	
blockchains	and	reap	benefits	from	it.		The	11th Malaysia Plan Mid Term Review	has	made	
cyber	security	as	the	national	level	strategy	by	strengthening	cyber	security	protection.	
International	standards	were	discussed	to	produce	proper	guidelines	or	minimum	level	of	
security	before	embarking	to	implement	a	new	technology.		However,	each	organisation	
must	be	responsible	for	keeping	up-to-date	with	current	technology.

In	 the	private-public	partnership,	our	government	 recognised	multi-stakeholders	
towards	governing	the	Internet.	There	are	so	many	categories	of	Internet	users	such	as	
the	public,	government,	militaries,	other	nation-states	and	organisations.	The	National	
Cyber	 Security	 Policy	 has	 introduced	 10	
critical	 sectors	 that	 comprise	 all	 parties	
involved,	 such	 as	 banking	 and	 finance,	
energy,	 transportation,	 defence	 and	
security,	government	services,	emergency	
services,	water	services,	information	and	
communication,	health	services	and	food	
and	agriculture,	as	shown	below.	

Malaysia National Cyber Security
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The	Malaysian	Government	mitigates	the	national	cyber	crisis	at	national	level	by	
engaging	private	sectors,	regulators,	and	the	ministries	to	develop	with	the	National	Cyber	
Crisis	Management	Plan.	The	National	Cyber	Crisis	Drill	 is	conducted	so	that	everyone	
knows	whom	to	contact	when	there	are	attacks	on	critical	 infrastructures	and	how	to	
mitigate	it.	NACSA	has	National	Cyber	Coordination	and	Command	Centre	(NC4)	which	
correlates	 logs	 from	Cyber	Operating	 Centres	 (COC)	 from	 the	 government,	Malaysian	
Communication	 and	Multimedia	 Commission	 (MCMC),	 ISPs	 and	MyCERT	 for	 handling	
incidents	through	central	coordination	and	command.			

The	speaker	ended	the	session	by	sharing	the	Malaysia	Cyber	Security	Strategy	
(2019	–	2023)	developed	by	NACSA	that	consolidates	inputs	from	different	parties	and	
is	expected	to	be	released	to	the	public	by	Q1	2019.	There	are	five	(5)	strategic	thrusts,	
which	are:

i. Effective	governance	and	management
ii. Empowering	legislation	and	enforcement

iii. Catalysing	world	class	innovative,	technology,	R&D	and	industry
iv.	 Developing	capacity	and	capability	building,	awareness	and	education
v.	 Strengthening	global	collaboration	

3.6.4  Technology Case Study: Understanding Cyber Threats - The Path to Cyber 
Resilience

 

The	 speaker	 started	 his	 presentation	 by	 enlightening	 the	 audience	 with	 the	
chronology	and	evolution	of	cyber	 threats,	beginning	 from	the	discovery	of	computer	
viruses	way	back	in	the	1990s	up	to	the	numerous	present	newly	detected	threats.	The	
evolution	does	not	only	consist	of	threat	types	detected	over	the	recent	decades,	such	
as	the	 infamous	Trojan,	spam,	root	kits,	ransomware	and	file-less	malware,	but	 it	also	
includes	 the	 defensive	 measures	 that	 were	 taken	 by	 organisations	 to	 counter	 them.	
All	defence	measures,	which	are	in	the	form	of	anti-threat	technologies,	were	created	
in	response	to	the	variances	and	new	types	of	threat	that	were	surfacing	 in	the	cyber	
space	throughout	the	years.	He	later	added	that	there	is	an	increase	in	the	creation	of	

Mandar Bale
Solutions	Architect
FireEye,	Asia	Pacific

It is important for organisations to 
understand the motivation behind these 
cyber threats in order to attain a better 

level of detection and enable quick 
responses.
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behaviour-based	security	technologies	to	combat	such	alarming	number	of	threats,	given	
that	the	means	of	using	traditional	technologies	could	no	longer	follow	suit.

The	speaker	later	emphasised	the	importance	for	organisations	to	understand	the	
motivation	for	cyber	threats	to	attain	a	better	detection	level	and	be	able	to	make	quick	
responses.	He	listed	five	different	motivations	for	cyber	threats	to	occur	and	examples	of	
threats	pertaining	to	each	of	them.

i. Motivation 1: Nuisance 
The	objective	of	this	particular	motivation	is	to	illegally	acquire	access	to	any	devices	
or	systems	by	means	of	propagation.	These	assets	will	be	infected	through	the	use	
of	botnets,	malwares	and	spams.

ii. Motivation 2: Hacktivism  
The	 goal	 for	 such	 motivation	 is	 to	 send	 a	 message	 of	 resentment	 to	 a	 specific	
organisation	or	entity.	This	threat	is	usually	done	through	web	defacement.

iii. Motivation 3: Financial Crime 
The	basic	aim	for	such	threat	is	to	gain	monetary	profits.	It	 is	conducted	through	
methods,	such	as	phishing,	credit	card	theft	and	the	ever	so	threatening	ransomware.	

iv. Motivation 4: Espionage 
The	reason	behind	such	threat	is	to	obtain	economic	or	political	advantages	over	
other	organisations	or	countries.	Methods	such	as	advanced	persistent	threat	(APT)	
will	be	used	by	hackers	to	gain	unauthorised	access	to	a	network	while	remaining	
undetected.	

v. Motivation 5: Warfare 
The	 main	 intention	 is	 to	 disrupt	 operations.	 It	 is	 performed	 by	 attacking	 and	
destroying	any	critical	infrastructures	that	belong	to	an	organisation	or	entity.

Cyber	threats	have	reached	epidemic	proportions.	The	speaker	believed	that	the	
growing	number	of	successful	attempts	continues	to	escalate	due	to	the	following	reasons.	
First,	 the	 combating	 threats	 in	 cyber	 space	 are	 asymmetric	 in	 nature.	 Organisations	
have	to	mount	a	 large	portion	of	resource,	time	and	money	to	safeguard	their	assets,	
whereas	a	lone	hacker	may	be	able	to	launch	a	single	successful	attack	by	using	simple	
devices	 like	 a	 laptop	 with	 basic	 Internet	 connections.	 Secondly, the	 existing	 security	
defences	remain	ineffective,	whereby	loopholes	are	still	present	to	be	exploited	by	the	
masses.	This	inefficiency	has	become	more	apparent	as	the	traditional	signature-based	
technologies	are	often	incapable	to	keep	up	with	the	latest	threats. Thirdly,	cybercrime	
tradecraft	has	drastically	 improved	over	 the	years.	Hackers	are	now	 leveraging	on	the	
latest	technologies,	such	as	automation	and	cloud	services,	to	aid	them	in	performing	
their	mischievous	acts.	 Lastly,	 risks	and	 repercussions	of	 committing	cyber-attacks	are	
still	considerably	 low	since	in	most	cases,	the	identified	hackers	reside	in	jurisdictions,	
whereby	the	existing	laws	are	not	catered	to	deal	with	such	crimes,	and	thus	allowing	
them	to	escape	prosecution.
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In	 his	 final	 takeaway,	 the	 speaker	 presented	 the	 Cyber	 Resilience	 Framework	
as	a	guide	for	organisations	to	use	and	minimise	the	consequences	of	cyber	breaches.	
The	components	inside	the	framework	are	categorised	into	six	different	stages,	starting	
from	assessment,	preparation,	prevention,	detection,	analysis	and	response.	By	closely	
following	 the	 given	 framework,	 he	 assured	 that	 any	 losses	 and	damages	 caused	by	 a	
breach	could	be	deemed	negligible.	

3.6.5   International Keynote Presentation: Harnessing the Potential of Blockchain 
Technology to boost Cyber security

 

The	speaker	briefly	described	the	role	of	his	organisation,	which	 is	to	conduct	
research	 in	 Thailand’s	 defence	 technologies.	 The	 organisation	 focuses	 on	 five	 major	
areas	 that	 range	 from	missile	 weaponry,	 unmanned	 aerial	 vehicle	 (UAV),	 simulation,	
armoured	lightweight	tank	to	cyber	security.	Among	the	five	areas,	his	responsibility	in	
the	organisation	is	to	establish	and	manage	the	cyber	security	research,	and	to	research	
on	new	technologies	that	are	applicable	for	implementation.	

Relating	to	the	topic	at	hand,	the	speaker	began	by	giving	a	quick	history	and	an	
overview	of	blockchain	technology.	One	of	the	earliest	recorded	literature	on	blockchain	
was	written	by	Stuart	Haber	and	W.	Scott	Stornetta	in	their	book	entitled	Secured Chain 
of Blocks	(1991).	Later	in	2008,	the	world	was	taken	over	by	a	storm	with	the	introduction	
of	bitcoin	currency	that	saw	the	rise	of	the	first	peer-to-peer	electronic	cash	system.	In	
the	eyes	of	the	mainstream	public,	this	digital	currency	has	been	heavily	associated	with	
the	blockchain	technology	and	some	may	even	say	that	 they	are	the	two	sides	of	 the	
same	coin.	Contrary	to	this	popular	belief,	blockchain	and	bitcoin	are	actually	dissimilar	
to	each	other,	although	the	latter	utilises	blockchain	technology	as	a	platform	to	operate.	

Blockchain	by	its	definition	is	a	decentralised	and	shared	ledger	that	comprises	a	
growing	list	of	records	and	is	highly	resilient	from	any	tampering.	It	is	also	highly	secured,	
private,	 confidential,	 easy	 to	 scale	 and	 can	 be	 audited.	 Blockchain	 can	 be	 public	 or	
private.	A	public	or	permission-less	blockchain	is	widely	used	in	the	bitcoin	and	ethereum	
platforms.	On	 the	other	hand,	a	private	blockchain	 is	 the	complete	 the	opposite.	 It	 is	

Asst. Prof. Suthee Chantrapunth
Deputy	Director

Defence	Technology	Institute
Thailand

Blockchain by its definition is a decentralised 
and shared ledger that comprises growing 
list of records and it is highly resilient from 
any tampering. It is highly secured, private, 

confidential, easy to scale and able to be audited. 
Blockchain can be public or private.
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generally	applied	within	the	domains	of	an	enterprise	and	business	by	using	hyper-ledger	
as	the	platform	of	choice.

The	structure	of	a	blockchain	consists	of	two	main	components:	the	header	and	
content.	The	header	contains	previous	block’s	hash	code,	a	time	stamp	and	the	block’s	
Merkle	hash.	Meanwhile,	 the	 content	 itself	 is	 a	 composition	of	 the	Merkle	hash	 tree	
and	messages	 that	 are	needed	 to	be	 stored	on	 the	block.	 The	blockchain	 technology	
leverages	on	a	smart	contract.	A	smart	contract	is	a	group	of	given	conditions	that	need	
to	be	satisfied	before	a	transaction	is	allowed	to	take	place.	The	blockchain	technology	
later	validates	the	transaction	by	acquiring	common	consensus	among	all	nodes	 in	 its	
network.	The	record	of	the	transaction	will	only	be	written	in	the	digital	ledger	after	a	
consensus	among	the	entire	affected	nodes	was	reached.

Blockchain	 technology	has	many	benefits.	To	 start	with,	 the	 speaker	highlighted	
that	 the	 application	 of	 such	 technology	 can	 greatly	 reduce	 the	 cost	 and	 complexity	
of	 business	 operations.	 Such	 reductions	 are	 made	 possible	 since	 the	 technology	
institutes	trust	in	record	keeping	through	an	automated	common	consensus	among	all	
participating	parties,	without	needing	an	intermediary	or	a	middle	man	to	validate	the	
transactions	 that	usually	 comes	with	additional	 charges.	Another	major	benefit	 is	 the	
security	it	imposes,	which	is	regarded	as	near	impossible	to	breach.	The	involvement	of	
all	participants	to	perform	validation	is	the	key	to	ensure	that	security	is	always	intact.	
When	a	party	is	compromised,	the	other	nodes	will	automatically	partake	to	rectify	and	
revert	 the	 infected	 node	 to	 its	 origin.	 Because	 of	 its	 heightened	 security,	 blockchain	
technology	is	able	to	protect	users’	identities,	elevate	data	integrity,	as	well	as	safeguard	
an	organisation’s	critical	infrastructures	from	cyber	threats.

The	speaker	concluded	that	by	sharing	several	examples	of	areas,	whereby	adapting	
the	blockchain	technology	has	proved	to	be	promising,	such	as	 in	 the	production	and	
manufacturing	 industries	 and	 enforcement	 bodies.	 They	will	 find	 the	 implementation	
of	blockchain	to	be	rather	valuable	in	improving	the	quality	of	their	products	or	services	
offered	to	the	masses.	
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3.6.6  Technology Case Study: Building a Resilient Security Architecture with Lower TCO

 
     

The	speaker	started	her	presentation	by	introducing	Gigamon,	a	networking	and	
converging	company	which	is	based	in	California	and	has	been	in	the	security	solution	
industry	for	the	last	14	years.	Gigamon	is	ranked	among	the	Fortune	100	list	of	companies	
and	has	been	working	with	various	government	agencies	around	the	world	throughout	
the	years.		

The	 speaker	 stated	 that	 network	 security	 is	 one	 of	 today’s	 most	 important	 IT	
functions.		Whenever	people	discuss	the	subject	of	security	solution,	they	will	also	tend	
to	raise	the	matter	of	 inline	or	out	of	band	security,	which	refers	to	solutions	that	are	
deployed	 in	 the	 flow	 of	 live	 network	 traffic.	 This	 solution	 is	 implemented	 to	 identify	
and	prevent	cyber-attacks	as	well	as	other	security	threats.	Examples	of	inline	security	
solutions	that	have	been	commonly	used	by	organisations	are	the	intrusion	preventive	
system	(IPS),	next	generation	firewall	and	anti-malware	solution.

In	the	past	five	years,	most	organisations	have	been	investing	a	large	sum	of	money	
in	buying	cyber	security	solutions	but	in	most	cases,	they	failed	to	live	up	to	expectation.	
Organisations	are	now	facing	greater	challenges	in	combatting	cyber-attacks	due	to	the	
continual	 increase	 in	 network	 bandwidth,	 insufficient	 time	 for	 threat	 detection	 and	
inspection,	growth	in	the	number	of	hackers,	and	lack	of	available	resources	to	prevent	
breach.	All	these	challenges	will	eventually	increase	the	time	needed	for	threat	detection	
and	response.	Moreover,	they	will	impose	a	higher	risk	for	breach	to	occur	despite	the	
massive	spending	that	was	invested	on	security	tools.	

Deploying	security	tools	to	address	present	and	future	threats	can	be	problematic.	
There	are	multiple	points	of	 failure,	 traffic	bottlenecks,	 and	most	of	 them	are	 lacking	
in	 scalability.	 She	 pointed	 out	 that	 numerous	 organisations	 are	 fighting	 cyber-attacks	
with	 ineffective	 security	 architectures	 which	 do	 not	 optimise	 the	 throughput	 of	 any	
security	solutions.	She	suggested	that	the	key	to	overcome	these	challenges	is	to	build	an	
effective	network	security	architecture	that	can	cope	with	the	increasing	network	speeds.	

Gwen Lee 
Country	Manager	-	South	East	Asia 

Gigamon

Numerous organisations are fighting cyber-attack 
with ineffective security architectures, which do not 
optimise the throughput of any security solutions. 

The main key for these challenges is to build an 
effective network security architecture that can cope 

with the increasing network speeds.
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Furthermore,	this	architecture	improves	the	return	on	investment	spent	on	security	tools	
and	it	reduces	complexity,	cost	as	well	as	tool	overload	across	physical,	virtual	and	cloud	
infrastructures.	This	architecture	allows	security	solutions	 to	achieve	a	broad	network	
visibility	and	better	access	to	metadata,	application	and	encrypted	traffics.

The	new	configuration	of	security	architecture	starts	with	redeploying	all	existing	
security	 products	 on	 top	 of	 the	 security	 delivery	 platform.	 The	 GigaSECURE	 Security	
Delivery	Platform	is	able	to	resolve	these	problems	by	providing	a	platform	that	consolidates	
all	traffic	monitoring	tools.	This	platform	is	the	next-generation	network	packet	broker,	
which	is	built	to	ensure	that	security	tools	are	more	efficient	across	physical,	virtual	and	
cloud	environments.	It	allows	inline	threat	prevention	tools	to	strengthen	their	security	
postures	and	reduce	their	operating	costs.	The	product	also	provides	pervasive	visibility	
into	all	activities	 inside	the	perimeter	of	an	organisation.	Therefore,	cyber	threats	can	
be	 quickly	 detected,	 analysed	 and	 prevented.	 It	 eliminates	 partial	 visibility	 and	 blind	
spots	by	acquiring	network	traffic	from	anywhere	and	applying	traffic	intelligence	before	
delivering	data	to	specific	security	tools	in	and	across	the	organisation.	She	claimed	the	
GigaSECURE	Security	Delivery	Platform	can:

i. Enable	 network	 security	 tools	 to	 keep	 up	 with	 network	 speeds.	 When	
overburdened,	 in	 line	 tools	 often	 allow	 traffic	 to	 pass	without	 inspection	 or	
severely	impact	the	network	latency	and	application	performance.

ii. Maximise	tool	efficacy	by	allowing	them	to	focus	on	the	traffic	and	threats	that	
pose	the	most	risks.

iii. Swap	 out	 tools	 without	 taking	 down	 network.	 It	 bypasses	 traffic	 so	 that	
customers	do	not	have	to	experience	any	downtime.

iv.	 Consolidate	multiple	points	of	failure	into	a	single	and	bypass-protected	solution.
v.	 Integrate	all	security	tools	and	reduce	tool	sprawl.
vi.	 Incur	lower	costs.

She	highlighted	that	the	product	can	offer	other	security	tools	to	acquire	the	right	
data	at	the	right	time	and	at	a	faster	speed.	 It	also	ensures	threats	to	be	more	visible	
across	 cloud,	 hybrid	 and	on-premises	 environments.	 In	 addition,	 the	product	 enables	
resources	to	be	deployed	quicker	and	allows	security	tools	to	perform	at	higher	levels.

The	 speaker	 summed	 up	 her	 presentation	 by	 emphasising	 the	 necessity	 for	
organisations	to	create	new	and	improved	security	architectures.	Organisations	are	able	
to	build	efficient	architectures	with	Gigamon	as	the	product	of	choice,	and	in	the	long	
run,	 it	will	 certainly	 increase	the	return	on	 investment	 for	security	solutions.	She	also	
highlighted	that	the	product	can	reduce	cost	and	tool	overload	across	physical,	virtual	
and	cloud	infrastructures,	besides	offering	a	complete	security	solution	to	customers.
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3.6.7    Keynote Presentation: A Security Rethink For Public Services: Plugging the 
Physical Breaches As These May Pose Even More Risk to Government Computer 
Systems than Cyber Intrusions Because Physical Access Opens So Many More 
Channels of Attack

     
-

	 A	 security	 breach	 is	 any	 incident	 that	 results	 in	 unauthorised	 data	 access,	
applications,	 services,	networks	and/or	devices	by	bypassing	 their	underlying	 security	
mechanisms.	 Statistics	 from	MyCERT	 showed	 that	 it	 is	 hard	 to	 differentiate	 between	
physical	or	cyber	breaches,	and	thus	unable	to	determine	the	actual	cause	for	the	increase	
in	number	of	incidents	in	the	public	sector.	 	Currently,	the	Malaysian	Public	Sector	ICT	
Strategic	 Plan	 (ISP)	 2016-2020	 focuses	 on	 cyber	 or	 digital	 security.	 Meanwhile,	 the	
Security	Directive	(2017	revision	and	amendment)	published	by	the	Chief	Government	
Security	Office	(CGSO)	focuses	mainly	on	physical	security.

	 Many	cyber	incidents	were	reported	to	be	done	without	having	to	access	the	
physical	 infrastructure.	However,	when	 there	are	physical	breaches,	 they	 create	more	
channels	for	cyber-attacks.	Many	respective	roles	and	responsibilities	are	in	place,	such	
as	physical	monitoring	by	the	Chief	Government	Security	Office	(CGSO),	cyber	monitoring	
by	 the	National	 Cyber	 Coordination	 and	 Command	Centre	 (NC4),	 and	National	 Cyber	
Security	 Agency	 (NACSA)	 and	 monitoring	 of	 physical	 and	 cyber-attacks	 by	 the	 Chief	
Information	 Officer	 (CIO),	 Chief	 Security	 Officer	 (CSO)	 or	 Chief	 Information	 Security	
Officer	 (CISO),	 ICT	 Security	 Officer	 (ICTSO)	 and	 existing	 Security	 Policy.	 These	 require	
coordination	and	monitoring	for	both	physical	and	cyber	security	through:

i.	 A	governance	structure	and	producing	a	policy	for	collaboration	among	agencies
ii.	 Redeploying	resources	to	better	link	cyber	and	physical	defences
iii.	 Strengthening	the	monitoring	security	to	cover	both	physical	and	cyber	defences

	 Detecting	 physical	 manifestations	 of	 cyber	 events	 is	 important	 to	 prevent	
infiltration	 in	 ICT	 systems	 and	 networks.	 Currently,	 ICT	 systems	 are	 used	 to	 monitor	
physical	 security.	 	 The	existing	physical	 systems	 should	be	 consolidated	and	extended	
to	 all	 parties	 that	 safeguard	 the	physical	 and	 cyber	worlds.	Organisations	 should	 also	

Dato’ Mohd Nor bin Hassan
Chief	ICT	Consultant	(Technical),	Malaysian	Administrative	
Modernisation	and	Management	Planning	Unit	(MAMPU)

At present, ICT systems are used to monitor physical 
security, while cybersecurity mainly focused on cy-

ber-attacks.  The existing physical systems should be 
consolidated and extended to parties that safeguard the 

physical and cyber world.

61

P U B L I C  S E C T O R  C I O  C O N V E X



implement	advanced	adaptive	authentication	technologies	to	ensure	bold	enablement	
for	users	and	security	for	the	enterprise	by	leveraging	with	modern	analytics	technology	
to	capture	context,	including	device	identity,	contextual	biometrics,	user	behaviours	and	
transaction	details.		Pattern	and	behaviour	that	result	from	the	physical	systems	could	be	
used	to	detect	physical	indications	of	cyber	events.

	 Micro-segmentation,	physical	defence-in-depth	or	multi-layered	security	permits	
access	to	resources	based	on	the	user	category,	the	way	they	are	connected,	place	
they	are	connecting	from,	time	of	day	and	many	other	 factors.	 	Physical	security	
is	 important	to	protect	areas	or	places,	valuable	data	and	information	to	prevent	
or	 minimise	 theft,	 unauthorised	 access	 or	 destruction.	 Perimeter	 protection	 is	
the	first	stage	of	intrusion	security	which	detects	a	breach	and	triggers	an	alarm,	
while	access	control	only	allows	authorised	users,	programmes	or	other	computer	
systems	which	act	as	mechanisms	to	limit	the	use	of	some	resources	to	authorised	
users.		Effective	physical	security	is	needed	to	prevent	any	unauthorised	access	to	
any	highly	sensitive	operational	areas	through	access	control	to	deter	tampering/
stealing	and	loss	of	data/damage	to	or	from	computer	systems.

	 The	 speaker	 concluded	 that	 by	 emphasising	 actions	 that	 must	 be	 taken	 to	
mitigate	incidents	in	the	public	sector:

i.	 Enhancing	 the	 enforcement	 of	 security	 directives:	 government	 legislative,	
directive,	guidelines	to	reduce	risks	to	the	government	computer	systems

ii.	 Empowerment	 through	 collaboration:	 Empowering	 through	 collaboration	
between	CGSO	 and	NACSA	 –	 the	 authorities	 to	monitor	 physical	 and	 cyber	
security	for	public	services

iii.	 Linkage:	Linking	cyber	and	physical	defences	through	layered	physical	security	
to	protect	high-value	targets

iv.	 Adoption:	 Adopting	 “micro-segmentation”	 to	 implement	 multi-layered	
defensive	measures	in	physical	security.
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3.6.8     Technology Case Study: Cyber Exposure - Discover, Measure and Reduce Your 
Cyber Risk

     

The	presentation	focused	on	cyber	exposure	as	a	new	emerging	discipline	for	
managing	and	measuring	modern	attack	surface	that	is	built	on	vulnerability	management.	
Cyber	exposure	helps	organisations	to	prioritise	effectively	and	accurately	measure	and	
reduce	 cyber	 risks	 by	 providing	 visibility	 across	 assets	 and	 insights.	 The	 vulnerability	
management	needs	to	employ	prioritisation	and	benchmarking	based	on	collected	data.	
Tenable,	which	was	established	for	20	years,	has	shared	experiences,	practises	and	tools	
in	dealing	with	cyber	exposure.	In	the	digital	economy,	digital	transformation	is	no	longer	
about	 disruption	 –	 it	 is	 about	 survival.	 Digital	 transformation	 and	 data	 security	 have	
created	massive	blind	spots	around	cyber	risks.

There	are	four	security	aspects	that	leaders	should	be	concerned	about:		exposed	
asset	 locations,	method	 to	prioritise	based	on	 risk,	 reducing	exposure	over	time,	and	
benchmarking,	particularly	 for	 those	 in	 the	 industry.	To	secure	applications	and	patch	
the	systems,	understanding	cyber	risk	is	strategic	and	foundational.	Tenable	transforms	
prioritisation	of	 vulnerabilities	based	on	 the	 technology	 complexity,	 for	 example,	 rare	
technology	is	considered	highly	vulnerable.	So	far	Tenable	Research	has	published	106,425	
plugins,	 covering	 45,790	 CVE	 IDs	 and	 28,892	 Bugtraq	 IDs.	 The	 Common	Vulnerability	
Scoring	System	(CVSS)	tool	then	helps	to	categorise	the	vulnerabilities	to	produce	risk-
driven	scoring.	Leveraging	context	and	intelligence	on	asset	value/criticality,	vulnerability	
data	and	threat	data	will	determine	the	organisation’s	cyber	exposure	score.

Tenable	offers	three	comprehensive	portfolios	for	every	organisation.	Tenable.
io	 is	 the	 first	 cyber	 exposure	 platform	which	 provides	 visibility	 into	 any	 asset	 on	 any	
computing	 platform	 that	 range	 from	 traditional	 to	 cloud	 to	 IoT.	 	 The	 Security	 Centre	
is	 responsible	 for	 vulnerability	management	with	 extensive	 compliance	 reporting	 and	
dashboards,	including	Nessus,	which	is	the	world’s	most	trusted	vulnerability	assessment	
technology,	that	empowers	Tenable.io	and	Security	Centre.	

Sugiarto Koh 
Regional	Director	-	Southeast	Asia 
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There are four security aspects that should be the 
top priorities for CISO: locating where assets are 
exposed, prioritising based on risk, and reducing 

exposure over time and benchmarking
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The	speaker	concluded	with	key	takeaways:	Understanding	through	practices	to	reduce	
organisation’s	cyber	risk	and	gain	solid	benchmarking	information	about	the	effectiveness	of	
cyber	security	programmes	against	those	of	industry	peers

3.6.9      Keynote Presentation - Developing the Cyber Skills of the Future

 
    

 
	The	presentation	was	about	developing	the	future	cyber	skills	due	to	work	force	deficit	

and	current	demands.	Today	the	world	is	highly	connected	–	there	are	32.4	million	Malaysian	
citizens,	of	which	78%	are	digitally	connected.	Out	of	the	7.7	billion	world’s	population,	52%	
is	 digitally	 connected.	 We	 are	 moving	 into	 a	 more	 interconnected	 cyberspace.	 Trends	 of	
cyber	 threats	–	cyber-attacks	and	massive	data	 fraud/theft	are	both	ranked	as	3rd	and	4th,	
respectively,	within	the	top	five	global	risks,	as	reported	by	the	Global	Risks	2018	Report.		

	Economic	loss	due	to	cybercrimes	is	devastating.	The	iceberg	effect	of	cyber-attacks	in	
Asia	Pacific	has	caused	US$1.745	trillion	in	economic	loss.	In	Malaysia	data	breach	also	caused	
great	losses	to	companies,for	example,	Jobstreet	(RM	3.88	million),	Malaysia	Telco	(RM	4.62	
million),	and	the	Ministry	of	Education	(RM	10.5	million).	Cyber	security	workforce	deficit	 is	
an	industrial	crisis	as	reported	by	Gartner,	CyberSeek,	and	Forbes	Technology	Council.	Due	to	
the	impact	from	cyber	security	workforce	shortage,	McAfee	claimed	that	it	cannot	maintain	
adequate	cyber	security	staff.	Therefore,	 it	has	become	the	target	 for	hackers	because	they	
knew	that		McAfee	was	lacking	in	security;	consequently,	it	has	lost	proprietary	data	from	data	
breaches,	suffered	reputational	damage	and	reduced	ability	to	produce	new	products/services.

	Due	 to	 this,	Cyber	Security	Malaysia	emphasises	on	 talent	development.	 	 The	 cyber	
security	capacity	building	framework	was	set	up	to	achieve	the	talent	development	objectives.	
There	are	three	schemes	for	talent	development:	Global	ACE	–	cyber	security	professionals,	
CyberGuru	 –	 cyber	 security	 practitioners,	 and	 CyberSAFE	 –	 cyber	 security	 knowledge	
communities	and	individuals.

	The	Global	 Accredited	 Cyber	 Security	 Education	 (Global	 ACE)	 Scheme’s	 goals	 are	 to	
create	a	world-class	competent	workforce	in	cyber	security	and	promote	the	development	of	

Dato’ Ts. Dr. Haji Amirudin bin Abdul Wahab
Chief	Executive	Officer	(CEO)
CyberSecurity	Malaysia	(CSM)

Professional certification is an important mechanism 
to build human capital in cyber security by considering 

the idea of an OIC-CERT Global ACE Scheme. It 
is expected that this initiative will provide cyber 

security professionals in OIC countries with the right 
knowledge, skills, abilities and experience.
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cyber	security	professional	programmes	within	the	region.	This	scheme	was	approved	by	the	
Malaysia	Board	of	Technologists	(MBOT)	on	27	July	2017,	as	one	of	its	27	domains.	The	cyber	
excellence	pathway	in	Malaysia	ranges	from	certification	to	national	recognition.	The	Global	
ACE	 Scheme	offers	 eight	 certified	 training	 programmes	 and	 examinations	 in	 cyber	 security.	
Professional	certification	is	an	important	mechanism	to	build	human	capital	in	cyber	security.	

	 The	OIC-CERT	Global	Accredited	Cyber	Security	Education	(ACE)	Scheme	aims	to	create	
a	world-class	competent	workforce	in	cyber	security	and	promote	the	development	of	cyber	
security	 professional	 programmes	 within	 the	 region.	 It	 is	 expected	 that	 this	 initiative	 will	
provide	cyber	security	professionals	in	OIC	countries	with	the	right	knowledge,	skills,	abilities	
and	experience.	The	CSM	coordinating	collaboration	in	providing	the	future	workforce	includes:

i.	 Cooperation/partnership	model	deployment
ii.	 Implementation	 of	 the	 Global	 ACE	 Scheme	 Certification	 Training	 Programmes	

and	Examinations	in	the	Public	Sector.	Global	ACE	Scheme	collaboration	with	the	
Ministry	 of	Human	Resources,	Department	 of	 Skills	 –	 Industry	 Lead	Body	 (ILB)	
Cyber	Security	Sector

iii.	 Mutual	recognition	through	Global	ACE	Scheme	Recognition	arrangement.	Cyber	
excellence	pathway	in	Malaysia:	from	certification	to	national	recognition

iv.	 Proposal	to	organisations	and	stakeholders	–	individuals	and	organisations

In	addition,	the	speaker	concluded	with	the	following	points:

i.	 Approach	to	cope	with	emerging	new	technologies	should	be	equally	intelligent	
by	adopting	a	holistic	strategy	through	the	use	of	new	cyber	tools

ii.	 To	 effectively	 apply	 cyber	 security	 fundamentals	 with	 innovative	 features	 and	
techniques

iii.	 Strengthening	 Public-Private-Academia	 Partnership	 and	 International	
Collaboration

iv.	 To	evolve	in	parallel	with	technology
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3.7     Plenary Session – Day 2

3.7.1		 Keynote	 Presentation:	 Responding	 to	 the	 Digital	 Expectations	 of	 Citizens:		
Innovating	Public	Service	Delivery

The	 speaker	 started	 her	 presentation	 by	 stating	 that	 the	 Malaysian	 public	
service	delivery’s	prioritisation	is	the	citizen,	and	to	ensure	that	the	citizens’	wellbeing	
and	economy	are	aligned	with	the	vision	of	the	United	Nations	(UN)	2030	Sustainable	
Development	Goal’s	(SDG)	agenda	of	“A	healthy	living	mankind	in	a	peaceful,	fair	society	
and	sound	environment”.	

The	speaker	added	that	the	SDG	is	also	aligned	with	the	strategic	thrusts	in	the	
11th	Malaysia	Plan.	However,	after	the	14th	General	Election,	the	new	government	has	
revised	the	plan	and	there	were	minor	changes	which	emphasised	the	six	(6)	pillars	that	
need	to	be	addressed	by	the	government	as	listed	below:

i.	 Reforming	 governance	 towards	 greater	 transparency	 and	 enhancing	 public	
service	efficiency		

ii.	 Enhancing	inclusiveness	development	and	wellbeing
iii.	 Pursuing	balanced	regional	development
iv.	 Empowering	human	capital
v.	 Enhancing	environmental	sustainability	through	green	growth
vi.	 Strengthening	economic	growth

Pillar	 1	 of	 the	 11th	 Malaysia	 Plan	 mid-term	 review,	 “Reforming	 Governance	
towards	Greater	Transparency	and	Enhancing	Public	Service	Efficiency”,	 is	 to	align	 the	
public	service	delivery	to	the	SDG.	Under	Pillar	1,	there	are	four	priority	areas,	whereby	
Priority	Area	D	is	to	enhance	public	service	delivery.	It	became	the	motivation	to	innovate	
the	public	service	delivery.

Another	 motivation	 for	 the	 public	 service	 delivery	 to	 be	 innovated	 was	 the	
emergence	of	disruptive	technologies	in	the	4th	Industrial	Revolution	(IR	4.0).	Although	
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technology	is	constantly	changing,	the	motivation	to	improve	public	service	delivery	must	
remain	intact	through	leveraging	tools	and	technology.	The	speaker	reminded	all	CIOs,	IT	
Practitioners,	business	executives	and	the	audience	to	leverage	and	adopt	technologies	
in	their	business	processes	to	improve	public	service	delivery.	

The	speaker	also	shared	that	e-Government	could	be	an	enabler	towards	achieving	
the	SDG.	In	the	Malaysian	Public	Service,	The	Online	Service	Index	(OSI),	which	is	one	of	
the	digital	frameworks	under	SDG,	has	been	used	as	a	measurement/validation	tool	to	
measure	whether	“we	are	doing	the	right	thing”,	and	“are	we	going	in	the	right	direction”.	
Therefore,	 it	 is	not	merely	used	as	a	means	 to	achieve	better	global	 ranking	but	also	
guides	MAMPU	and	all	agencies	in	the	Public	Service	to	streamline	actions	and	to	focus	
on	what	we	need	to	tackle.

There	 are	 five	 (5)	 areas	 in	 OSI	 which	 are	 Accountability,	 Inclusion,	 Openness,	
Trustworthiness	and	Effectiveness.	Traditionally,	the	public	service	delivery	often	focuses	
on	 how	 to	 improve	 effectiveness	 and	 efficiency.	 But	 nowadays,	 the	 stakeholders	 are	
expecting	more	in	terms	of	better	user	experience	and	values	received	instead	of	focusing	
solely	on	convenience.	The	speaker	shared	that	Malaysia	was	ranked	27th	in	2018	OSI,	
which	 exceeded	 the	 target	 of	 being	 ranked	 30th.	 Meanwhile,	 in	 the	 e-Government	
Development	 Index	 (EGDI),	Malaysia	was	 ranked	 48th	 out	 of	 193	 countries.	Malaysia	
hopes	to	achieve	15th	place	by	year	2020.	

To	innovate	public	service	delivery,	the	speaker	emphasised	that	MAMPU	and	all	
agencies/ministries	need	to	focus	on	five	(5)	areas:

i. Online:	 Agencies	 should	 strive	 to	 produce	more	 online	 services.	 She	 suggested	
that	online	 services	by	agencies	 should	be	offered	 from	a	 single	window/shared	
platform.		

ii. User experience:	During	the	requirement	phase,	focus	should	be	on	user	experience	
from	 the	 user/citizen/client	 (besides	 business	 owner)	 to	 ensure	 user-centric	
outcomes

iii. End–to–End:	 The	 purpose	 of	 end-to-end	 solution	 is	 to	 reduce	 face-to-face	
transaction.	 This	 will	 enable	 online	 services	 to	 be	 available	 for	 the	 users	 24/7	
(anywhere,	anytime).

iv.	 Cashless:	 Leverage	 on	 cashless	 technologies,	 for	 example,	mobile	 payment,	 and	
eWallet

v.	 Sustainable	and	Resilient:	Ensure	sustainability	and	resiliency	of	our	services.
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The	 speaker	urged	 the	audience	 to	 change	 the	old	value	chain	 in	public	 service	
delivery.	 Traditionally,	we	played	 the	 roles	 to	 facilitate	 and	provide	 services.	 The	new	
value	chain	should	consider	us	as	part	of	the	ecosystem,	being	seamless,	fast,	flexible,	
transparent,	 inclusive,	collaborative,	efficient	and	effective,	as	well	as	data	driven.	The	
speaker	emphasised	on	data	sharing	within	the	organisation,	across	agencies	and	among	
business	partners	(G2G,	G2B,	G2C)	.	The	citizens	are	effectively	entrusting	their	data	to	
the	government	and	expecting	the	government	to	utilise	the	data	and	create	value	to	
the	data	to	make	their	life	better.	Although	the	government	is	entrusted	with	the	data,	
it	 is	not	the	data	owner.	The	government’s	role	 in	the	new	value	chain	should	 include	
the	provision	of	intuitive	and	seamless	services,	engaging	citizens	and	collaborating	with	
stakeholders	(transparent),	as	well	as	leveraging	on	digital	technology	innovations.

The	speaker	added	that	to	develop	a	public	service	delivery	framework,	MAMPU	
intends	to	organise	a	workshop	and	focus	on	discussion	in	regard	to	online	services.	The	
implementation	of	the	government’s	Online	Services	Gateway	and	MyGDX	projects	which	
are	already	 in	place	and	can	be	shared	and	 leveraged	on.	Besides	having	engagement	
with	agencies,	MAMPU	will	also	discuss	with	MCMC	and	the	Ministry	of	Communication	
and	Multimedia	Malaysia	in	regard	to	the	digital	ID	initiative.	As	we	are	moving	towards	
the	digital	realms,	digital	ID	has	been	identified	as	the	catalyst	to	render	services	in	digital	
form.

The	speaker	outlined	the	critical	success	factors	to	innovate	public	service	delivery	
as	follows:

i.	 Effective	leadership	to	lead	and	manage	change
ii.	 Established	legal/regulatory	framework	for	digitalisation
iii.	Personalised	end-to-end	public	service	delivery
iv.	 Insight-driven	operation	based	on	data	sharing	and	analytics
v.	 Resilient,	stable	and	secured	mission	critical	ICT	Infrastructure
vi.	 Sufficient	resources	(budget,	talent,	technology)

The	speaker	concluded	the	session	by	stating	that	we	all	need	to	embrace	innovation	
and	 disruption.	 Innovation	 and	 disruption	 are	 not	 something	 impossible,	 but	 doable.	
Inspiration	could	be	taken	from	other	countries	and	the	private	sectors

. 
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3.7.2 Panel	Discussion:	Cyber	Security	and	Data	Privacy	in	the	Digital	Age	–	What	
Does	The	Future	Look	Like	and	What	Do	We	Need	To	Do?

Mohit Sagar
Group	Managing	Director	and	Editor	in	Chief

OpenGov	Asia

Dato’ Dr. Haji Amirudin Abdul Wahab
Chief	Executive	Officer
CyberSecurity	Malaysia

Dr Nalin Asanka Gamagedara Arachchilage
Lecturer	in	Cyber	Security

University	of	New	South	Wales,	Australia

Harme Mohamed
Director	Cyber	Security	Technology

Division
National	Cyber	Security	Agency	(NACSA)

Susie	Dorai	Raj
Malaysian	Administrative	Modernization	
and	Management	Planning	Unit	(MAMPU)

Moderator:

Panellists:
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Question:	Security	and	privacy,	are	they	two	different	things	or	the	same	paradigm?	How	
to	secure	the	individual’s	privacy?

Answer:	Security	and	privacy	are	two	different	things	in	terms	of	data.	Classifieddata	is	for	
public	and	private	consumption.	Information	security	(as	defined	by	ISO	27001)	is	about	
how	to	secure	the	information	or	data	from	unauthorised	access.	It	focuses	on	preservation	
of	confidentiality,	integrity	and	availability	of	information	(individual	or	organisation).

Question:	Confidentiality	is	the	technique	of	keeping	one’s	data	secure.	Is	there	any	other	
paradigms?

Answer:	 Security	 and	 privacy	 are	 the	 same.	 Security	 is	 very	 contextual	 and	 subjective,	
depending	on	the	situation.	

Question:	Google	and	Facebook	have	the	same	paradigm	of	data	security.	Facebook	is	not	
protecting	us,	 instead	 it	 is	gathering	 information.	 	The	government	 is	protecting	us	and	
believes	that	the	citizen	is	the	data	owner,	but	Facebook	believes	that	Facebook	is	the	data	
owner.	What	are	protection	and	security	about?	

Answer:	 Security	 and	 privacy	 are	 the	 same	 to	 citizens.	 Security	 is	 inaccessible	 area	
while	privacy	is	related	to	data.	As	for	citizens,	once	their	personal	data	are	given	to	the	
government,	 their	 concern	 is	on	 the	way	 the	 information	 is	 kept,	whether	 their	data	 is	
being	treated	as	private	or	public	data	and	their	data	is	secured	by	what	method.

Question:	 The	 citizens	 are	 very	 particular	 in	 terms	 of	 data	 security	 provided	 by	 the	
government,	but	not	to	Facebook	or	Google.	How	to	shift	that	paradigm?	

Answer 1:	 Individual	understanding.	They	need	to	understand	to	whom	they	hand	over	
their	data	and	the	way	their	data	is	secured.	The	organisation	is	responsible	for	securing	
the	data.	Citizens	do	not	really	read	the	fine	print	before	agreeing	to	subscribe	to	the	social	
media	services.	This	may	not	be	applicable	 in	private	organisations,	depending	on	their	
business	model.

Answer 2:	Regulatory	is	a	must.	The	government	should	have	a	regulation	like	the	General	
Data	Protection	Regulation	(GDPR)	on	data	protection	and	privacy	for	all	individuals.	

Question:	The	GDPR	is	a	legal	framework	prepared	by	a	body	to	protect	data	and	privacy.	
We	need	to	customise	the	framework	to	suit	our	requirements.	Security	is	compromised	
over	privacy.	How	does	the	government	collect	citizens’	data,	protect	that	data	and	give	
them	the	confidence	that	their	information	will	not	be	disclosed	to	anybody	else?
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Answer:	There	is	a	clause	in	the	Personnel	Data	Protection	Act	(PDPA),	which	is	related	to	
the	collection	of	data	from	the	citizens.	For	non-commercial	use,	they	are	waived	from	the	
issues	of	data	privacy	under	law.	Those	who	collect	data	for	commercial	use	are	subjected	
to	the	PDPA.	

Question:	Government	services	are	not	100%	accessible	to	the	citizens.	They	commonly	use	
a	broker	(a	middle	man	who	interacts	with	the	government).	They	will	pass	all	information	
to	the	broker	to	get	the	job	done.	This	is	a	very	serious	issue	because	all	information	will	
be	given	to	a	third	party	(broker)	and	not	to	the	government	directly,	but	they	hope	that	
the	 government	 is	 responsible	 for	 the	 data	 given.	 How	 to	 overcome	 this	 challenge	 or	
should	the	broker	be	responsible	for	the	citizen’s	data?	There	are	3	million	people	who	are	
dealing	with	the	government	through	a	broker	and	their	data	are	all	over	the	place,	yet	the	
government	is	held	responsible	for	data	security	and	privacy.		How	to	fix	that	flaw?

Answer:	 The	 security	 aspect	 has	 been	 considered	 right	 from	 the	 beginning	 of	 service	
implementation.	 The	most	 important	 thing	 is	 to	 create	 awareness	 among	 citizens.	 The	
government	could	do	more	 in	 terms	of	promotion	and	public	education	and	eventually	
make	government	services	more	efficient.

Question:	From	the	policy	perspective,	how	do	we	help	the	citizens	to	interact	and	drop	
that	middle	layer?

Answer:	 The	 keyword	 is	 by	dropping	 the	middle	 layer.	What	MAMPU	 is	 trying	 to	do	 is	
to	provide	the	citizens	with	direct	access	to	the	services	through	ICT	innovations.		These	
innovations	introduced	by	MAMPU	are	better	rather	than	to	regulate	the	third	party	service	
providers.
 
Question:	What	would	you	differently	do	if	you	are	given	the	chance	to	advise	people	on	
information	security	protection,	in	terms	of	individual	aspect	(government	agencies)?

Answer:	 They	 have	 to	 classify	 the	 data	 and	 put	 security	measures	 to	 ensure	 that	 they	
are	 resilient	 from	 any	 unauthorised	 access	 both	 from	 inside	 and	 outside.	Must	 have	 a	
comprehensive	approach	to	protect	the	data,	not	only	technology-wise	but	also	through	
policy,	people	and	process.	Technology-wise,	we	must	have	multi-layers	of	secured	data	
encryption.	 The	 agencies	 need	 to	 properly	 classify	 the	 data.	 However,	 too	 much	 data	
protection	will	be	inconvenient	for	organisational	management.
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Answer:	At	NACSA	we	talked	about	resilient	and	the	method	to	achieve	that.	This	includes	
having	a	plan,	the	way	to	respond	when	incidents	happen	and	practise	over	and	over	until	
there	are	no	hiccups	or	flaws	during	implementation.

Question:	Any	other	advice	on	security?

Answer:	 Education,	 training	 and	professional	 advice	 are	 important.	 The	process	 should	
also	be	transparent	to	the	stakeholders,	as	well	as	citizens.	They	should	be	aware	of	the	
way	transaction	works	 in	data	collection,	data	storage	and	data	sharing.	WhatsApp	and	
Facebook	are	examples	of	applications	that	provide	privacy	policy	but	not	fully	understood	
by	users.	Nowadays,	as	people	are	more	educated	and	concerned	about	this	issue	privacy	
policy	should	be	customised.

Summary:

i.	 GDPR	rolled	out	over	protection	act	that	confuses	the	citizen.	The	government	has	
serious	concerns	about	this	matter	and	citizens	who	frequently	 interact	with	the	
government	should	trust	the	government.

ii.	 The	government	should	always	try	to	find	and	focus	on	the	smartest	way	instead	of	
just	the	fastest.	

iii.	 The	 government	 also	 has	 to	 find	 a	 paradigm/policy	 for	 protecting	 the	 citizens,	
without	compromising	on	the	efficiency	of	implementation.

3.7.3 Technology Case Study: Digitising the SMEs: The Pivotal Role of the Government 
and Tech Providers

The	 speaker	 shared	 the	 experience	 behind	 a	 small-medium	 enterprise	 (SME)	
company’s	growth	to	become	a	big	entity	within	a	period	of	twelve	to	eighteen	months,	
alongside	its	journey	of	adopting	digitalisation.	The	speaker	strongly	believes	that	SMEs	
can	 perform	 better	 if	 they	 have	 better	 collaboration	 in	 place	 in	 the	 ecosystem.	 It	 is	
estimated	that	49%	of	all	activities	where	people	are	paid	to	do	today	have	the	potential	
to	be	automated.	Similarly,	it	is	predicted	that	85%	of	businesses’	customer	relationships	
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will	be	managed	by	virtual	assistants	by	2020,	and	surprisingly,	at	such	point,	an	average	
person	will	have	more	conversations	with	bots	than	with	his/her	spouse.	These	alarming	
statistics	drive	 companies	 to	anticipate	how	businesses	will	 be	 like	 in	 the	 future.	This	
includes	the	people,	skillsets,	and	adoption	of	emerging	technologies	to	remain	relevant	
in	the	business	where	80%	of	its	business	involves	delivering	services	to	the	government.

The	 company	 has	 discovered	 Artificial	 Intelligence	 (AI)	 to	 be	 the	 future.	 AI	 is	 a	
collection	of	various	 technologies	 that	can	perform	certain	 tasks	 that	are	 traditionally	
can	only	be	performed	by	human	beings.	There	are	four	pillars	of	technologies	within	the	
AI	that	the	company	has	explored	in	improving	their	service	delivery	to	the	government,	
namely:	deep	learning,	machine	learning,	natural	learning,	and	causal	learning.

There	are	three	steps	in	enabling	Industry	4.0	capabilities,	whereby	the	first	step	
is	 to	 envision	 4.0	 itself.	 This	 includes	 capability	 and	 resource	 analysis,	 understanding	
Industry	4.0	and	its	impacts	on	businesses,	future	challenges	by	disruptive	technologies,	
and	defining	the	opportunity	maps	(also	known	as	the	Biz	Plan).	Then,	the	second	step	
is	 to	 enable	 the	 4.0	 roadmap,	 which	 includes	 identifying	 the	 requirements	 in	 which	
customer	segments	and	customer	expectations	are	defined,	distinguishing	the	technology	
to	be	adopted	or	potential	partners	for	collaboration,	and	defining	financial	needs.	Next,	
the	 third	 step	 is	 to	enact	 the	4.0	project,	encompassing	 training	capacitation	and	 risk	
identification	and	mitigation.	The	final	step	is	to	implement	the	4.0	projects.	The	speaker	
highlighted	the	main	challenges	in	advancing	Industry	Revolution	4.0,	which	are:

i.		 The	access	to	finance	where	there	are	constraints	within	the	current	system
ii.	 The	 access	 to	 technology	 that	 is	 beyond	 reach,	 thus	 the	need	 for	 technological	

partnership	collaboration
iii.	 The	access	to	talents	
iv.	 The	access	 to	domestic	and	 international	markets	so	as	 to	be	part	of	 the	global	

supply	chain.	

The	 speaker	 stated	 that	 their	 vision	 is	 to	monetise	 the	 knowledge	 and	 solution	
implemented	 in	 the	 public	 sector;	 to	 look	 into	 Platform	 as	 a	 Service	 (PaaS)	 for	
conglomerates	and	SMEs	by	implementing	a	common	platform	for	related	areas;	to	learn,	
collaborate,	and	build	partnership	with	selected	business	partners	of	different	skillsets	
not	available	in	the	organisation	itself;	to	look	into	halal	platforms	and	mobile	solutions;	
and	to	look	into	AI	and	blockchain-enabled	trade	and	logistics.

As	 technology	 providers,	 SMEs	 are	 tasked	 with	 several	 roles.	 Firstly,	 they	 need	
to	 increase	 the	number	of	 knowledgeable	workers	 by	 increasing	 knowledge-intensive	
employment	 and	 training	 capacitation.	 Secondly,	 they	 need	 to	 absorb	 knowledge	 by	
increasing	research	talents	in	future	areas	by	adopting	emerging	technologies	within	the	
organisation,	paying	for	Intellectual	Property	Rights,	and	import	disruptive		technology.	
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Lastly,	they	need	to	collaborate	with	selected	business	partners	or	universities	on	joint	
research	and	development	and	learn	to	do	things	using	different	business	models.

The	speaker	concluded	that	Malaysia	needs	to	have	a	concentrated	network	of	
corporations	and	banks	to	serve	as	the	meeting	place	for	potential	investors,	corporates,	
and	mentors.	 The	 affiliated	 universities	 need	 to	 re-evaluate	 their	 focus	 on	 education	
and	 positioning	 for	 a	 dual	 education	 system,	 whereby	 professional	 qualifications	 are	
obtained	during	apprenticeships.	Furthermore,	the	nation	should	be	visible	as	one	of	the	
Liveable	Cities	regionally	or	globally	as	high	quality	of	life	attracts	professionals	from	all	
over	the	world.	There	is	also	the	need	for	regulatory	modernisation	so	as	to	encourage	
investment,	innovation,	and	new	ways	of	bringing	technology	to	the	SMEs.	And	finally,	
the	need	for	the	government	to	grow	a	talented	workforce	to	help	in	digitising	the	SMEs	
is	undeniable.	

3.7.4     International Keynote Presentation: Digital Identity in the Blockchain Era – 
Creating a ‘Self-Sovereign’ Digital Identity

 

	 	 	 The	 speaker	 shared	 the	 Dutch	 experience	 in	 building	 a	 digital	 ecosystem	 to	
deliver	citizen-centric	services	through	digital	identity	solution.	The	blockchain	platform	
has	been	used	to	improve	the	people’s	access	to	self-sovereign	identity,	which	is	built,	
managed,	and	used	by	the	owner	(people/citizen).	International	collaboration	increases	
self-sovereign	digital	 identity	by	 empowering	 the	 citizens	 to	 control	 the	 formalisation	
of	 their	 identity,	manage	 their	 digital	 personas,	 and	 actively	monetise	 their	 personal	
data.	The	General	Data	Protection	Regulation	(GDPR)	took	effect	on	25th	May	2018	and	
consisted	of	a	number	of	rules	for	the	automatic	procession	of	personal	data.	Besides	
GDPR,	 eIDAS	 	 regulation	 has	 been	 introduced	 as	 the	 largest	 cross-border	 regulated	
electronic	identification	project,	especially	in	European	countries.

	 			The	focus	of	electronic	government	in	service	delivery	is	the	citizens.	The	government	
puts	people	first	and	subsequently	prepares	the	rules	and	regulations	accordingly.	This	
approach	has	changed	the	organisational	design	into	citizen-centric	as	opposed	to	the	
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previous	pre-defined	chains.	During	the	Blockchain	development,	the	government	has	
followed	the	electronic	government’s	vision,	which	is	to	utilise	the	citizen’s	expectation	
in	implementing	self-sovereign	identity	as	the	digital	identity	solution.	This	solution	is	a	
secured	digital	identification	that	can	be	used	by	citizens	anywhere.	However,	the	speaker	
believes	that	the	missing	link	between	a	physical	and	digital	person	(i.e.	robot)	can	be	
resolved	by	the	Blockchain	coalition	implementation.	The	Dutch	Blockchain	coalition	has	
been	developed	by	connecting	the	three	parties	together	like	a	triple	helix	(DNA	):

i.		 Government	(National	Office	for	Identity	Data)
ii.	 Science	(Technology	University	Delft	–	TUDelft	has	more	than	ten	years’	experience	
in		 Blockchain	technology)
iii.	 Business	(IDEMIA	–	currently	produces	passport	for	Dutch	Government)	

	 	 Therefore,	the	connected	parties	have	yielded	a	digital	identity	solution	based	on	
TUDeflt,	which	has	been	innovated	from	the	Blockchain	technology.	Meanwhile,	CMS		(law	
firm)	has	also	joined	forces	,	looking	into	whether	the	technology	is	in	line	with	existing	
legislation	and	regulations.	The	partnership	between	the	public	and	private	sectors	has	
resulted	 in	 a	 prototype	 self-sovereign	 digital	 identity	 based	 on	 TU	 Delft’s	 innovative	
Blockchain	technology,	which	 is	known	as	Trustchain.	The	digital	 identity	solution	also	
provides	biometric	face	recognition	to	verify	user	identity,	whereby	the	digital	identity	
network	 is	managed	by	 the	user,	 instead	of	 the	government.	The	user	 is	 thus	able	 to	
decide	which	data	is	to	be	shared.	The	prototype	is	foreseen	to	expand	internationally.

	 	 A	Dutch	passport	is	embedded	with	electronic	data	that	can	be	read	from	its	chip	
and	transferred	to	a	mobile	phone	using	encrypted	private	keys.	There	are	two	keys	in	
data	transaction	using	Blockchain	technology,	in	which	the	user	will	be	given	a	unique	
identity	that	is	trustworthy,	secure,	and	always	accessible	with	better	privacy.	Therefore,	
three	elements	are	involved	in	building	Dutch	Blockchain,	which	are	claims,	proofs,	and	
attestation	to	produce	digital	identity.	Digital	identity	implementation	allows	the	citizen	
to	use	their	phone	at	any	given	time	to	pay	for	their	taxes,	validate	their	 identity,	and	
travelling	within	the	country.

The	speaker	ended	his	session	by	sharing	these	key	takeaways:

i.	 Collaboration	 is	 the	 key	 towards	 delivering	 truly	 citizen-centric	 services	 when	
building	a	digital	ecosystem	

ii.	 Provide	an	executable	trust	framework	for	the	government	to	implement	citizens’	
identification	whilst	protecting	and	preserving	their	privacy	

iii.	 Blockchain	 platforms	 can	 be	 leveraged	 to	 improve	 the	 citizen’s	 access	 to	 self-
sovereign	identities	

iv.	 International	 collaboration	 should	 play	 a	 role	 in	 creating	 a	 self-sovereign	 digital	
identity
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3.7.5			Technology	Case	Study:	Packet	Intelligence	for	Actionable	Network	Visibility	&	Security

 
The	 speaker	 shared	 how	 critical	 Network	 Performance	 Monitoring	 (NPM)	 is	 across	 wired,	
wireless,	and	unified	communications	operation	in	today’s	converging	Information	technology	
(IT)		ecosystem.	LiveAction	simplifies	the	management	of	complex	enterprise	networks	through	
their	product	called	LiveNX,	whereby	NX	stands	for	‘network	experience’.	It	has	superior	end-
user	experience	and	application	performance	capable	of	reducing	the	time	and	cost	for	end-to-
end	network	management.	LiveAction	simplifies	the	network	by:

i.	 Seeing	 devices,	 applications,	 paths,	 and	 networks	 for	 enterprise-wide	 situational	
awareness

ii.	 Analyse	unlimited	network	metadata	to	predict	problems	before	they	occur
iii.	 Inspect	packets	and	conversations	in	real-time	and	at	wire	speed
iv.	 Control	QoS	and	SD-WAN	assurance	with	historical	traffic	playback

LiveNX	 is	 driven	 by	 a	 patented	 visualisation	 engine,	 whereby	 its	 features	 include	
Enterprise	Visibility,	Transport	View,	Virtual	Overlay	View,	Visual	Path	Analytics,	Site-Specific	
Details,	 and	 Packet	 Analytics.	 Furthermore,	 it	 is	 a	 complete	 network	management	 solution	
that	provides	end-to-end	network	visibility,	real-time	insight,	and	historical	analysis,	as	well	as	
machine	learning	and	predictive	analytics.	The	advantages	in	visibility	and	analytics	throughout	
the	network	allow	LiveNX	 to	 capture	and	analyse	data	 from	multiple	data	 sources,	 such	as	
flow,	packet,	SNMP	and	API.	This	is	achievable	in	any	multi-domain,	multi-vendor,	and	multi-
cloud	 network	 architecture	 to	 analyse	 and	 present	 insights	 so	 as	 to	 optimise	 the	 design,	
policy	verification,	and	operations	across	enterprise	next-generation	networks		to	deliver	peak	
performance	for	optimal	customer	experience.

LiveNX	 is	 the	 product	 that	 solves	 the	 most	 challenging	 problems,	 such	 as	 network	
change,	upgrading	tools,	and	security	issues.	It	handles	such	situations	through	performance	
monitoring,	 which	 includes	 real-time	monitoring	 and	 alarms,	 operational	 visibility	 through	
NOC	workflows,	and	ServiceNow.	Next,	by	analysing	the	situation	using	SD-WAN	performance	
and	 capacity	planning.	 	 The	 inspection	 is	done	 through	diagnostic	and	voice,	 video	and	UC	
troubleshooting	 	 (Skype	 for	business,	Webex	and	VOIP).	 Finally,	by	 controlling	 the	 situation	

Mark Kirwan
Head	of	Sales,	EMEA

Savvius

Network Performance Monitoring (NPM) is critical 
across wired, wireless and unified communications oper-

ation in today’s converging IT ecosystem.
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through	QoS	monitoring	and	configuration	particularly	on	the	end	user’s	experience,	the	Cloud	
and	Saas	Troubleshooting	to	look	into	the	application’s	response	time.

 
LiveAction	is	a	provider	of	IT	network	management,	visualisation,	and	analytics	software	

has	purchased	Savvius	,	which	is	the	leading	provider	for	packet-capture	and	analytics	appliances,	
as	 well	 as	 forensics	 software	 solutions.	 The	 acquisition	 enables	 LiveAction	 to	 combine	 its	
software	 for	 network	 performance	 monitoring	 LiveNX	 with	 Savvius’	 packet	 monitoring	
technology	Omnipeek	(network	performance	diagnostic)	and	Monipliance	to	deliver	both	in	a	
single	product.	In	WANs	and	the	network	edge,	Omnipliances	can	illuminate	the	corners	of	the	
network	with	traffic-based	flow	data	as	listed	below:

i.	 Omnipliance	Ultra	is	the	ultimate	one-box	network	traffic	monitoring	and	investigation	
solution.

ii.	 Omnicompliance	Micro	is	the	full	Savvius	stack	in	a	one	TB	box	for	distributed	offices	or	
the	network	edge

iii.	 Omnipliance	Virtual	is	the	full	Savvius	stack	for	use	in	virtual	environments
iv.	 Omnipeek	is	a	premier	commercial	diagnostics/forensics	software

Finally,	 the	 speaker	 shared	 that	 LiveAction	Technology	 in	2019	will	 consist	 of	 a	 single	
pane	of	glass,	tool	consolidation,	and	a	consistent	look	and	feel,	which	could	be	accessed	via	
tabs	on	LiveNX	or	LiveSP.	All	products	will	be	connected	via	a	single	sign-on	and	delivered	in	
common	distribution.	It	will	also	provide	multiple	views,	such	as	the	global	view,	system	view,	
branch	view,	device	view,	and	packet	view.	
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3.7.6  International Keynote Presentation: Estonian Experience in the Digital   
Transformation of Government Services

	 Today,	Estonia’s	public	sector	has	a	complicated	overview	of	the	services	that	
the	state	offers.	End-users	tend	to	spend	a	considerable	amount	of	time	and	money	to	
find	out	who,	where,	and	how	certain	services	are	offered.	Therefore,	service	owners	
are	responsible	for	ensuring	that	their	services	are	convenient	and	accessible.		Estonia’s	
Public	Service	Portfolio	has	more	than	1500	public	services.	

	 The	speaker	described	how	Estonia	as	a	modest	country	with	a	population	of	
1.3	million	and	7%	of	Gross	Domestic	Product	(GDP)	has	extended	its	ICT	sector	beyond	
borders.	With	the	busiest	highway	exchange	on	e-Estonia,	X-Road	offers	about	99%	of	
state	services	online,	thereby	providing	over	2000	services	and	connecting	more	than	
900	organisations	and	databases	via	more	than	500	million	transactions	per	year.

	 E-Estonia	is	responsible	for	providing	data	usage	control	and	holistic	data	view	
by	using	the	smartest	digital	solutions.	The	data	view	comprises	of	education,	health	
insurance,	driver’s	licence	category	and	validity,	information	on	companies,	and	the	real	
state.		Besides	this,	everyone	can	check	the	use	of	their	personal	data	on	the	databases	
listed	by	making	enquiries	on	whom	and	what	kind	of	personal	data	has	been	shared.	
Moreover,	one	of	 the	best	services	offered	 is	 the	 income	tax	declaration	 for	citizens	
that	can	be	done	by	‘one-click,	which	allows	them	to	access	their	income	and	deduction	
data	from	the	Tax	and	Customs	Board.

	 In	 the	 Ministry	 of	 Economic	 Affairs	 and	 Communications,	 two	 departments	
are	 tasked	with	performing	specific	cross-institutional	 tasks,	namely	 the	 Information	
Systems	and	Infrastructure	(RISO)	and	the	Information	Society	Services	Development	
(ITAO)	 departments.	 They	 are	 involved	 in	 ICT	 investments,	 regulations,	 frameworks	
and	service	catalogue	for	the	state.	By	using	the	business	case-based	approach	in	11	
ministries,	the	number	of	projects	has	dramatically	decreased	from	300	to	48	with	the	
total	cost	of	107	MEUR	to	13	MEUR	since	2014.		

Janek Rozov
Chief	Digital	Officer	&	Government	Deputy

Chief	Information	Officer
Ministry	of	Economic	Affairs	and	Communications

Estonia

Catalogue is meant for clients to 
find services what they are looking 

for.
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	 Estonian	 also	 provides	 a	 simple	 web-based	 public	 service	 catalogue	 that	
generates	an	overview	of	the	public	services.	Public	service	is	a	direct	contact	between	
some	public	sector	institutions	and	its	clients,	business	or	NGO	.	The	catalogue	is	meant	
for	the	clients	to	find	the	services	that	they	are	looking	for	and	remind	the	public	sector	
as	to	whom	they	are	working	for.	The	service	catalogue	is	filled	 in	by	each	authority	
and	every	service	owner	is	responsible	for	having	up-to-date	service	information	in	the	
catalogue.	

The	 speaker	 concluded	 by	 sharing	 the	 best	 secret	 weapons	 towards	 Estonia’s	
digitalisation:
i.	 Centralise	ICT	investments	
ii.	 Business	case-based	approach
iii.	 Cross-institutional	coordination

3.7.7    Technology Case Study: Data Centre of the Future

 

	 The	 speaker	mentioned	 that	 currently,	everyone	was	 living	 in	an	age	of	data	
deluge.		Data	is	coming	from	many	different	sources.		It	is	not	possible	for	humans	to	
process	this	much	data	manually,	whereby	traditional	analytics	tools	are	not	well	suited	
to	capture	the	full	value	of	big	data.		The	volume	of	data	is	too	large	for	comprehensive	
analysis,	and	the	range	of	potential	correlations	and	relationships	between	disparate	
data	sources	—	from	back	end	customer	databases	to	live	web-based	clickstreams	—are	
too	great	for	any	analyst	to	test	all	hypotheses	and	derive	all	values	buried	in	the	data.		
As	an	example:	basic	analytical	methods	used	in	business	intelligence	and	enterprise	
reporting	 tools	 include	 reporting	 sums,	 counts,	 simple	 averages,	 and	 running	 SQL	
queries.	Meanwhile,	online	analytical	processing	is	merely	a	systematised	extension	of	
these	basic	analytics	that	still	relies	on	the	human	direction.	

	 The	 speaker	 presented	 that	 big	 data	 are	 required	 in	Machine	 Learning	 (ML)	
and	Artificial	Intelligence	(AI)	to	exploit	the	hidden	opportunities.	It	is	delivered	via	the	
promise	of	extracting	value	from	big	and	disparate	data	sources	with	far	less	reliance	
on	the	human	direction.	ML	is	data-driven	and	runs	at	a	machine	scale,	which	is	well-

Andrew Kernebone
Regional	SE	Director
Extreme	Networks

Machine learning is data-driven and 
runs at machine scale, which is well 
suited to the complexity of dealing 

with disparate data sources and 
the huge variety of variables and 

amounts of data involved.

79

P U B L I C  S E C T O R  C I O  C O N V E X



suited	for	the	complexity	of	dealing	with	disparate	data	sources	and	the	huge	variety	
of	variables	and	amount	of	data	involved.	According	to	the	speaker,	unlike	traditional	
analysis,	machine	 learning	 thrives	 on	 growing	datasets.	 The	more	data	 is	 fed	 into	 a	
machine	learning	system,	the	more	it	can	learn	and	apply	the	results	to	higher	quality	
insights.	 Freed	 from	 the	 limitations	 of	 human-scale	 thinking	 and	 analysis,	 machine	
learning	is	able	to	discover	and	display	the	patterns	buried	in	the	data	such	as:

i.	 Provides	a	better	end-user	experience	and	help	with	their	own	day-to-day	tasks
ii.	 Give	predictive	analysis	on	what,	why	and	when
iii.	 Provides	 systems	 with	 the	 ability	 to	 automatically	 learn	 and	 improve	 from	

experience	without	being	explicitly	programmed.

	 AI	is	the	study	of	agents	that	perceive	the	world	around	them,	form	plans	and	
make	 decisions	 to	 achieve	 their	 goals.	 Its	 foundations	 include	 mathematics,	 logic,	
philosophy,	probability,	linguistics,	neuroscience,	and	decision	theory.		Many	fields	fall	
under	 the	 umbrella	 of	 AI,	 such	 as	 computer	 vision,	 robotics,	machine	 learning,	 and	
natural	language	processing.

	 Machine	learning	is	an	application	of	AI	that	provides	systems	with	the	ability	to	
automatically	learn	and	improve	from	experience	without	being	explicitly	programmed.	
Its	goal	is	to	enable	computers	to	learn	on	their	own.		A	machine’s	learning	algorithm	
enables	identification	of	patterns	in	the	observed	data,	building	of	models	that	explain	
the	 world	 and	 predicting	 things	 without	 having	 explicit	 pre-programmed	 rules	 and	
models.		The	capability	of	ML/AI	offered	by	Extream	includes	anomaly	detection	and	
prevention,	network	service	dependency,	performance	optimisation,	capacity	planning,	
traffic	engineering,	fault	prediction,	automate	repetitive	tasks,	troubleshooting,	and	RF	
optimisation.

At	the	end	of	the	presentation,	the	speaker	gave	three	examples	of	cases	in	manipulating	
ML	and	AI:

i.	 Behaviour-based	Anomaly	Detection
ii.	 Network	Service	Dependency
iii.	 Active	Path	Analytics
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3.7.8 International Keynote Presentation: Digitalisation in Finance and the Road to a 
Cashless Society – A Finnish Experience

 

The	speaker	started	the	presentation	by	explaining	the	nature	of	the	Digitalisation	
i-Finance	movement	in	Finland.	Digitalisation	refers	to	the	widespread	economic	and	social	
transformation	made	possible	by	the	development	of	 information	and	communication	
technology.		It	is	not	just	about	putting	things	into	a	computer;	specifically,	digitalisation	
in	finance	refers	to	the	widespread	usage	of	ICT	so	that	it	changes	how	we	buy,	consume,	
and	produce	products	and	services.	

The	speaker	claimed	that	the	biggest	impact	from	new	technologies	often	comes	
not	from	the	technology	itself,	but	because	of	their	ability	to	reorganise	production	in	a	
completely	new	way.	 	Productivity	growth	is	driven	by	technological	development	and	
takes	time	to	occur.	As	an	example,	it	had	taken	a	century	for	the	innovation	of	steam	
power	 to	 reach	 its	 peak,	 while	 electricity	 and	 the	 combustion	 engine	 similarly	 took	
several	decades.	

In	Finland,	the	impact	of	new	technology	growth	and	the	price	index	of	ICT	devices	
decreased	constantly.	As	a	result,	ICT	devices	and	connections	have	become	commonplace	
in	 each	 household,	 thus	 producing	 a	 correlation	 to	 the	 digitalisation	 in	 finance	 and	
cashless	society	in	Finland.	 	Electronic	payment	methods	such	as	card	payment,	direct	
debit,	credit,	and	other	cashless	methods	have	been	growing	for	the	last	15	years	in	the	
EU	(from	year	2000	to	2015).	Despite	this	trend,	the	speaker	is	confident	that	cash	will	
not	disappear	completely	–	quoting	Kenneth	Rogoff,	“instead	of	a	cashless	society,	we	
will	see	a	“less-cash	society”.

The	regulation	needs	to	be	revised	or	else	it	can	accelerate	disruption.	The	same	
principles	 have	 now	 been	 applied	 with	 Payment	 Service	 Directive	 2	 (PSD2),	 which	 is	
bringing	more	competition	into	the	card	payment	industry	whereby	debit	card	payments	
is	facing	the	greatest	risk	of	disruption.		PSD2	enables	bank	customers,	both	consumers	
and	businesses,	to	use	third-party	providers	to	manage	their	finances.	In	the	near	future,	

Aleksi Grym
Head	of	Digitalization

Bank	of	Finland

Digitalisation is not just about 
putting things onto a computer but 
specifically digitalisation in finance 
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you	may	be	using	Facebook	or	Google	to	pay	your	bills,	making	P2P		transfers	and	analysing	
your	spending	habits,	while	still	having	your	money	safely	placed	in	your	current	bank.	

The	speaker	ended	the	presentation	by	concluding	that:

i.	 Payments	are	becoming	increasingly	digital	but	cash	is	by	no	means	disappearing
ii.	 Instant	payments	enable	cheap	and	quick	credit	transfers	in	Europe
iii.	 Cybersecurity,	consumer	protection,	financial	inclusion,	and	financial	literacy	will	be	

the	main	challenges.
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The	moderator	 started	 the	 session	 by	 introducing	 some	 retrospective	 incidents	
involving	blockchain	and	data.		He	added	that	the	human	race	tend	to	overcomplicate	
tasks	and	that	we	failed	to	simplify	things.		He	also	acknowledged	that	over	billions	of	
information	that	we	receive,	blockchain	has	helped	to	detect	the	right	information	that	
we	need	which	leads	to	AI.		The	session	was	debated	strongly	on	whether	AI	is	a	boon	or	
doom	for	the	human	race.	

3.7.9 Debate	Session:	Future	of	Al:	Boon	or	Doom

Glenn Ashe
Former	GCIO

Attorney-General’s	Department

Dr Omar Hatamleh
Chief	Innovation	Officer
Engineering	NASA	JSC

National	Aeronautics	&	Space	Administration
Executive	Director
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International	Space	Universit

Chris Buxton
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Klaus Felsche
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The	moderator	 started	 the	 session	 by	 introducing	 some	 retrospective	 incidents	
involving	 blockchain	 and	 data.	 	 He	
added	 that	 the	 human	 race	 had	 the	
tendency	 to	 overcomplicate	 tasks	
and	 failed	 to	 simplify	 things.	 He	 also	
acknowledged	 that	 over	 much	 of	 the	
information	 humans	 have	 received,	
blockchain	 helped	 to	 detect	 the	 right	
information	that	we	need,	thus	leading	
to	AI.		The	session	was	debated	strongly	
on	whether	AI	is	a	boon	or	doom	for	the	
human	race.

Proposition:

Artificial	 Intelligence	 (AI)	 is	 transmuting	 the	 landscape	 of	 almost	 everything	
connected	to	the	human	race,	such	as	employment,	economy,	communication,	warfare,	
privacy,	security,	ethics,	healthcare,	and	more.	However,	we	have	yet	to	see	its	evolution	
in	the	 long	run,	whether	 it	 is	 leading	humanity	towards	making	this	planet	a	boom	to	
live	 in	or	 a	place	 that	 is	 doomed.	As	AI	 development	 is	 speeding	up,	more	 robots	 or	
autonomous	 systems	 are	 being	 produced	 to	 replace	 human	 labour.	 However,	 there	
are	certain	advantages	of	having	AI	as	it	helps	to	do	things	in	parallel,	thus	saving	time.	
Secondly,	 AI	 needs	 data	 and	 information	 to	 run	 the	 tasks	 that	 are	 traditionally	 done	
by	humans.	The	speaker	strongly	believes	that	AI	will	be	embedded	 in	our	daily	 lives,	
whether	now	or	in	the	future,	and	it	will	be	there	in	every	single	thing	that	we	do.	This	
is	due	 to	 it	being	merely	an	augmented	physical	 artificial	output	 that	 can	ease	man’s	
burden;	with	the	growth	and	maturity	of	AI,	humans	can	start	to	focus	on	creativity	and	
innovation.

Opposition

On	the	flip	side,	the	argument	began	as	to	whether	AI	could	possess	interpersonal	
skills	 and	 emotions.	 The	 opposition	 team	 argued	 that	 AI	 could	monitor	 and	 perform	
simple	processes	with	simple	rules	with	no	emotions.		They	stressed	that	the	human	race	
could	never	be	replaced	by	AI	due	to	factors	as	such.	It	seems	that	we	are	standing	at	the	
point	of	time	where	it	is	really	difficult	to	foresee	the	future	of	humanity	in	the	context	
of	Artificial	Intelligence.		We	always	embrace	new	technologies	that	seem	to	be	changing	
our	way	of	 living.	However,	 the	 important	 fact	here	 is	 that	 the	kind	of	change	we	are	
embracing	must	 bring	 positive	outcomes	 for	 the	welfare	 of	 society	 and	 eventually	 of	
humanity.		In	another	argument,	the	technology	that	is	evolving	every	day	can	seemingly	
go	wrong	and	it	should	be	seen	merely	as	a	tool	in	augmenting	the	process	and	giving	
comfort	to	disability,	but	not	to	replace	what	a	human	can	uniquely	do.	

Future	of	AI:	Boon	or	Doom?
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Question: Can	AI	be	substituted	to	do	difficult	tasks	that	humans	used	to	do?

Answer:	It	is	imperative	to	note	that	AI	functions	differently	than	others		and	it	is	
vital	 to	distinguish	 the	 reason	behind	each	creation;	 it	depends	highly	on	 the	creator.	
Creation	of	AI	is	definitely	to	lessen	the	burden	of	doing	difficult	tasks	and	people	will	
be	 doing	 lesser	 difficult	 tasks.	 	 For	 example,	 Google,	 Amazon,	Microsoft,	 Apple	 have	
produced	different	AI	depending	on	their	core	functions	and	obviously	and	surely,	there	
will	be	lesser	people	doing	such	difficult	tasks.

Question: Does	every	government	want	to	use	AI	in	their	daily	processes?

Answer:	There	is	a	certain	nervousness	in	using	and	applying	AI	within	the	public	
sector	and	penetration	of	AI	happens	at	 the	beginning	of	 the	process.	 	 	 For	example,	
Australia	applies	AI	 in	visa	processing	and	application,	which	has	been	started	using	a	
very	small	segment	of	processes	and	will	eventually	grow.	Imperatively,	the	government	
should	evaluate	the	work	that	people	do	taking	manual	filing	and	decision-making	as	the	
starting	points.	In	short,	AI	is	shaped	based	on	the	influence	of	negative	past	life,	whereas	
it	can	also	be	a	flapping	issue	on	the	government’s	perspective	as	we	do	not	know	how	big	
the	issue	is.	However,	we	believe	that	will	be	the	future	of	the	upcoming	generation.		The	
government	should	anticipate	these	challenges	as	AI	takes	their	transition	into	society.	
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4.0     PSCC 2018 Exhibitors

The	Digital	 Carnival	 and	 Exhibition	 aims	 to	 provide	 exposure	 to	 CIOs	 and	 conference	
participants	 on	 the	 latest	 ICT	 technologies,	 products	 and	 applications	with	 exhibitors	 from	
government	agencies,	local	companies	and	international	companies.	

A	total	of	10	public	agencies,	 including	MAMPU	and	34	 ICT	companies	participated	 in	
the	exhibition,	which	featured	products	ranging	from	digital	services,	data	storage,	networks,	
clouds,	ICT	solutions,	cyber	security,	digital	identity	and	many	others.

The	exhibition	was	also	opened	to	all	civil	servants	from	the	federal	government	agencies,	
state	 governments,	 local	 authorities	 and	open	 source	 community,	 as	well	 as	 students	 from	
tertiary	institutions	within	Putrajaya,	Cyberjaya	and	Nilai.	

Details	of	the	government	agencies	and	ICT	companies	that	participated	in	the	exhibition	
are	as	in	Table	1	and	Table	2.

Table	1:	CIO	Convex	2018	Exhibitors	from	Public	Sector

No. Public Agencies Product

1 MAMPU OSDEC,	 MyGovUC,	 DRSA,	 PDSA,	 GOSG,	 MyGDX,	
MyGovEA	and	GovSecured	Cloud

2 OSDeC OSDeC

3 Kementerian	Kesihatan	
Malaysia	(KKM) myHEALTH

4
Kementerian	Komunikasi	
and	Multimedia	(KKMM)	&	
MDEC

Digital	Procurement

5 Kementerian	Pendidikan	
Malaysia 1BestariNet
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No. Public Agencies Product

6 Jabatan	Perkhidmatan	
Awam

i. Pengurusan	Meja	Bantuan	(SPMB)	
ii. myHRMIS	Mobil

iii. Digital	 Government	 Competency	 and	
Capability	Readiness	(DGCCR)

7 MaGIC
i. KATSANA	Holdings	Sdn	Bhd	-	DriveMark

ii. Madcat	World	Sdn	Bhd	–	Zoogleland
iii. Map2U	Sdn	Bhd	-	LG	SmartMap

8 MyNEF Digital	 Marketing	 /	 Lean	 Startup	 Machine	 /	 Rice	
Bowl	Startup	Awards	/	10th	Street	Tech	Summit

9 TM	One Sistem	Pendidikan
10 MyNIC GO2	Solution	/	Kreatif	Market

Table	2:	CIO	Convex	2018	Exhibitors	from	Private	Sector

No. Company Product

11 Dell	EMC Data	Storage
12 Seagate Data	storage	solutions

13 Forcepoint	 Cybersecurity	-	Critical	Data	and	Intellectual	
Property

14 Colossus Global	leading	expert	in	digital	identity	exposure,	
verification,	and	profiling

15 HID	Global Innovative	products,	services,	solutions	of	secure	
identities

16 Raffcomm	Technologies	Sdn	
Bhd

Provide	a	Public	Key	Infrastructure	(PKI)	and	IT	
platform	services

17 Genaxis Provide	business	solutions	based	on	attributes	of	a	
winning	organisation

18 Innovation	Associates	
Consulting

Provide	business	solutions	based	on	attributes	of	a	
winning	organisation

19 Tenable™,	Inc. Solutions	to	help	organisations	understand,	reduce	
and	mitigate	their	cyber	risk

20 OutSystems	 Platform	for	low-code	rapid	application	
development

21 Logitech Products	that	bring	people	together	through	
music,	gaming,	video	and	computing

22 Crest	Infosolutions IT	Solutions	and	Services
23 Mesiniaga End-to-end	IT	solutions	and	services
24 Aidan	Technologies Deliver	efficient	digital	services

25 Datacom Provides	infrastructure	management	and	IT	
project	services
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No. Company Product

26 Red	Hat
Provider	of	open	source	solutions	on	cloud,	
virtualisation,	storage,	Linux,	mobile	and	
middleware	technologies

27 Extreme	Networks,	Inc Software-driven	solutions	from	the	enterprise	
edge	to	the	cloud

28 Oracle	 Enterprise	cloud	computing

29 TechData-Gigamon
Solutions	in	physical,	virtual	and	public	cloud	
environments	with	real-time	network	visibility	and	
intelligence

30 Cloud	Vision	 Storage,	networking,	network	security,	
virtualisation	and	data	centre	infrastructure

31 Huawei Global	ICT	solutions	and	data	centre	technology

32 Keysight	Technologies
Provide	solution	in	electronic	design,	test,	
manufacture,	and	optimisation	in	networks	and	
cloud	environments

33 Savvius
Software	and	appliance	products	for	network	
forensics	and	for	network	and	application	visibility	
and	performance	diagnostics

34 Kaspersky	Lab Security	solutions	and	services
35 FireEye Innovative	security	technologies	and	consultation

36 Exclusive	Networks Cybersecurity,	networking	and	infrastructure	
technologies

37 Fortinet Cyber	security	solutions
38 Hikvision Security	products	and	solutions	provider
39 Trans	Niaga Network	and	Security
40 Ofisgate	 Network	and	Security
41 Gigamon Network	and	Security
42 CISCO Integrated	solutions	for	networking
43 Astiostech	 IP	telephony	and	Network	Monitoring	solutions
44 Prestariang ICT	software	and	training	service
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5.0    MAMPU Hackathon Award

MAMPU	 has	 organised	 the	 Hackathon	 programme,	 which	 is	 an	 annual	 application	
development	competition	since	2015.	This	programme	acts	as	a	platform	to	develop	innovative	
applications	from	open	data	sets	that	benefit	the	citizens.	 It	 is	also	a	strategic	collaboration	
between	the	private	sector,	academic	sector	and	communities.

For	the	first	time	in	three	years,	the	participants	were	given	flexibility	to	develop	their	
applications	 remotely	without	 being	 physically	 present	 at	 the	 event	 venue.	 The	Open	Data	
Hackathon	2018	was	held	for	168	hours	from	18	to	24	September	2018	and	divided	into	three	
(3)	categories,	namely	public	sector,	university,	industry	and	secondary	schools	by	individuals	
or	groups.	Participation	was	open	to	all	Malaysians	and	no	fee	was	charged.	

The	Hackathon	2018	mobile	application	was	run	for	24	hours	and	was	opened	only	to	
civil	 servants.	 It	was	held	 from	11	to	13	September	at	the	Malaysian	Global	 Innovation	and	
Creativity	Centre	(MaGIC),	Cyberjaya,	Selangor.

The	award	giving	ceremony	to	the	winners	of	the	Open	Data	Hackathon	2018	and	Mobile	
Application	Hackathon	2018	was	held	during	the	Public	Sector	CIO	CONVEX	2018.	The	list	of		
winners	is	as	follows:

TABLE 3: WINNERS FOR OPEN DATA HACKATHON AWARD

No. Agency Groups Application Description Members

Category:	Public	Sector

1 MAMPU Mentadak	
Bandar

Mylestari A	web	application	that	
helps	to	identify	Malaysian	
state’s	sustainability.	
The	assessment	
method	is	based	on	the	
MURNInets	Framework	
2.0	measurement	which	
consists	of	six	dimensions	
(competitive	economy,	
sustainable	environment	
quality,	prosperous	
community,	optimum	land	
use	and	natural	resources,	
efficient	infrastructure	and	
transportation,	as	well	as	
effective	governance)

Azman	Bin	Mohd	
Farok
Muhammad	Hafiz	Bin	
Hasan
Saifuddin	Bin	Mohd
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No. Agency Groups Application Description Members

2 ANGKASA I.R.D ILKBS@kerjaya Aids	youths	to	make	
career	choice	decisions	
based	on	their	skills.	It	was	
developed	by	using	hybrid	
programming	language	and	
can	be	accessed	in	both	
android	and	iOS

Eddy	Rinaldi	Dulli

3 Kementerian	
Luar	Negeri

Tamkin ez4oku A	web	application	that	
provides	information	
regarding	help,	overseas	
travel,	employment	and	
related	statistical	displays	for	
Disabled	People	(OKU)

Khairul	Hisham	Bin	
Baharin
Zulhusni	Zhafri	Abdul	
Kadir
Mohd	Izanni	Mohd	
Nasoha
Muhammad	Ridhwan	
Zainal

4 SUK	Negeri	
Pulau	Pinang

PeGIS		 DENGGI	Map	
Journal

An	online	journal	of	dengue	
cases	in	Malaysia	that	maps	
the	localities	hotspot	in	
Penang	by	using	geospatial	
technology

Faiezah	binti	
Mahamat
Abdul	Azhar	bin	
Ibrahim

5 Institut	
Penyelidikan	
Keselamatan	
Jalan	Raya	
Malaysia	
(MIROS)

RosHack SayaSelamat A	mobile	application	which	
acts	as	a	virtual	security	
assistant	that	displays	
critical	information,	such	as	
crime	index,	traffic	accident	
statistics,	police	stations,	
fire	stations,	government	
hospitals,	and	various	
disability	data

Muhammad	Ruhaizat	
Bin	Abd	Ghani
Hizal	Hanis	Bin	
Hashim
Siti	Nurhidayah	Binti	
Musa

Category:	University	and	Industry

1 UTMKL	&UKM RT	First I-Queue A	web	application	to	
resolve	the	waiting	issue	at	
government	service	counters	
(such	as	hospitals	and	
government	clinic	service	
counters)	by	using	the	latest	
technology	and	is	more	user-
friendly

Adi	Azlan	Mohd	Ali
Faizura	Haneem	binti	
Mohamed	Ali
Mohamed	Hairul	bin	
Othman
Mohd	Amir	Mohd	Azir
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No. Agency Groups Application Description Members

2 Universiti	Sains	
Malaysia

Terra eKecemasan This	mobile	application	can	
be	used	to	report	accidents	
and	victims’	information	
to	the	nearest	hospital	
detected	by	using	the	Global	
Positioning	System	(GPS).

Phoon	Chun	Kit
Kelvin	Lim	Ching	Wei
Toong	Boon	Chong
Teng	Wei	Ming
Chee	Corey

3 Ohsemcode	
Solutions		&	
Ideal	Nauticare	
Sdn	Bhd

Well	Care	
Concepts	Asia

Well	Care	
Concepts	Asia

Well	Care	Concepts	Asia	web	
application	is	a	one-stop	
centre	for	charity	events,	
volunteers	and	travels’	
information.

Mohd	Ghazali	Ismail
Muhamad	Faris	Bin	
Badarudin

4 Freelancer Senduk	
Lunatech

Oursourcer A	web	application	that	
processes	immigrants’	
job	applications	from	
registration	until	they	
receive	the	permit	to	work	
in	Malaysia.

Abd	Muhammad	
Tasnim
Mohamad	Rais	Bin	
Mohd	Sahri

5 Authentic	
Venture	Sdn	
Bhd

A&M		 Moving	
MAMPU’s	Data	
Online

A	web	application	to	build	
customisable	APIs	for	dataa

Aisya	Aziz

Category:	Secondary	School

1 SMK	Taman	
Tuanku	Jaafar

Cheese	Cake Creona A	mobile	application	with	
multiple	functionalities	such	
as	maps,	weather,	language	
translators	and	mini	games.

Wan	Muhammad	
Najmi	bin	Wan	
Othman
Muhamad	Lukhman	
Hakim	bin	Mohd	
Nizam
Fahmey	Haziqim	bin	
Farizan

2 Kolej	Tunku	
Kurshiah

Frontida Kiddo This	application	is	
convenient	for	parents	and	
guardians	as	it	provides	
information	on	health	
clinics,	child	care	centres	
and	children’s	entertainment	
facilities.

Miza	Nadiah	Maliki
Farah	Erina	Razali
Sarah	Irdina	binti	
Suhairul
Puteri	Alissa	Shahira	
Ahmad	Badli	Shah
Farah	Hannah	Ramli

3 Kolej	Tunku	
Kurshiah

Meraki Krizon A	mobile	application	that	
helps	communities	during	
emergencies

Aisyah	Hasmer	Sham
Nazatul	Amalia	Abu	
Safian
Ismahani	Ismail
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No. Agency Groups Application Description Members

4 The	Malay	
College	Kuala	
Kangsar	(MCKK)

Chipsnut Latrinavigator Aids	disabled	people	(OKU)	
to	navigate	which	is	highly	
useful	during	emergencies	

Muhammad	Aniq	Bin	
Abdul	Rahim
Akmal	Arif	Bin	Mohd	
Khairudin
Ahmad	Farhan	Bin	
Nasrezam
Muhammad	Asyraf	
Bin	Ameran

5 SMK	Taman	
Tuanku	Jaafar

Bunny	Hop Ezjob A	web	application	for	
those	who	are	seeking	
employment	and	employers	
who	are	still	looking	for	
prospective	employees.

Muhammad	Nasrudin	
bin	Azmi
Muhammad	Azri	bin	
Noorzaine
Anis	Sofea	binti	Mohd	
Amir

 
TABLE 4: WINNERS FOR MOBILE APPLICATION HACKATHON AWARD

No. Agency Groups Application Description Members

1 Agensi	
Angkasa	
Negara	
(ANGKASA)

Space	
Inspektor

MyPengasuh The	MyPengasuh	application	was	
developed	to	help	the	government	
identify	the	number	of	registered	
nursery	and	parents	to	identify	more	
reliable	nursery	before	sending	
their	children	to	care.	Through	this	
application,	nursery	can	advertise	
themselves	with	biodata	equipment	
while	parents	can	access	information,	
knowing	the	quality	of	the	caregiver	
service	based	on	experience	and	
“rating”	provided	by	parents	who	have	
sent	their	children	before.	Parents	can	
also	identify	the	number	of	nurseries	
in	certain	locations	through	“virtual	
boundary”	techniques	by	satellite	
navigation.	It	will	also	indirectly	
encourage	babysitters	to	register	their	
services,	thus	allowing	them	to	be	
monitored	by	the	government

Ooi	Wei	Ha

Mohamad	
Hamka	Bin	
Muslim
Ahmad	Ammar	
Bin	Ahmad	
Termizi
Eddy	Rinaldi	
Dulli
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No. Agency Groups Application Description Members

2 Malaysian	
Institute	of	
Road	Safety	
Research	
(MIROS)

ROSHACK SAFETYSPOT The	SAFETYSPOT	application	displays	
and	collects	statistics	and	information	
related	to	road	safety

Hizal	Hanis	Bin	
Hashim
Siti	Nurhidayah	
Binti	Musa
Muhammad	
Ruhaizat	Bin	
Abd	Ghani
Muhammad	
Arif	Bin	Mohd	
Huzairi

3 Kementerian	
Wilayah

De	
RUMAWIP

ezRUMAWIP ezRUMAWIP	is	developed	by	
Kementerian	Wilayah	to	facilitate	
applicants	to	obtain	updated	
information	on	Rumah	Wilayah	
Persekutuan	(RUMAWIP),	such	as	
checking	on	the	latest	list	of	projects,	
eligibility	requirements,	applications	
or	cancellation	of	projects,	application	
status,	and	latest	news.

Rohazita	Binti	
Mohamad	
Yusof
Azizul	Azuan	
Bin	Mohd	
Yusof
Erma	Eiyana	
Binti	Suparman

4 Jabatan	Laut	
Malaysia

marineHack myFerry	Live	
Langkawi

myFerry	Live	Langkawi	displays	real	
time	data	for	Ferry	Schedule	and	
Ferry	Relocation,	Tracking	Position	
current	location	of	Ferry	and	maritime	
information	to	5	million	ferry	
passengers	in	Langkawi

Nasra	Binti	
Zainuddin

Azizul	Halimi	
Bin	Husain
Farid	Bin	
Musleh
Shaira	Binti	
Hashim
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6.0       Recognition and Appreciation

	 The	Public	Sector	CIO	CONVEX	2018	also	had	a	session	to	show	its	appreciation	and	
recognition	 to	 agencies	 for	 supporting	 the	 following	 Government	 initiatives	 and	 projects	
implementation,	:	

i.	 Kumpulan	Wang	Amanah	Pembangunan	Projek	ICT	Sektor	Awam	(KWAICT);	and
ii.	 Portal	MyGovernment		(GOS	Gateway)

	 The	list	of	ministries	and	agencies	which	received	the	appreciation	awards	are	as	shown	
in	Table	5:

TABLE 5: Kumpulan	Wang	Amanah	Pembangunan	Projek	ICT	Sektor	Awam	(KWAICT)

No. Agency  ICT Project

1 Institut	Tadbiran	Awam	Negara	
(INTAN),	JPA

Sistem	intelligent-DPA	(i-DPA)

2 Kementerian	Luar	Negeri Sistem	Malaysian Technical Cooperation 
Programme – Course Management System 
(MTCP-COMS)

TABLE 6: Portal	MyGovernment		(GOS	Gateway)

No. Agency Service

1 Ministry	 of	 Domestic	 Trade	 and	
Consumer	Affairs	(KPDNHEP)

New	 Application	 for	 Notice	 of	 Sale/
Cheap	Sale	Notice	

2 Department	 of	 Wildlife	 and	 National	
Parks	Peninsular	Malaysia	(PERHILITAN)

i. New	 Application	 for	 Lesen	
Peniaga	/	Taksidermi	

ii. Application	 for	 the	 Renewal	 of	
Lesen	Peniaga	/	Taksidermi

3 Department	of	Fisheries	Malaysia i. New	Application	 for	Fisherman	
Registration	Card			

ii. Renewal	License	for	Vessel	and	
Fishing	Equipment			

iii. Renewal	 of	 Fisherman	
Registration	Card
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No. Agency Service

4 Ministry	of	Education	Malaysia	(MOE) Search	 For	 Educational	 Institutions	 in	
Malaysia

5 Royal	Malaysian	Police i. Police	Report	Status	Inquiry		

ii. PDRM	 Traffic	 Summons	 Status	
Inquiry

iii. PDRM	 Recruitment	 Status	
Inquiry

6 Land	Public	Transport	Agency Journey	Planner

7 National	Registration	Department Application	For	MyKad	Replacement
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7.0      Closing of PSCC 2018

The	 closing	 ceremony	 of	 PSCC	 2018	was	 officiated	
by	 YBhg.	 Dato’	 Dr.	 Mazlan	 bin	 Yusoff,	 the	 
Director-General	 of	 the	 Malaysian	 Administrative	
Modernisation	 andManagement	 Planning	 Unit	
(MAMPU).			

The	full	text	of	the	closing	speech	is	in	Appendix	9.2.

8.0       Lessons Learnt And Way Forward

i)	 The	main	responsibility	of	CIOs	is	to	manage	digital	transformation	to	meet	the	
expectations	of	the	citizens	in	interacting	with	the	government.	CIOs	must	align	
business	 objectives	 with	 IT	 objectives	 and	 prioritise	 government’s	 investment	
in	 technologies.	 It	 is	 important	 for	 CIOs	 to	 be	 able	 to	 analyse	 the	 benefits	 of	
information	and	computer	technologies	and	decide	on	the	necessary	investments	
in	reforming	the	public	services

ii)	 The	CIOs	must	support	the	digital	government’s	aspirations.	Full	commitment	from	
CIOs	in	ministries	and	agencies	are	required	to	ensure	smooth	implementation	of	
specific	action	plans	prepared	by	MAMPU	to	achieve	the	targeted	top	15	in	year	
2020	for	the	subcategory	of	Online	Services	Index	(OSI)

iii)	 The	government	must	adopt	and	adapt	the	latest	technologies,	leveraging	on	the	
offerings	of	the	Fourth	Industrial	Revolution	(IR	4.0),	such	as	artificial	intelligence	
(AI),	data	analytics,	cyber	security,	cloud	computing	and	blockchain	technology

iv)	 The	paradigm	in	IT	is	currently	shifting	towards	disruptive	technologies	and	AI.	It	
is	an	opportunity	for	the	government	to	change	from	fact-driven	decision-making	
to	predictive	decision-making	based	on	analytics	and	trends;

v)	 The	 government	 should	 consider	 emulating	 best	 practices	 from	 Estonia	 and	
South	Korea,	such	as	Digital	ID,	i-Voting,	by	using	blockchain	technologies	across	
multiple	areas	of	government	services	and	good	IT	governance	for	e-Government	
with	localisation	to	our	needs,	approaches,	culture	and	criteria;

vi)	 The	Government	needs	to	seize	the	opportunities	of	digitalisation	to	close	the	gap	
between	Technology	4.0	and	Policy	1.0.	MAMPU	as	the	central	agency	entrusted	
to	spearhead	the	modernisation	of	administration	and	transformation	of	public	
service	delivery	should	help	to	pave	the	way	and	provide	the	necessary	support	
for	agencies	to	embrace	digitalisation	reform;
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vii)	 MAMPU	needs	 to	explore	on	how	public	 sector	agencies	can	utilise	blockchain	
technology	 to	 improve	 transparency,	 integrity	 and	 accountability.	 For	 a	 start,	
MAMPU,	together	with	the	Ministry	of	 International	Trade	and	 Industry	 (MITI),	
needs	to	look	into	methods	by	which	blockchain	technology	can	help	to	improve	
our	Foreign	Direct	Investment	(FDI)	approvals;	and

viii)	 The	Government	Service	Delivery	Digitalisation	Blueprint	 (2017-2020)	prepared	
by	MAMPU	must	be	brought	to	the	Cabinet	for	endorsement	to	establish	proper	
digital	governance	structure	and	monitoring	mechanism	at	the	national	level.

9.0 Conclusion

	 The	CIO	Convex	2018	was	
beneficial	 to	 the	 public	 sector’s	
CIOs.	 	 It	 was	 a	 good	 platform	 for	
CIOs	to	engage	with	the	experts	and	
interact	with	each	other	to	exchange	
experiences	 and	 thoughts.	 This	 is	
important	 as	 they	need	 to	manage	
their	 changing	 roles	 in	 reforming	
digital	 public	 services	 that	 satisfy	
the	dynamic	demands	of	the	citizens	
in	interacting	with	the	government.

	 The	 theme	 for	 the	 conference	 this	 year,	 which	 is	 Next-Gen	 Government:	
Embracing	 Innovation	 and	 Disruption,	 is	 a	 testament	 that	 public	 sector’s	 CIOs	 should	
prepare	to	be	the	anchor	of	digital	government	initiatives.	The	‘digital	generation’	era	is	an	
exciting	time	to	fully	utilise	technological	advancement	in	solving	problems	and	reaching	
out	to	citizens	with	ease.	Hence,	it	is	imperative	for	public	sector’s	CIOs	to	‘Think	beyond	
reality’.
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10.0 List of Appendices

	 10.1				Opening	Speech	by	the	Chief	Secretary	to	the	Government	of	Malaysia

OPENING SPEECH
CHIEF SECRETARY TO THE GOVERNMENT OF MALAYSIA

YBHG. DATUK SERI DR. ISMAIL BIN HAJI BAKAR

With	the	Theme	of

“NEXT-GEN GOVERNMENT: EMBRACING INNOVATION AND DISRUPTION”

13 – 14 NOVEMBER 2018
TABUNG HAJI CONVENTION CENTRE, KLIA, SEPANG, SELANGOR

Assalamualaikum	Warahmatullahi	Wabarakatuh	and	a	very	good	morning.

Secretary-General	of	Treasury,	Datuk	Ahmad	Badri	bin	Mohd	Zahir,

Director-General	of	 the	Malaysian	Administrative	Modernisation	and	Management	Planning	
Unit	(MAMPU),	Dato’	Dr.	Mazlan	Yusoff,

State	Secretaries,	Secretary-Generals	and	Heads	of	Departments,	

Distinguished	speakers,	honoured	guests,	ladies	and	gentlemen.

OPENING REMARKS

1.	 Alhamdulillah,	setinggi-tinggi	kesyukuran	ke	hadrat	Allahu	Rabbul	Jalil,	yang	telah	memberi	
keizinan-Nya	untuk	kita	bersama-sama	dalam	Majlis Public Sector CIO Convex 2018	pada	
pagi	yang	penuh	berbahagia	ini.	

2.	 Saya	 mengucapkan	 syabas	 dan	 terima	 kasih	 kepada	 Unit	 Pemodenan	 Tadbiran	 dan	
Perancangan	Pengurusan	Malaysia	(MAMPU),	Jabatan	Perdana	Menteri,	selaku	penganjur	
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majlis.	Saya	difahamkan	bahawa	majlis	pagi	ini	menghimpunkan	para	CIO	perkhidmatan	
awam	seluruh	negara,	serta	pakar	ICT	dalam	dan	luar	negara	mengikut	bidang	.

NEXT-GEN GOVERNMENT: EMBRACING INNOVATION AND DISRUPTION

Ladies	and	gentlemen,

3.	 This	annual	convention	which	is	organised	for	the	third	time	is	a	platform	for	us	to	share	our	
knowledge	and	experience,	on	top	of	to	expose	ourselves	with	the	latest	ICT	technology	
trends	and	government	digital	 initiatives.	 I	hope	that	 this	year’s	convention	will	 trigger	
more	innovative	thoughts	that	will	take	us	ahead	with	higher	speed.	

4.	 “Next-Gen Government: Embracing Innovation and Disruption”	was	chosen	as	this	year’s	
theme,	and	is	definitely	the	right	choice	to	reflect	the	government’s	strategies	to	thrive	
in	the	fourth	wave	of	industrial	revolution.	Nowadays,	the	fast-moving	digital	revolution	
does	not	only	create	the	new	challenges	for	the	government	but	also	brings	opportunities	
in	transforming	operations	and	the	way	we	work.

GLOBAL MEGA TRENDS AND FOURTH INDUSTRIAL REVOLUTION

Ladies	and	gentlemen,

5.	 “The most dangerous course of action is standing still in a time of rapid change”.	This	is	
a	good	reminder	for	all	of	us	to	be	open	always	and	keep	ourselves	abreast	with	the	new	
technology,	especially	in	current	complex	political	and	economic	settings.

6.	 In	the	corporate	world,	companies	like	Nokia, Kodak, Compaq, Toys “R” Us and Motorola 
are	testimonials	of	failure	to	assimilate	to	rapid	disruptive	changes	and	inability	to	explore	
innovation	opportunities.	Instead,	the	digital-platform	companies	like	Uber, Airbnb, eBay, 
Alibaba, Netflix and Facebook	 have	 now	 seen	 the	 opportunity	 have	 become	 the	 new	
major	business	tycoons.		

7.	 In	accordance	to	that,	bold	reforms	that	respond	to	the	people’s	mandate	are	imperative	
to	achieve	our	vision	in	becoming	a	developed	and	inclusive	nation.	In	this	regard,	YAB 
Prime Minister, Tun Dr. Mahathir bin Mohamad	has	presented	the	revised	socioeconomic	
targets	for	2018-2020	as	outlined	in	the	mid-term	review	(MTR)	of	the	11th	Malaysia	Plan,	
New	Priorities	and	Emphases.

8.	 The	 MTR	 has	 considered	 the	 aspirations	 of	 the	 new	 Government,	 current	 economic	
challenges	 and	 global	 trends.	 Efforts	 will	 focus	 in	 stimulating	 economic	 growth,	 while	
ensuring	 greater	 benefits	 for	 all	 society	 segments.	 The	MTR	encompasses	 six	 pillars	 in	
providing	a	new	development	focus	with	19	priority	areas	and	66	strategies	to	align	with	
the	new	direction	of	the	government	to	boost	economic	growth,	as	well	as	to	pave	the	
way	for	new	policies	and	institutional	reforms.		
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9.	 It	 is	 a	 revolutionary	process	 in	which	 the	market	and	other	 surrounding	business	have	
to	adapt	to,	and	entails	government’s	response	towards	it.	It	shakes	the	market,	creates	
instability	and	a	whole	 lot	of	predicaments.	The	government	was	urged	to	take	actions	
against	e-hailing	business	by	upset	taxi	drivers.	This	showed	that	we	are	still	reactive	in	
nature	and	we	need	to	seize	the	opportunities	of	digitalisation	to	close	the	gap	between	
Technology	4.0	and	Policy	

10.	 In	 this	 regard,	 agility	 is	 the	 way	 forward	 to	 face	 upcoming	 challenges	 and	 realities	 of	
the	 digital	 revolution.	 Therefore,	 being	 the	 central	 agency	 entrusted	 to	 spearhead	 the	
modernisation	of	administration	and	transformation	of	public	service	delivery,	I	trust	that	
MAMPU	will	help	to	pave	the	way	for	us	to	embrace	digitalisation.	

MALAYSIA IN GLOBAL RANKINGS AND THE CHALLENGES AHEAD

Ladies	and	gentlemen,

11.	 In	 the	eyes	of	 the	world,	Malaysia	 is	 recognised	as	a	dynamic	and	 competitive	nation.	
The	Global	Competitiveness	Report	2018	by	the	World	Economic	Forum	ranked	Malaysia	
at	number	25.	The	same	report	highlighted	that	the	top	20	rankings	were	dominated	by	
high-income	economies	 led	by	 the	United	States	of	America.	Malaysia	was	 ranked	9th	
position	for	agility	and	future-readiness;	hence,	I	am	confident	that	we	can	adopt	this	new	
phenomenon	if	we	are	open	to	new	ideas	and	innovations.

12.	 On	the	same	note,	in	the	United	Nation’s	e-Government	Survey	2018,	Malaysia	jumped	to	
the	48th	place,	a	significant	improvement	from	our	ranking	of	60th	position	in	2016	and	
52nd	position	in	2014.	For	the	subcategory	of	Online	Services	Index	(OSI),	Malaysia	was	
ranked	at	27th	in	2018,	as	compared	to	only	40th	in	2016	and	31st	in	2014.	Our	aim	is	to	
achieve	the	15th	position	by	the	year	2020.	I	believe	that	MAMPU	as	the	coordinator	for	
OSI	 sub-component	has	prepared	a	specific	action	plan	 to	achieve	 the	 targeted	set.	To	
achieve	this,	we	need	full	commitment	from	CIOs	in	ministries	and	agencies	to	ensure	a	
smooth	implementation	so	we	can	achieve	the	top	15	target	in	year	2020.

13.	 As	for	the	global	open	data	ranking,	we	target	to	be	among	the	top	30	countries	by	the	
year	2020	in	the	Open	Data	Barometer	assessment.	In	2016,	we	ranked	at	number	53	out	
of	115	countries.	For	this	year,	the	government	has	made	a	bold	commitment	by	setting	
the	 key	 performance	 indicator	 (KPI)	 of	 10,000	 data	 sets	 to	 be	 published	 on	 the	Open	
Data	portal	 for	all	ministries	and	 state	 secretaries.	 	 Therefore,	 I	would	 like	 to	 take	 this	
opportunity	 to	congratulate	all	Director	Generals,	Chief	Secretaries	and	State	Secretary	
who	have	worked	hard	 to	achieve	 the	KPIs	and	continuously	 support	 the	various	open	
data	programme	organised	by	MAMPU.	
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LEARNING FROM ESTONIA AND SOUTH KOREA’S DIGITAL JOURNEY 

14.	 Learning	 from	 other	 countries	 is	 also	 an	 advantage	 for	 us.	 Estonia,	 for	 instance,	 has	
embraced	 digitalisation	 and	 is	 acknowledged	 as	 the	 “most	 advanced	 digital	 society	 in	
the	world”.	Estonian	government	has	passed	several	milestones	that	make	them	the	best	
implementing	innovation-driven	approach.	Their	approach	includes	Digital ID	in	providing	
access	 to	digital	 government	 services;	 Internet-based	voting	 through	 i-Voting;	by	using	
blockchain	across	multiple	areas	of	government	including	health,	judiciary,	legislation,	and	
security;	and	e-Residency	which	 is	a	 transnational	digital	 identity	that	provides	anyone	
from	anywhere	the	opportunity	to	set	up	a	business	in	Estonia,	without	setting	foot	in	the	
country.

15.	 Conversely,	scarcity	of	natural	resources	has	motivated	South	Korea	to	look	at	its	human 
capital	as	its	biggest	endowment.	South	Korea	has	grown	tremendously	over	the	last	30	
years	by	following	a	strategic	approach	in	education, science and technology, innovation 
and a “knowledge-based” economy.	 South	 Korea	 was	 ranked	 number	 three	 in	 the	
e-Government	Development	Index	(EGDI)	2018	and	number	one	in	e-Participation	Index.	
They	have	very	good	IT	governance	for	e-Government	in	Korea	and	Malaysia	must	emulate	
the	best	practise	but	while	customising	our	approach	based	on	our	needs,	culture	and	
criteria.	

OUTLOOK ON MALAYSIAN GOVERNMENT’S KEY INITIATIVES

16.	 The	Government	has	 introduced	various	programmes	to	 improve	the	delivery	of	public	
services	 as	 part	 of	 our	 plan	 to	 become	 a	 developed	 nation.	 Our	 guiding	 principles	
for	 digitalisation	 were	 lodged	 in	 Pillar 1: Reforming Governance Towards Greater 
Transparency and Enhancing Efficiency of Public Service	of	the	mid-term	review,	which	
was	specifically	placed	in	Priority Area D; Strategy D2 – Redesigning Public Services.	The	
strategy	focuses	on	intensifying	ongoing	initiatives	to	innovate	and	redesign	public	service	
delivery	in	improving	efficiency,	reduce	cost	and	increase	customer	satisfaction	through	a	
whole-of-government	approach	by	continued	public	consultations	and	engagements.

17.	 I	am	proud	to	say	that	Malaysia	has	its	own	single	gateway	to	government	online	services	
that	 integrate	 the	 services	 of	 different	 government	 agencies.	 MyGovernment	 Portal	
provides	 citizen-centric	 digital	 services	 driven	 by	 the	 concept	 of	 life-events	 as	 well	 as	
providing	comprehensive	end-to-end	services.	The	integration	and	data	sharing	services	
are	 made	 possible	 by	 using	 the	 MyGDX	 platform,	 which	 is	 a	 centralised	 data-sharing	
platform	that	comprises	a	set	of	standards,	tools,	components,	repositories	and	registries	
which	enables	data	sharing	across	government	agencies	in	agreed-upon	data	formats.	
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18.	 Apart	 from	 that,	 another	 exciting	 initiative	 is	 the	 Open Source Development and  
Capabilities Programme (OSDeC).	 OSDeC	 will	 be	 the	 hub	 of	 open	 source	 software	
system	development,	focusing	on	the	development	of	application	systems	to	develop	the	
capabilities	of	public	sector	ICT	services.

WAY FORWARD / FUTURE OUTLOOK

Ladies	and	Gentlemen,	

19.	 Moving	 forward,	 I	 need	MAMPU	 to	 explore	 on	 how	public	 sector	 agencies	 can	 utilise	
blockchain technology	in	improving	transparency,	integrity	and	accountability.	As	a	start,	
I	would	like	MAMPU	together	with	the	Ministry	of	International	Trade	and	Industry	(MITI)	
to	look	into	the	way	this	blockchain	technology	can	help	to	improve	our	Foreign	Direct	
Investment	 (FDI)	 approval.	 Subsequently,	 I	 would	 like	 all	 ministries	 to	 follow	 suit	 and	
review	in	what	way	their	ministries	can	benefit	from	this	technology.		

20.	 On	 top	of	 that,	 I	was	 informed	 that	MAMPU	has	 developed	The Government Service 
Delivery Digitalisation Plan 2017-2020	which	will	be	the	blueprint	to	realise	the	public	
sector’s	digital	agenda.	 I	 think	that	now	is	 the	best	time	to	bring	the	paper	with	some	
adjustments	to	be	in	tandem	with	the	current	Government’s	focuses	for	Cabinet’s	approval	
and	get	it	done.

21.	 To	 ensure	 that	 proper	 monitoring	 mechanism	 is	 in	 place,	 it	 is	 almost	 time	 for	 us	 to	
establish	a	proper	digital	governance	structure	at	national	level.	I	trust	that	MAMPU	as	a	
trailblaser,	is	capable	of	triggering	the	momentum	to	spreadhead	the	initiative.	I	would	
suggest	MAMPU	to	take	up	this	challenge	and	include	the	digital	governance	structure	as	
one	of	the	papers	in	the	Cabinet	meeting	for	endorsement.

CLOSING REMARKS

Ladies	and	Gentlemen,

22.	 Digital	 transformation	 is	not	only	about	 technology,	but	 the	way	we	 integrate	 them	to	
transform	our	service	delivery	and	the	way	we	work.	It could be building a bridge between 
multiple departments or agencies by avoiding silo way of work through collaboration. 
Keeping information for the benefit of oneself should not be our working culture; as 
the integration of data into beneficial information will be useful in assisting the decision 
makers in our country to make a swift well-informed decision.	Therefore,	we	need	CIOs	
to	act	as	strategists	in	their	respective	ministries	to	advocate	any	changes	that	will	affect	
each	 ministry’s	 core	 business	 and	 suggest	 innovation	 initiatives	 to	 thrive	 against	 the	
challenges.	
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23.	 I	would	like	to	encourage	everyone	to	be	adaptable	in	embracing	this	new	challenge	with	
special	precautions	put	in	place	to	mitigate	the	risks.

24.	 	To	all	CIOs,	I	hope	that	all	the	inputs	gained	from	this	convention	will	be	implemented	
within	your	own	agencies	to	improve	efficiency	and	productivity.	CIOs	should	play	the	role	
as	digital	change	agents	 in	shaping	the	digital	culture	and	mindset	of	the	employees	 in	
respective	organisations.	“Making	tomorrow	better	than	today	and	for	the	betterment	of	
our	society”	must	be	our	mantra.	

25.	 I	 believe	 this	Convention	will	 spark	 innovative	 thoughts	 and	new	 ideas	 for	us	 to	move	
forward.	I	sincerely	appreciate	those	experts	who	are	willingly	to	share	their	knowledge	and	
experience	with	all	of	us.	I	am	sure	that	you	will	have	a	fruitful	and	rewarding	experience	
from	this	Convention.	

26.	 With	“Bismillahirrahmanirrahim”,	in	the	name	of	God	the	Most	Gracious,	Most	Merciful,	 
I	officially	launch	the	Public	Sector	CIO	Convex	2018.	Thank	you.

Wabillahitaufiqwalhidayah,	wassalamualaikum	warahmatullahi	wabarakatuh.

104

N e x t- G e n  G o v e r n m e n t :  E m b r a c i n g  I n n o v a t i o n  a n d  D i s r u p t i o n



10.2 Closing Remarks by the Director-General of the Malaysian Administrative Modernisation 
and Management Planning Unit (MAMPU) 

CLOSING SPEECH 

BY DIRECTOR-GENERAL OF THE MALAYSIAN ADMINISTRATIVE MODERNISATION AND 
MANAGEMENT PLANNING UNIT (MAMPU) YBHG. DATO’ DR. MAZLAN YUSOFF

DURING
PUBLIC SECTOR CIO CONVEX 2018

WITH	THE	THEME	OF
“NEXT-GEN GOVERNMENT: 

EMBRACING INNOVATION AND DISRUPTION”

13	-	14	NOVEMBER	2018
TABUNG	HAJI	CONVENTION	CENTRE,	KLIA

Assalamualaikum	Warahmatullahi	Wabarakatuh,	
Salam	Sejahtera,	Salam	Sayangi	Malaysiaku.
And	a	very	good	morning.

Yang	Berbahagia	Datuk	Seri	Borhan	bin	Dolah,	
Director-General	of	Public	Service,

Yang	Berbahagia	Datuk	Ahmad	Badri	bin	Mohd	Zahir,
Secretary-General	of	Treasury,	

Yang	Berbahagia	Secretaries-General	and	Heads	of	Departments;

Yang	Berhormat	State	Secretaries,	

Yang	Berusaha	Dr.	Suhazimah	binti	Dzazali,
Government	Chief	Information	Officer	(GCIO)	cum	Deputy	Director	General	(ICT),	MAMPU,

Distinguished	speakers,	honoured	guests,	ladies	and	gentlemen.
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OPENING REMARKS

1.	 Alhamdulillah,	bersyukur	kita	ke	hadrat	Allah	S.W.T	kerana	dengan	 limpah	kurnia,	 kasih	
sayang	 serta	 keizinan-Nya	 jua	 dapat	 kita	 berkumpul	 pada	 hari	 ini	 dalam	 suasana	 yang	
penuh	keceriaan	dan	kedamaian	bersempena	dengan	Majlis Penutup Public Sector CIO 
Convex 2018 atau PSCC.

2.	 Terlebih	dahulu,	bagi	pihak	 Jawatankuasa	 Induk	PSCC,	saya	 ingin	merakamkan	setinggi-
tinggi	 penghargaan	 dan	 ucapan	 terima	 kasih	 kepada	 semua	 pihak	 yang	 terlibat	 dalam	
menjayakan	 program	 selama	 dua	 hari	 ini,	 samada	 secara	 langsung	 mahupun	 tidak	
langsung.	 Mereka	 termasuklah	 Ybhg.Datuk	 Seri	 Dr.	 Ismail	 Hj	 Bakar,	 Ketua	 Setiausaha	
Negara,	 pembentang-pembentang	 dalam	 dan	 luar	 negara,	 peserta-peserta,	 jemputan-
jemputan,	ahli	jawatankuasa	dan	para	petugas	PSCC.	Tanpa	anda	semua,	program	ini	tidak	
akan	dapat	dilaksanakan	dan	direalisasikan.	

Tuan-tuan	dan	puan-puan	yang	dihormati	sekalian,

3.	 Putaran	sejarah	dunia	membawa	hakikat	bahawa	pembinaan	mercu	tanda	ketamadunan	
bangsa	adalah	ditunjangi	oleh	budaya	keilmuan.	Penghasilan	aksara	hieroglif	yang	begitu	
sinonim	dengan	keagungan	 tamaduan	Mesir,	misalnya,	merupakan	asas	 kepada	 tulisan	
sehingga	kini.	Kemasyhuran	tamadun	China	yang	ditandai	dengan	penciptaan	kertas	telah	
menjadi	revolusi	kepada	pengupayaan	pengembangan	ilmu.	Kehebatan	Kota	Baghdad	pada	
era	keagungan	Islam	terpancar	melalui	Bait al-Hikmah,	gapura	agung	kesarjanaan	dengan	
himpunan	 jutaan	karya	besar	–	magnum opus	–	merentasi	keseluruhan	spektrum	ilmu.	
Dalam	 rentangan	 sejarah	 peradaban	 dunia	 ini,	membuktikan	 bahawa	 ilmu	merupakan	
wajah	 dan	 citra	 yang	 mentakrifkan	 kegemilangan	 sesebuah	 tamadun	 dan	 pembinaan	
bangsa	negara.

4.	 Dalam	konteks	agenda	nasional	hari	ini,	ilmu	pengetahuan	yang	dimiliki,	khususnya	oleh	
penjawat	 awam,	 merupakan	 pra-syarat	 kritikal	 atau	 sine-qua-non	 dalam	 menentukan	
pencapaian	 wawasan	 negara.	 Perkhidmatan	 awam	 sebagai	 tiang	 seri	 negara	 amat	
memerlukan	modal	 insan	 yang	 cekap	 dan	 kompeten	 dalam	memastikan	 penyampaian	
perkhidmatan	 terbaik	 kepada	 rakyat.	 Justeru,	 penjawat	 awam	perlu	melengkapkan	diri	
dengan	 ilmu	dan	kemahiran	baharu	yang	diperlukan	 sama	ada	melalui	pendidikan	dan	
latihan	 formal	 ataupun	 tidak	 formal.	 Saya	 percaya	 program	 dan	 pengisian	 PSCC	 yang	
dianjurkan	 ini	 juga	merupakan	 antara	medan	dan	wadah	penataran	 ilmu	pengetahuan	
yang	boleh	dimanfaatkan	oleh	kita	semua.
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REITERATION OF THE THEME AND ITS IMPORTANCE PUBLIC SERVICE
 
Distinguished guest, ladies and gentlemen,

5.	 As	you	are	well	aware,	this	year’s	PSCC	theme,	entitled	“Next-Gen	Government:	Embracing	
Innovation	and	Disruption	is	indeed	felicitous.	premise	on	the	encouraging	development	
of	digital	 technologies	 in	 the	era	of	 the	 Fourth	 Industrial	 Revolution	 (IR	4.0)”,	which	 is	
merely	to	understand	the	way	disruptive	innovation	works,	is	simply	not	sufficient.	Instead,	
one	must	position	oneself	to	take	advantage	of	innovation	before	one	is	beaten	by	it.	As	
Klaus	Schwab,	the	founder	and	executive	chairman	of	the	World	Economic	Forum	puts	it,	 
“I believe that, if managed well, IR 4.0 can bring a new cultural renaissance, which will 
make us feel part of something much larger than ourselves: a true global civilisation”.

4.	 Foreseeing	the	Global	Megatrends	and	IR	4.0,	today’s	government	should	be	able	to	scale	
new	capabilities	by	embracing	innovation	and	disruption.	Given	the	agility	of	digital	tools,	
efficiency	and	productivity	should	be	potentially	 increased	to	better	serve	the	NextGen	
government.

5.	 Now,	ladies	and	gentlemen,	allow	me	to	draw	your	attention	to	Malaysia’s	public	sector	
arena.	The	Malaysian	public	sector	 is	currently	undergoing	massive	 institutional	reform	
due	 to	 the	 change	of	Malaysia’s	 political	 landscape.	Hence,	 the	 demand	 from	political	
leaders	and	citizens	to	improve	service	delivery	has	always	been	at	the	forefront	and	of	
the	utmost	priority.

6.	 Well,	according	to	‘Malaysia	Reimagined	Now	Survey’	which	lately	conducted	by	Accenture	
in	collaboration	with	The	Edge	 in	2018,	 the	voice	of	Malaysia	 is	 loud	and	clear:	almost	
90	 percent	 of	 the	 respondents	 had	 voted	 for	 a	 new	 digitalised	 nation	 that	 leverages	
technological	 innovations	 like	 Artificial	 Intelligence,	 Internet	 of	 Things	 and	 Big	 Data	
Analytics	to	make	better	policies	and	improve	service	delivery.	This	demand	runs	parallel	
with	high	Internet	penetration	rate	which	had	risen	to	85.7	percent	in	2017	from	just	70.0	
percent	 in	2015	(Department	of	Statistics	Malaysia,	2018),	which	clearly	shows	that	we	
have	the	technology	and	infrastructure	capacity	that	are	ready	to	be	leveraged	on.

7.	 Herein	lies	the	opportunity	for	us	to	reinvent	the	way	governance	works	while	realising	the	
public	sector’s	digital	agenda.	The	Government	Service	Delivery	Digitalisation	Plan	2017-
2020	is	exactly	the	panacea	to	such	demands.	As	our	Chief	Secretary	to	the	Government	of	
Malaysia	highlighted	yesterday,	I	on	behalf	of	MAMPU,	optimistically	rise	to	his	challenge	
in	ensuring	that	a	proper	digital	governance	structure	at	the	national	level	is	established	
to	support	the	vision.	
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RECAP ON THE OUTCOME OF THE EVENT AND HOW PARTICIPANTS BENEFITTED 

Distinguished guest, ladies and gentlemen,

8.	 Despite	being	just	a	two-day	event,	I	believe	our	minds	have	been	filled	with	a	torrent	
of	ideas,	information,	and	visions.	This	two-day	event	has	brought	together	about	850	
participants,	44	speakers	from	both	local	and	foreign	with	44	exhibitors	that	spanned	
across	seven	countries.	Some	of	those	important	topics	that	were	discussed	included	
open	 source	 initiative,	 cyber	 security,	 artificial	 intelligence,	 future	 roles	 of	 CIOs	 and	
a	 few	 other	 concerns,	 such	 as	 utilisation	 of	 new	 technology	 in	 government	 service	
delivery.	Indeed,	there	is	,	plenty	to	reflect	upon,	and	if	this	in	any	way	enhances	our	
individual	and	collective	contributions	 to	prevail	over	 the	global	public	 sector’s	next	
generation	challenges,	then	the	conference	can	truly	be	adjudged	a	success.	

THE WAY FORWARD/ FUTURE OUTLOOK

9.	 Moving	on,	let	me	share	some	of	the	technological	impacts	which	have	already	affected	
most	of	us	today.	Two	important	dimensions	in	the	digitalisation	initiative	that	I	would	
like	to	highlight	are	trust	and	accountability.	In	elaborating	these	two	dimensions,	we	
cannot	stray	away	from	the	topic	of	cyber	security	which	includes	blockchain.	

12.	 As	highlighted	in	Cisco’s	2018	Annual	Cyber	security	Report,	adversaries	and	nation-
state	actors	already	have	the	necessary	expertise	and	tools	to	take	down	critical	
infrastructure	and	systems	and	cripple	the	entire	region.	As	you	may	recall,	in	May	
2017,	a	ransomware	cryptoworm,	WannaCry,	emerged	and	spread	like	wildfire	across	
the	Internet.	Wiper	malware	masqueraded	as	ransomware	like	Nyetya	(also	known	
as	NotPetya)	arrived	in	June	2017	and	attacked	supply	chains	and	disrupted	business	
operations	on	a	large	scale.

10.	 Adapting	to	this	disruption	through	innovation,	blockchain	can	be	seen	as	an	alternative	
strategy	 in	addressing	the	dimension	of	trust	and	accountability.	 In	2017	McKinsey’s	
report	 on	 “Using	 Blockchain	 to	 Improve	 Data	 Management	 in	 the	 Public	 Sector”,	
highlighted	on	 the	manner	hackers	obtained	data	despite	 encryption.	Although	 this	
clearly	highlighted	that	encryption	methods	can	never	be	100	percent	full	proof	but	
they	make	breaches	more	difficult	to	achieve.

11.	 With	MAMPU	at	the	helm	of	the	public	sector	digitalisation	initiative,	we	gladly	adhere	
to	the	government	Chief	Secretary’s	instruction	on	the	blockchain	approach.	MAMPU	
may	indulge	this	through	strategic	partnership	with	MITI	and	other	agencies	relevant	
to	this	form	of	technology.	Our	ICT	experts	will	put	their	minds	and	bodies	and	make	its	
fruition	a	priority	MAMPU	will	later	ensure	that	a	well	thought	out	policy	is	suited	for	
the	government	to	put	in	order.
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12.	 Therefore,	 collaborative	 and	 concerted	 efforts	 among	 government	 agencies,	 private	
sector,	academia	and	other	communities	should	be	kept	alive	to	make	this	endeavour	a	
reality.	Undoubtedly,	a	platform	such	as	this	convention	gives	us	that	very	opportunity.

CLOSING REMARK

Distinguished guest, ladies and gentlemen,

13.	 What	 we	 are	 embarking	 on	 can	 be	 described	 to	 what	 Copernicus	 had	 done	 a	 few	
centuries	back.	That	was	to	try	and	convince	the	world	that	a	model	of	the	universe	
that	placed	the	Sun	rather	than	the	Earth	at	the	centre	of	universe.	With	regard	to	the	
current	nature	of	digitalisation,	I	believe	CIOs	need	to	collectively	and	vividly	come	up	
with	innovative	solutions	while	embracing	disruption.	We	believe	that	we	are	still	very	
much	on	the	journey,	embracing	challenges	and	opportunities	that	are	presented	by	
disruptive	innovation.

14.	 Since	PSCC	is	an	annual	event,	we	really	look	forward	to	seeing	you	again	in	2019,	when	
we	shall	reconvene	to	discuss	and	upgrade	our	knowledge	on	other	topical	themes	in	
relation	to	the	public	sector’s	digital	future.	

15.	 Riding	 on	 the	 thoughts	 of	 a	 very	 determined	 and	 influential	 former	 United	 States	
President,	President	Abraham	Lincoln,	who	had	the	grit	to	change	the	fundamentals	of	
American	politics,	industry	and	society.	I	leave	you	with	his	thoughts	in	mind	when	he	
said	and	I	quote,	“The	best	way	to	predict	the	future	is	to	create	it.”

Finally,	with	the	lafaz	of	“Bismillahirahmanirahim”,	I	close	this	conference.
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10.3 PSCC 2018 Committee Members

The Committee members for Public Sector CIO Convex 2018 are as follow:
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10.4 Programme brochure
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10.5 Showcase layout plan

Petunjuk:

VIP	Lounge	&	Holding	Room

Ruang	Pameran	Industri

Ruang	Pameran	Kerajaan

1 MDec
2 MyNIC
3 MyNEF
4 KPM
5 KKM
6 JPA
7 MAGIC
8 MAGIC
9 TM	ONE
10 OSDEC
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