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1.0

PREFACE BY CHIEF SECRETARY TO THE GOVERNMENT OF
MALAYSIA
PUBLIC SECTOR CIO CONVEX 2016
“DIGITAL GOVERNMENT TOWARDS DIGITAL CITIZENS”

First of all, let us offer our gratitude to Allah SWT,
for by His grace, we are here together this
morning to participate in the Public Sector
Convex 2016.
2. I would like to extend my appreciation to
MAMPU for organizing the Public Sector CIO
Convex 2016 and inviting me to deliver the
keynote address today.
3. The organisation of this Conference with the
theme “Digital Government towards Digital
Citizens” is indeed timely and apt. Digital
government is the optimal use of electronic
channels of communication and engagement by
the government to improve citizen satisfaction in
service
delivery,
enhance
economic
competitiveness,
forge
new
levels
of
engagement and trust, and increase productivity
of public services. A digital government
encompasses the full range of digitalisation –
from the core digitalisation of public services to

the digital infrastructure, governance and
processes needed to deliver the new service
paradigm.
4. The social media and big data analytics
emphasizing
speed
and
agility,
are
fundamentally changing the way we live, work
and interact with each other. They present
governments with opportunities, enabling them
to
radically
transform
their
complex
bureaucracies to become more agile, citizen
centric and innovative.
5. The public service needs to gauge the level of
readiness in being digital, as to whether civil
servants are ready to become digital citizens. A
digital citizen refers to a person utilizing ICT
through computers, mobile phones and other
web-ready devices in order to engage in society,
politics, and government participation.
6. According to digitalcitizenship.net, some of
the key elements of digital citizenship are digital
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access, digital literacy, digital law, digital rights
and responsibilities, and digital security. Among
these, I feel that digital access is one of the most
fundamental blocks to being a digital citizen as
some individuals may not have digital access.
7. Lack of access toward becoming a digital
citizen can be a serious drawback, since many
elementary procedures such as application for
places in universities and other institutions of
higher learning are only available online.
8. The gap between digital citizens and nondigital citizens is often referred to as the digital
divide which is a subject that is still being hotly
debated as it does have a significant effect on
how access to the Internet can be utilized.
9. It is imperative therefore, that the success of
Digital Government is very much tied to the level
and maturity of the Digital Citizenry itself. One
without the other would most certainly create an
undesirable imbalance.
10. As such, I believe the theme for this
Conference is indeed significant and timely
because of the growing role given to the public
sector where delivering services to citizens
through ICT is at the heart of what government
agencies do.
11. In the 11th Malaysia Plan, the Government
will become even more citizen-centric and
greater focus will be given to enhancing the
efficiency and productivity of the public service.
12. The Public Sector ICT Strategic Plan
(PSISP) will be the main blueprint for steering
the implementation of digital government over
the next five years. Encompassing five strategic
thrusts, 12 strategies, and 30 programs within an
enabling ecosystem, the Strategic Plan I believe,
will be the most important document that public

sector agencies would need to refer as an allinclusive digital government. Moving ahead, the
Malaysian Public Service will need to adopt the
five strategic thrusts.
13. Firstly, adopting a “Customer-Centric”
approach through integrated digital services that
influences how we create, manage, and present
data through a single window, and allows
customers to shape, share and consume
information, whenever and however they want it.
14. Secondly, Government agencies need to
provide the opportunity for citizens to reach out
via a “Multichannel” approach, such as email,
websites and social media.
15. Thirdly, public sector agencies need to be
“Information-Centric”,
transitioning
from
managing “documents” to managing discrete
pieces of open data, presented in the way that is
most useful for the consumers of those
information.
16. Fourthly, rationalising resources and costs
through a “Shared Platform” by centralizing,
consolidating and standardizing common
applications, and infrastructure such as data
centres, networks, and security surveillance.
17. And last but not least, we need to create
public trust in the “security and privacy” of digital
information and services used, transacted and
communicated.
18. In the provision of quality end-to-end and
inclusive citizen-centric digital services, the
Malaysian Public Service has embarked on
several key transformational initiatives. These
include Government Open Data, Government
Online Services or GOS Gateway, Government
Information Exchange Hub, Big Data Analytics,
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and the Public Sector Enterprise Architecture
Blueprint.

values generated by the community or mobile
apps generated using this data.

19. Many governments across the globe are
opening up their data for public information and
scrutiny. Making data available online for free
allows the government to build rapport and
goodwill with the public – and various other civil
society organisations. It also leads to innovation
and new or improved services, new
understanding and ideas.

25. To help spearhead the open data initiative,
the Malaysian Public Service is collaborating
with international bodies namely the Open Data
Institute or ODI and the World Bank. A key
exercise conducted by the World Bank together
with the Malaysian Government is the Open
Data Readiness Assessment or ODRA which
took place earlier this month. The purpose of
was to provide a comprehensive view of the
Open Data ecosystem to harness the power to
open data to improve among other things, the
quality of life of citizens and the lifelihood of
businesses in the country.

20. I believe that combining transparency of
information with big data analytics has a growing
potential that can help track service delivery and
lead to gains in efficiency. It can also provide
governments with the necessary tools that focus
on prevention rather than reaction, notably in the
area of disaster risk management. The issue that
many governments are tackling today, is not
whether to open up their data, but how to do so.
21.
Proper
governance
and
careful
consideration of both opportunities and
challenges for open data are needed.
Challenges include issues related to legal
frameworks, data management and protection,
identity management and privacy, quality of
datasets, as well as cyber security.
22. I am happy to note that 1,336 datasets are
already published in the Public Sector Open
Data Portal. Our goal is to achieve 7,000
datasets by the year 2020!
23. I would like to take this opportunity to thank
all agencies that have cooperated with MAMPU
in having their open datasets published.
24. As such, I encourage everyone to go to
data.gov.my to try it out and let us know how we
can improve this platform. Data.gov.my will not
be successful unless there are a lot of business

26. MAMPU has organised a 33-hour and 48hour Hackathons in 2015 and 2016 respectively.
The latter with the theme of “Unleashing the
Power of Open Data for Innovation” took place
last month involving some 126 participants from
Government agencies, universities, schools, and
citizens alike. I understand that the results will be
announced during this Conference and I wish
everyone who took part, the best of luck.
27. Big data without analytics is of little value. For
the private sector, analysing large data sets is
proving to be a powerful competitive
differentiator in expanding business market
share. Big data analytics program in the public
sector can lead to among others, better planning
and decision making, better customer service,
and improved operational efficiency.
28. The Government has embarked on the
myIDENTITY project to ensure that citizens do
not have to provide their identity information
multiple times when interacting with different
agencies. In expanding to a greater number of
government agencies, myIDENTITY has
evolved to become the Government Data
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Exchange or GDX, to facilitate digital citizens in
transacting with the Government seamlessly and
in an integrated manner.
29. As important as having Open Data, an
equally important requirement that can help spur
Malaysia’s digital government would be the
establishment of the Government Online
Services (GOS) Gateway. Starting with the
establishment of the myGovernment Online
Services Portal or MOSP, it is now evolving into
a Government Online Services Gateway that
provides to cater to an individual’s needs from
cradle to grave. This move is crucial towards
realising the Government’s policy of going Digital
First!
30. In the realm of ICT shared services, MAMPU
has successfully introduced and managed
centrally various shared services for the public
sector such as the 1Gov*Net for wide area
network connectivity, Government Data Centres
for data centre hosting and disaster recovery
services, 1GovUC for unified communication
services and many others.
31. With the pervasiveness of cloud computing
and its ability to enable the delivery of
information and services to a wide range of
users, we will witness an even greater level of
sharing of resources.
32. Moving into the future of digital government,
we will see the creation of more big data than
ever before. For example, the proliferation of the
Internet of Things or IoT will have a huge impact
on how we live, and on how we work in the
future.
33. Digital Government unveils a lot of
opportunities, but with that, comes along many
challenges. We will require a broad and common

set of standards for the alignment of various ICT
tools. Security threats will need to be addressed.
Identity and access management will also
become a major concern.
34. In promoting confidence of the citizens to
receive Government services digitally, we must
ensure security considerations have been
embedded into their implementation.
35. Realising the importance of cyber security in
achieving a successful digital government
implementation, the Public Sector Cyber
Security Framework and the National
Cryptography Policy are avail to public sector
agencies.
36. Implementation of a citizen-centric Digital
Government requires that online services are
readily available all the time. Government Data
Centres must provide appropriate service levels
as required by client agencies.
37. I am happy to note that this Conference
covers a wide range of topics some of which, I
have covered in my address. As leaders within
your respective organisations, I hope you will
make full use of the opportunity offered by this
Conference to learn and share as much as
possible, and put them into immediate action.
We need to ensure that digital technologies and
data are strategically utilised to attain inclusive
and sustainable growth that is people-centric.
38. On that note, I would like to declare the
launch of the Public Sector CIO Convex 2016.
Thank you.

YBHG. TAN SRI DR. ALI HAMSA,
CHIEF SECRETARY TO THE GOVERNMENT
OF MALAYSIA
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2.0 INTRODUCTION
Public Sector CIO CONVEX (PSCC)
conference 2016 was held from 22 to 23
November 2016 at Sama-Sama Hotel, KLIA
Sepang. The conference was officiated by the
Chief Secretary to the Government of Malaysia
(KSN), Tan Sri Dr. Ali Hamsa, with the
presence of 870 participants from the
Government sector, Ministry, SecretaryGeneral (DG), Head of Department, Chief
Information Officer (Chief Information Officer CIO), agencies, ICT Manager; and Strategic
Partners from the private sector.
The promotional activities and publicity for
Public Sector CIO Convex 2016 was carried
out
through
PSCC
Portal
www.cioconvex.mampu.gov.my and can be
downloaded through Public Sector CIO
CONVEX 2016 Mobile Application.

Arrival of YBhg. Tan Sri Dr. Ali Hamsa

Opening Remarks and Launching by
YBhg. Tan Sri Dr. Ali Hamsa
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3.0 OBJECTIVES
The objectives of the PSCC 2016:
a. To inculcate digitalization transformation of Digital Government in delivering Digital
Government Services.
b. To promote Public Sector ICT products.
c. To recognize agencies for their commitment and excellence in implementing Government
ICT projects.
d. To provide networking opportunities between government and private sector.
PSCC 2016, with the themed "Digital Government towards Digital Citizens" specifically implemented
to meet the aspirations of the Chief Secretary to the Government of Malaysia (KSN) that bring
together public services. It is a paradigm shift in thinking regarding the old and static to enhance the
effectiveness of service delivery system for dynamic, high-performance and exceed the expectations
of the people.
PSCC 2016 designated as the platform for the CIO agencies, strategic partners and industry experts
and international jointly explore and discuss the digital transformation of public sector ICT services
overall. The focus of the conference is Enterprise Architecture, service cloud computing, open data,
big data and cyber security.

Participants of Public Sector CIO Convex 2016
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Two (2) documents for CIO references are
shown such as:

Public Sector ICT Strategic Plan Document

i.

Strategic Plan for the Implementation of
Public Sector of ICT which sets the strategic
direction for the implementation of Public
Sector of ICT within the next five years with
emphasis on efficiency, productivity and
innovation of ICT to optimize service
delivery to the people.

ii.

Independent Verification and Validation
(IV&V) Handbook related contingencies and
third-party verification as testers of new
products launches ICT before the people.

Independent Verification
and Validation (IV&V)
Handbook

Presentation of Public Sector ICT Strategic Plan Document and
IV&V Handbook
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PSCC 2016 is consensus of MAMPU together Chief information Officer (CIO) and Government
Agencies. They are responsible in determining the strategic direction of ICT agency, drive and
explore the digital transformation of the agency and discuss public sector of ICT services overall.
Therefore, MAMPU offers digital transformation of the latest technologies such as mobile, big data
analytics, cloud computing, Internet of Things and cyber security to ensure the implementation of
ICT initiatives remain relevant to the needs of citizens and business agencies and in line with global
trends.
With the information and knowledge obtained directly from the sessions and panel discussions and
exhibits on display, CIO and civil servants can apply in designing and developing the system offers
a more efficient service and exceed the expectations of the people.

Interview Session with the Media
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4.0 PROGRAM
4.1 SCENARIO OBSERVATION: CULTURE, BEHAVIOUR AND TRANSFORMATION

‘The definition of Digital is not only about
technology and computer, it also involves
applying the culture, practices, processes
and technologies of the Internet-era to
respond to people’s raised expectation’

Mr. Stephen Foreshew-Cain
Chief Operating Officer – Digital, Co-op.
This presentation is all about Government Digital
Services (GDS) that has been established in the
British Government that highlights on building up
the Government Digital Networks with proper
organization structure which focuses on strong
strategies. Fundamentally, this approach
focuses on building the right culture, behavior
and transformation that promotes the
conduciveness in a high tech environment. The
speaker highlights on technology culture that
build upon the people of the organization and
their needs and objectives towards building
digital networks. The definition of Digital in this
context not only about technology and computer
but it also involves applying the culture,
practices, processes and technologies of the
Internet-era to respond to people’s raised
expectation.
GDS focuses on the people within the
organization, prioritizing on their skills,
promoting a top-notch trustable environment
because it is crucial that trustworthiness among

the staffs and leader fosters the right
environment and in which gauge the best
decision out of it. Besides, the unit of delivery is
the team itself and it is vital to focus and maintain
the multi-disciplinary group. GDS concentrated
partly on recognising peoples’ humanity and
putting attention to whom they are and what they
do.
GDS was built on 7 digital principles and
snowballs as the organisation grew bigger and
importantly. It centers on making things open as
it makes things better when subjects are shared
widely with everyone. Below are the digital
principles that are emphasized in GDS:1. Start with needs
2. Do less
3. Design with data
4. Do the hard work to make it simple
5. Iterate. Then iterate again
6. This is for everyone
7. Understand context
8. Build digital services, not websites

11

9. Be consistent and not uniform
10. Make things open: it makes things better
Additionally, GDS believes that fostering the
right environment produces the right
atmosphere which then promotes the right
working ethics and which will harvest amazing
opportunities. Importantly, GDS passionate in
creating a bold organization where it
encourages much more vocal management
where everyone are allowed to speak out and
in which self-managing is part of it. By this,
good culture is molded and it evolves
spontaneously with the organization. GDS
spearheads on woman rights in the
organization by increasing the volume of
women and understanding the biases against
women.

Bottom line is that GDS believes that things
will best work from bottom up instead of top
down because a leader’s duty has evolve
from the conventional system to a more
people-centric approach. This comes to an
understanding that leaders provide the
contact and create the right environment,
fostering trust that creates a sense of security
among staffs and with that support, it
generates the culture. It is very essential that
leaders should allow people to do what is right
and never stops them from pointing at
anything under the roof. Conclusively, better
culture creates more diversities that yields
better results and culture, and importantly, a
people-centric atmosphere which everyone
feels secured and safe.
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4.2 PANEL DISCUSSION 1: EMPOWERING ENTERPRISE ARCHITECT TO LIFT
DIGITAL BUSINESS STRATEGY
PANELIST 1: OPEN STANDARDS AND TRANSFORMATION IN GOVERNMENTS

‘Enterprise Architecture (EA) is not about IT, but a
management discipline that enables transformation in
organisations across the world. Architecture aspect
should be supported by policy and legislation of the
country involved’
Mr. Chris Forde,
CEO Association of Enterprise Architects (AEA),
General Manager, Asia Pacific Region and
Vice President, Enterprise Architecture, The Open Group

The speaker stressed out a point that
Enterprise Architecture (EA) is not about IT,
but a management discipline that enables
transformation in organisations across the
world. He also added that currently there is a
global shortage for architects in all disciplines
of EA.
Based on the recent World Development
Report by World Bank, people tend to adopt
digital technologies faster than, both
government and businesses. This means that
they have access to all kind of information,
factual and non-factual. Thus, the quality of
information is an issue.
According to the UN e-Government Survey
2016, Malaysia is in the 47th place with high
score for Online Service Index and eGovernment Development Index Malaysia
(0.50-0.75). The speaker quoted South Korea
as example for a government implementations

based on Open Standards. The country has
gone through many phases of development
since they first started digital transformation in
1998. Since 2010, the country is able to
maintain its position among the top 3 ranking
countries in the UN e-government list. The
speaker then cited Andhra Pradesh e-Pragati
Program in India. The program started in 2015
and has gain some recognition recently.
Both examples shows that EA is flexible. One
of the reference model for EA is the European
Interoperability Reference Architecture (EIRA).
EIRA is an architecture content metamodel
that defines the most salient architectural
building blocks (ABBs) needed to build
interoperable e-Government systems. The
speaker highlighted the point that the
architecture aspect should be supported by
policy and legislation of the country involved.
He ended his presentation by stating that
TOGAF as a very viable and powerful EA tool.
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PANELIST 2: ENTEPRISE ARCHITECTURE IMPLEMENTATION IN THE MALAYSIAN
PUBLIC SECTOR

‘1GovEA is a blueprint to guide government agencies in
Malaysia to embark on building EA capabilities and
practices based on common EA framework, methodology
and implementation strategy’.

Ms. Norhamimah Ibrahim
Director of ICT Strategic and Architecture Development Division,
Malaysian Administrative Modernisation and Management
Planning Unit (MAMPU),
Prime Minister’s Department, Malaysia

The speaker shares the experience of
implementing EA in the Malaysian public sector
through 1GovEA. EA is a mean for the
Malaysian public sector to transform to a digital
government, from service provider to service
facilitator. The e-Government evolution has
transforms the culture of retrieving/gain
services from government in three distinct
periods:
i. eGov 1.0 / Information era (1995) where
public use government website to get
information;
ii. eGov 2.0 / Transaction era (2007) where
they use online to do transaction; and
iii. eGov 3.0 / Transformation era (2015)
where online services are used to create
opportunities via public participation.
In the new Public Sector’s ICT Strategic Plan
(ISP) 2016-2020, EA has been acknowledged
as one of the enabling ecosystem to integrate
business and IT in organisations. The speaker
also listed the four key elements as the driving
force for Malaysian public sector to leap
frogging towards digital government as:

i.
ii.
iii.
iv.

Connected government;
Government to function as a platform;
Establishing digital principles; and
Establing EA as part of the environmental
culture.

Comparing ISP with EA, the speaker stated
that EA defines holistic landscape of the
organisation from business, data, application
and technology domain whereas ISP deals with
developing a strategy and operating model for
ICT department.
In Malaysia, 1GovEA is a blueprint to guide
government agencies in Malaysia to embark on
building EA capabilities and practices based on
common EA framework, methodology and
implementation strategy. 1GovEA is driven by
business and supported by data, application
and technology. It was launched in 2015 and
currently in Phase 1: EA Development for
MAMPU and 1 ministry. What is missing now is
hands-on experience to implement EA can be
addressed through capability building.
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The speaker shares some of the challenges in
implementing EA as:
i. People :
(a) leadership commitment;
(b) capability building;
(c) aggressive and continuous change
management;

ii.
iii.

Process; and
Technology.

In the following years to come, 1GovEA will be
rolled out to all ministries. In order to establish
that, MAMPU needs to close the gap for skillset
and invest in capability building.

PANELIST 3: DIGITAL TRANSFORMATION AND TECHNOLOGY

‘Transformation is needed so that the organisation will not
suffer from Organisational Paralysis’.
Dr. Ole Nielsen
Director, Scientific Computing and
Systems Engineering Geoscience, Australia

The
speaker
presented
Australian
Government’s experience in establishing
digital transformation for Geoscience Australia
through Digital Science Strategy.
Transformation is needed so that the
organisation will not suffer from “Organisational
Paralysis”. The symptoms for organisational
paralysis are:
i.
agencies priorities not shared by all
teams thus lead to competition;
ii.
fear of change thus status quo wins out;
iii.
additional and arbitrary compliance
requirements added at every layer thus
lead to unnecessary red tape; and
iv.
using information as power thus shows
lack of transparency.

He introduced on the Inclusive Culture
Statement used by Geoscience Australia that
gives equal opportunity to employees to
participate and progress. The five key elements
in Digital Science Strategy are:
i. innovative;
ii. adaptable;
iii. open;
iv. collaboration; and
v. quantitative.
Lessons learnt from Australia’s experience:
i.
access the right mix of skills;
ii.
establish an agile way of working;
iii.
establish a quantitative science
platform;
iv.
improve planning and program delivery;
and
v.
formalise digital science leadership
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PANELIST 4: DIGITAL GOVERNMENT TOWARDS DIGITAL CITIZENS

‘In an increasingly digital world, digital transformation
is not just about implementing more and better
technologies, it involves digital congruence-aligning
your company’s culture, people, structure, and tasks’.

Dr. Ariffin Marzuki Mokhtar
Medical Lecturer, University of Science Malaysia and
Deputy President of an Association of All IT Architects
(IASA) Malaysia

The speaker shares his experience in
implementing EA from the business point of
view. As a medical practitioner, he sees EA
as tool to address issues/problems and
solve it. By referring to the Gartner Digital
Business Baseline survey in 2015, he
highlighted the point that digital business
starts with people and later followed by
business.

threats and gaps, we need to have a digital
transformation compass (Leading Digital.
Turning
Technology
into
Business
Transformation.
George
Westerman,
Didier Bonnet, Andrew McAfee. 2014).
Gartner’s Digital Business Transformation
identifies the digital business drive, digital
business design and the digital business
delivery.

Organisational strategy should start with
inputs and ends with output. In an
increasingly
digital
world,
digital
transformation
is
not
just
about
implementing
more
and
better
technologies.
It
involves
digital
congruence-aligning
your
company’s
culture, people, structure, and tasks.
IT is just a tool to support digital business
strategy. Gartner’s template for digital
business strategy (2013) shows how to
address customers’ needs. To identify the

The speaker also highlights on the Digital
Mastery
roadmap
(2011)
which
categorizes
organisation
into
four
quadrants: Beginners, Conservatives,
Fashionistas
and
Digital
Masters.
Comparing
the
four
categories,
organisations fall in the Digital Masters are
the best in terms of revenue generation,
profitability and market valuation. The
Gartner’s CIO’s roadmap maps out the
steps to EA renaissance.
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PANELIST 5: ENTERPRISE BUSINESS TRANSFORMATION THROUGH IT: USING A
HOLISTIC ARCHITECTURE APPROACH

‘EA is a culture. EA sees everything from holistic and
systematic point of view’.

Prof. Dr. Eko Indrajit
President of An Association
of All IT Architect (IASA), Indonesia

The speaker reiterates that EA is a culture
and listed some points to support his
statement:
i. In everyday organisation life, there
are routine activities and project
works (e.g. where CIOs are
responsible for IT projects);
ii. All IT projects are actually business
projects;
iii. Most of business projects are change
management initiatives;
iv. All change management initiatives
require agile and flexible enterprise
architecture;
v. Agile and flexible enterprise
architecture is a sub-system of
learning organisation; and
vi. Learning organisation paradigm
should be embedded within
organisation culture.

EA sees everything from holistic and
systematic point of view. He explained the
landscape of EA from two perspectives:
i. the components of EA; and
ii. dynamic life cycle of information
system and technology.
He used the analogy Organizations as
Organism in explaining the six components
of EA:
i. Business Architecture – the nervous
system;
ii. Applications Architecture – the
respiratory system;
iii. Data/Information Architecture – the
digestive system;
iv. Infrastructure/Network Architecture –
the skeletal system;
v. People Architecture – the muscular
system; and
vi. Governance and Management
Architecture – the circulatory system.
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All the systems work together to perform
Human Organ Systems that is essential for
our survival.
Interestingly, he used the movie metaphor
to better explain on the effect of not having
EA in dynamic IT Lifecycle as:
i. Plan (not having ISP) – movie Lost in
Space;
ii. Design (not having IT architecture
design) – movie Missing in Action;
iii. Build - not having IT project
development and management –
movie Mission Impossible;
iv. Run (not having IT services
management) – movie Nowhere To
Run; and
v. Control (not having IT risk, audit, and
security management) – White House
Down.

Audience had the opportunity to
ask question to the panellist

vi. Governance (not having proper IT
Governance) – Clear and Present
Danger;
vii. not having all – movie Deep Impact; and
viii. having all – Die Hard.
The speaker also shares some good
practices / best practices standard in:
i. IT Strategic Plan – BMIS/ BABOK/
SITAP;
ii. IT Architecture Design – TOGAF/
ITABOK;
iii. IT Project Development and
Management – PRINCE 2/ PMBOK/
CMMI;
iv. IT Services Management – ITIL/ ISO
20000;
v. IT Risk, Security and Audit
Management
vi. IT Governance – COBIT/ ISO 38500.

Moderator
Assoc. Prof. Wardah Zainal Abidin
President of An Association of All IT
Architects (IASA) Malaysia
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Panel Discussion of Topic 1: Empowering Enterprise Architect to Lift Digital
Business Strategy
Video link: www.1govnet.gov.my
4.3 PANEL DISCUSSION 2: DELIVERING DIGITAL EXPERIENCE THAT MATTERS TO
CITIZENS

Moderator
Mr. Mohit Sagar,
Group MD and Editor in Chief,
OpenGov, Singapore

Question 1 by Moderator: How do you define ‘Digital Experience for Citizens’?
19

PANELIST 1
‘Citizen’s need should be served in any initiave with regard
to digital government or e-government’.
‘Digital Experience’ is the heart of all current initiatives and
actions by the government. Therefore, citizen’s need should be
served in any initiave with regard to digital government or egoverment. This is demonstrated when the Malaysian
Government initiatives, ranging from ICT Strategic Plan to other
services are geared towards a citizen’s need.
YBrs. Dr Suhazimah
Dzazali
Deputy Director General (ICT),
MAMPU

Equally important, today’s citizens are no longer the same as
they used to be in the past. The citizens are being exposed to
technologies and used to get things available at their finger tips.
The Public Sector, in this regard has a huge challenge to rise
and meet the expectations.
When citizen’s need is to be met, it is important to enhance their
experience and to be intuitive in meeting their needs. Most
importantly, citizens should be served without them realising
they are being served.

PANELIST 2
‘The government plays an important role in ensuring all
these targets groups’ needs are met by embracing new
technologies’.
It is very relevant and timely, as this is the first year for the United
Nations to implement the Sustainable Development Agenda.
One of the key objectives is to provide digital experience to
citizens, primarily to the vulnerable groups including the elderly,
poor, youth, women and children. This group of citizen should
be served and not to be left behind.
Mr. Yao Keping
Governance and Public
Administration Officer, United
Nation Department of
Economic and Social Affair
(UNDESA), United Nation

Thus, the government plays an important role in ensuring all
these targets groups’ needs are met by embracing new
technologies. It is also vital to assure that the government can
deliver the service in a more convenient, efficient and
comfortable manner.
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PANELIST 3

‘Digital transformation should focus on both internal and
external factors include the enhancement of productivity to
improve citizens experience and to create new
opportunities for new services’.

In the future, Malaysia is moving towards ‘beyond connectivity’
era by utilising data in delivering services to citizens. Digital
transformation, in this regard should focus on both internal and
external factors. These include the enhancement of productivity
to improve citizens experience and to create new opportunities
for new services.
Mr Mohd Roslan Mohd Rashidi
Chief Executive Officer
GITN Sdn Berhad

Technology providers need to be in the ecosystem and work
together with the government in delivering the services to the
citizens.

PANELIST 4
‘Incorporation of the needs are crucial to ensure public get
equal opportunities and access to the services. It is done
by educating the public on how to use the digital services
provided’.

Panelist 4
Mr. Robert Morris,
Advisor to Director,
Banphaeo Hospital, Thailand

From Thailands’ experience in transforming hospital’s
operations from a public organisation to a private corporation, it
gives the government the latitude to do things the way they want,
whenever they want and how they want it to be. From the digital
perspectives, things are done by gearing them towards the
public. Incorporation of the needs are crucial to ensure public
get equal opportunities and access to the services. It is done by
educating the public on how to use the digital services provi
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Question 2 by Moderator: In delivering services to the citizens, do we consider what
matters the most to them?

PANELIST 1
‘Engagement with agencies and their stakeholders are the
key aspects to look into while assuring the citizens’ needs
are met’
Engagement with agencies and their stakeholders are the key
aspects to look into while assuring the citizens’ needs are met.
Citizens need is not aligned against one ministry or agency, it
basically requires a few ministries or agencies to come together
in streamlining their processes, sharing their data, anticipating
that particular needs and working together to develop the
services.
YBrs. Dr Suhazimah Dzazali
Deputy Director General (ICT), MAMPU

PANELIST 2
‘Government nowadays are taking approaches such as
privatisation of service delivery on social sectors
(education, health and welfare services to elderly)’

In delivering services to citizens, government nowadays are
taking approaches such as privatisation of service delivery on
social sectors (education, health and welfare services to
elderly). Secondly, it is also important to change the way things
are being perceived. Services should no longer come from the
governerment alone but also from other entities like private
agencies.

Mr. Yao Keping
Governance and Public
Administratior Officer, United Nation
Department of Economic and Social
Affairs (UNDESA), United Nations
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‘It is vital to get public support for donations, as well as
funding from the central agencies’.

PANELIST 3

As the government is playing dual roles, it is vital to get public
support for donations, as well as funding from the central
agencies. In other words, the only way to get the best out of any
initiatives are by eliminationg grafts and corruptions. Similarly,
good strategies must also be put in place.

Mr. Robert Morris
Advisor to Director, Banphaeo
Hospi
Question 3 by Moderator: What method should be used by the government to deliver
tal
the services to the citizens?

PANELIST 1
‘3 things that should be taken into considerations ‘In
delivering services to citizens; resources, processes and
values’.

YBrs. Dr Suhazimah Dzazali
Deputy Director General (ICT),
MAMPU

PANELIST 2

There are three (3) things that should be taken into
considerations in delivering services to citizens; resources,
processes and values. Things should be perceived horizontally
than vertically, instead.

‘Availability of data is crucial in ensuring the success of
e-government initiatives’.

Availability of data is crucial in ensuring the success of egovernment initiatives. Besides, change of culture is equally
important to get these initiatives completed successfully.

Mr. Yao Keping,
Governance and Public, Administratior Officer
United Nation Department of Economic and Social
Affairs (UNDESA), United Nations
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PANELIST 3
‘New technologies such as cloud computing, data analytics
and hyper connectivity should be ventured’.

Malaysian citizens nowadays are mostly consisting of Gen X and
Y. Thus, new technologies such as cloud computing, data
analytics and hyper connectivity should be ventured, so it can
meet the needs of all the players in the ecosystem.

Mr. Mohd Roslan Mohd Rashidi
Chief Executive Officer
GITN Sdn. Berhad

Question 4 by Moderator: What are the top digital services offered by the Malaysian
Government to the citizens?
‘Under the business cluster initiative, the public can
access the business registration and licensing information
via MalaysiaBiz Portal’.

PANELIST1

The Malaysian Government via the Government Online
Services Gateway (GOSG) has identified four (4) main clusters,
namely the business, education, welfare and health sectors. At
present, under the business cluster initiative, the public can
access the business registration and licensing information via
MalaysiaBiz Portal.
Ultimately, GOSG Gateway will provide end-to-end service via
multiple platforms including mobile apps, web etc.

YBrs. Dr Suhazimah Dzazali
Deputy Director General (ICT),
MAMPU
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PANELIST 3
‘To ensure the existence of personal touch element in the
services, it is best to utilise hybrid mode (physical and
online mode of delivery)’.
Malaysia is moving from portal based to application based
approach. Similarly, to ensure the existence of personal touch
element in the services, it is best to utilise hybrid mode (physical
and online mode of delivery).

Mr Mohd Roslan Mohd Rashidi
Chief Executive Officer GITN
Sdn. Berhad

Panel Discussion 2: Delivering Digital Experience that Matter to Citizens
Video link: www.1govnet.gov.my
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4.4 THE GREAT DEBATE 1: IS CLOUD THE SILVER BULLET FOR GOVERNMENT BY
YEAR 2020?

MODERATOR

SUMMARY OF PRESENTATION

Cloud is a good technology but we need to look at the factor
that involved, which are people, process and technology. With
the selective of clouds available, private cloud, public cloud
and hybrid cloud, we can’t do a big bang to cloud. A lot more
literature needs to be done and not to forget, the security in
cloud. Security measure must be in place on our journey to
Dr. Mohamed Sulaiman bin
Sultan Suhaibuddeen,
Head of Government Online
Services Unit (GOS),
The Office of Chief Secretary
to the Government of
Malaysia, Malaysia

cloud.

The Great Debate 1: Cloud is Silver Bullet for Government by Year 2020
Video link: www.govnet.gov.my
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DEBATER 1

FOR THE MOTION:
1st panel explained there are many building blocks in order to
achieve a very effective and efficient digital system which consist
of data, difficult government environment, storage, database,
security measures and process. This can only be achieved by
creating a sharing service.

Ms. Salmah Khairuddin,
Principal
ICT
Consultant
(Technical), MAMPU, Malaysia

‘Government have taken
proactive measurement by
setting up Open Source
Development Competency
Program (OSDeC) which
able to provide centralised
services’.

DEBATER 2

In 2002, MAMPU initiated the 1st sharing service platform in the
public sector. In 2010, MAMPU introduced data centre
consolidation. This measurement was taken after a baseline study
shows that hundreds of data centre in government sector were
inefficient and didn’t comply even to Tier 1 of Uptime Institute
Standard. In order to achieve this, we have manage to establish
consolidated data centre followed by network and unified
communication. With limited resource but more to produce we have
to innovate the difficult environment so that we can leverage the
existing limited resource to build on capabilities and competencies.
Hence, Government have taken proactive measurement by setting
up Open Source Development Competency Program (OSDeC)
which able to provide centralised services and the user can choose
the platform they need such as compute, storage and network.
There is where public cloud, private cloud and hybrid cloud will be
used excessively.

AGAINTS THE MOTION:
2nd Panel however shared a different point of view that cloud is not
going to solve any problem as it’s only a technology and it depends
on how agencies adopt the technology to enhance their success. It
is vital to understand that people and process are part of the
success story and not depending on cloud or technology

Mr. Ben Dornier,
Director Corporate and
Community Services at City of
Palmerston, Australia

‘Cloud is not going to solve
any problem as its only
technology’.

For example manual process cannot be monitored or done using
cloud technology. Even if your technology is wonderful, however it
won’t help if both people and process is not included as a part of
the process.
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DEBATER 3

Mr. Mark Dimmick
Chief Information Officer,
Department of Sports and
Recreation, Australia

‘People must learn to
rationalise, standardise and
simplify the technology
before it can be leveraged
to the maximum’.

DEBATER 4

FOR THE MOTION:

Cloud is good but it definitely not a silver bullet. In order to achieve
that, we must built a baseline in infrastructure to avoid issues.
People must learn to rationalise, standardise and simplify the
technology before it can be leveraged to the maximum. Despite the
cloud may seem to be constantly lower in price compare to other
technology however the price may increase as demand for usage
or data increases. Cloud is added value if new evergreen changes
are constantly being added into it. It can expand productivity,
increase reliability and is time saving tech as well.
Government needs to change the way they manage the services.
We need to determine on what services may go to cloud and what
may stay on.

AGAINTS THE MOTION:
4th Panel was questioning about the fundamental purpose of the
government, whether it should continue being a service orientated
sector or just another plain IT service oriented sector. The
government must prioritise between to be a nation of service or
public strategy driven or just focus on IT. Cloud may be a good
solution but it could never be a silver bullet solution by 2020.

Mr. Phu Hong,
Director of VMware
Professional Services,
South East Asia

It is unfortunate that we need to outsource our inadequacies which
can handled within our responsibilities to others. However there are
reasons, purposes where cloud is the most appropriate solutions
such as VMware.

‘Cloud may be a good
solution but it could
never be a silver bullet
solution by 2020’.
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4.5 PANEL DISCUSSION 3: DATA DRIVEN GOVERNMENT – WHAT DOES IT MEAN?

PANELIST 1

‘Data driven government as the fundamental
ingredients in making good decision as
managers in the government’.

Mr. Robert Boothe,
Public Sector Management Specialist,
Global Governance Practice,
The World Bank

The panel started by presenting on the topic of
Connect Government – Public Service Delivery
in the Digital Era that emphasizes on the
significance of data driven government and
digital technology to the public service. The
benefits of data driven government as the
panel presented are as below:
a. Good for government – it increases
efficient savings and elevate the quality
of public service delivery.
b. Good for citizen – it creates more
transparency, accountability and trust
c. Good for business – it creates
significant economic value especially to
the Small and Medium Enterprises
(SMEs)
The panel highlighted on three channels or
mechanisms that can impact and strengthen

the public service delivery and empower
citizens, starting with overcoming information
barriers that encourages inclusion and
participation, augmenting existing factors that
improves government efficiencies as well as
capabilities, and generating economies of
scale that fosters citizens’ voice and collective
actions. Although digital technology and data
driven government are greatly useful in
informing citizens and giving them an identity,
the impacts are a bit mixed when it comes to
streamlining processes and receiving user
feedback, and it is significantly low on the
matter of improving service provider
management. The panel end his presentation
by stating that digital technology reinforces the
accountability relationship between citizens
and the government, and it also compliments to
the existing government capabilities.
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The panel defined data driven government as
the fundamental ingredients in making good
decision as managers in the government. He
also emphasized the importance of connection
among the data suppliers and data users in
order to strengthen the relationship between
the government and the citizens. To improve
the skill sets among government official, the

panel highlighted two main factors and
challenges that have to be taken into account:
change management and forging connection
between data suppliers and users.
Overall, the panel underline the importance of
aligning and linking the data driven initiative
with the government’s objectives.

PANELIST 2

‘Full commitment among data champions from
various agencies is greatly needed in order to
make data driven initiative a vast success.’

Dr. Yusminar Yunus,
Director of Digital Government Division,
MAMPU, Malaysia

The panel defined data driven government as
one of the key component of the Malaysia
Digital Government Transformation initiative
where data is used to support decision making
and to gain new insight as well as value
creation in order to improve service delivery to
meet with citizens’ demands and expectations.
Data driven government is important to unleash
the power of the data for the purpose to
improve public service delivery. It also aligns
with the 11th Malaysia Plan whereby five focus
areas have been identified in order to enhance

citizen
centric
services.
Data
driven
Government is one of the ICT Strategic Thrust
in Public Sector ICT Plan for 2016-2020.
Regarding the real life example on how big
data and data analytics can help build data
driven Government, the panel responded that
MAMPU has conducted four (4) pilot projects
for agencies namely Price Watch by the
Ministry of Domestic Trade, Co-operatives and
Consumerism Ministry (KPDNKK), Sentiment
Analysis by the Malaysian Administrative
Modernisation And Management Planning Unit
(MAMPU), Crime Prevention by the Royal
Malaysia Police (PDRM) and Infectious
Disease Forecasting by Ministry of Health
(MOH). Besides these pilot projects, Public
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Data Analytics Framework has been developed
to be used as guidelines for various public
agencies.

Furthermore, MAMPU have also published
methodology,
guidelines
and
seculars
regarding data analytics for the public service.

This framework comprises of enablers,
infrastructure that used to develop big data
analytics
project,
security
principal,
competency and capability development in
data analytics.

As the final note, the panel highlighted that full
commitment among data champions from
various agencies is greatly needed in order to
make data driven initiative a vast success.

PANELIST 3

‘Having a data sharing channels among
government agencies is significance in order
to further achieve the targeted objectives.’

YBhg. Datuk Hj. Khan Mohd Akram Khan,
Executive Chairman,
AGA Group, Malaysia

The panel stated that government that runs,
understands or do any other services touch
point must use the exact and accurate data.
Sharing
information
and
understand
government delivery are vital in data driven
initiative.
Feedback from agencies is more encouraging
and positive when data sharing initiative is
being offered rather than just directly
requesting data from them.
Based on his experience working alongside the
government, he realized that ministries that

own certain functions do not necessarily have
all the data required, where the data are mostly
being kept at different agencies. He also
highlighted on the significance of having a data
sharing channels among government agencies
in order to further achieve the targeted
objectives.
As the final note, he concluded that data
sharing is the most important principle in
making data driven initiative a complete
success.
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PANELIST 4

‘It is vital to connect data and information
among Government agencies in order to
benefit the citizens and enhance the Public
Service Delivery’.

Mr. Anurag Madan,
Chief Technology Officer,
Ministry of Social
Development, New Zealand

The panel stated that the Ministry of Finance
has leading the charge in data driven initiative
in New Zealand along with the supports from
other sponsors. Social investment unit has
been set up to look at cross agencies data
aggregation and drives analytic activities. The
panellist mentioned that a project that has been
conducted by using predictive analytics to
analyse the characteristic of youths in order to
determine those who might be needing
government help when they reach the age of
18 years old.
The data of early school children was taken
from the Ministry of Education and match them
with their respective parents’ financial and

background information. These data are later
being used to predict the possibility of a youth
to become problematic and will be highly
dependent to government aid later in life. This
targeted youth will be approached by selected
NGOs in order to guide him or her to become
independent by the age of 18 in hoping to
minimize government intervention and aid in
the future.
The panel emphasized that the impacts of such
endeavours is not necessarily can been seen
instantly where it might take few years down
the line to witness the outcomes. The panel
concluded that it is vital to connect data and
information among government agencies in
order to benefit the citizens and enhance the
public service delivery.
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Moderator
YBrs. Ir. Dr. Karl Ng Kah Hou,
Director of Innovation Capital, MDEC

Panel Discussion of Topic 3: Data Driven Government-What Does It Mean
Video link: www.1govnet.gov.my
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4.6 PANEL DISCUSSION 4: USING COLLABORATION TECHNOLOGY TO FOSTER
WORKPLACE OF THE FUTURE

MODERATOR
SUMMARY OF PRESENTATION
In the opening the moderator throw a question on how the 4th
industrial revolution i.e. emerging of social media, big data and
artificial intelligence affecting the economic standpoint.
The millennial generation currently are starting to enter the
workforce and this become a known challenges to an organisation
to collaborate between multi-generation workforces.
How
leveraging technology in an organisation could enhance the
workplace environment.
Dr. Dzaharudin Mansor,
National Technology Officer,
Microsoft Malaysia Sdn Bhd,
Malaysia
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PANELIST 1
The Petronas Group CIO share on Information Technology users
experience in Petronas where more employees are below 35
years old and IT savvy. Those 35 years and above also catching
up with the technology and their mind set are converging with the
younger generation. Initiative done in Petronas Group to improve
collaboration between workforces:

Mr. Redza Goh,
Group Chief Information
Officer for PETRONAS,
Malaysia

‘Petronas need to secure
their information as it is an
asset after they are adopting
the paperless initiative. This
also saving the cost in the
long run.

1.

Virtual meeting i.e. video conferencing. Petronas invest in the
equipment and facilities to facilitate virtual meetings.

2.

Petronas need to secure their information as it is an asset
after they are adopting the paperless initiative. Petronas
successfully sustaining the initiative taken because the
leadership are very determine to engage on secured
paperless environment. This also saving cost in the long run.

3.

Petronas employs around 50,000 employees around the
globe. The real challenge is on how to put ecosystem
mechanism in collaboration for effective communication.
Since digital communication such as email is insufficient,
Petronas took the initiative to develop a social media tool,
MyExplorer. MyExplorer includes functions like Facebook,
Twitter, and Snapchat all in one for Petronas employees who
could also share information securely between them.

Panelist Mr. Redza Goh
shared his experiences
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PANELIST 2
Digitalization and 4th industrial revolution cannot be separated.
Convergence of operation and information technology are coming
together such as cloud, Internet of Thing (IoT), etc.

Mr. Ahmad Azhar Yahya,
Chief Advocate Officer Of
Telekom Malaysia Berhad,
Malaysia

Moving forward, tools doesn’t
need to be in the office
anymore especially after the
emergence of mobile device
i.e. smartphone etc. Mobility is
the trend of the future.’

The evolution of tools move towards digitalisation. Evolution in
workplace, from using type writer till computers, all are still
physically located in the office. Moving forward, tools doesn’t need
to be in the office anymore especially after the emergence of
mobile device i.e. smartphone etc. Mobility is the trend of the
future. In future workplace, even start up business can come out
with new application from anywhere since technology will
accommodate it.
Adopting collaborative technology i.e. WhatsApp in business
operation is although the most effective, but the security of using
it is still a question. There is a possibility that one single
application may rule us all. With the emergence of artificial
intelligence which already in use, organisation should identify how
to transform and automate the tacit knowledge into the application.
Thus, it is necessary for governments to engage with the people
and the forces of technology, workplace and productivity.

PANELIST 3
In business, technology is not the only driving force, millennials too
are driving the technology. Millennials are coming into workplace
as a major workforce. Technology, together with workforce are
driving this collaboration.
Earlier, the IT services are provided based on predictability model,
where the system compliance and cost effectiveness needed to
take into account. Since millennials are asking for services that
require more productive and agile services, we need to be ready
for it. For that, collaboration is becoming the part and parcel of a
workplace. Non-routine works too are using collaborative
technology.
Mr. Kathirrasan K Kupusamy,
Director of ICT Consulting Division,
MAMPU, Malaysia

‘The first impact of digital
workplace collaboration in
organisation is to help
improve productivity’.

The dichotomy is, it is task based which is application oriented
services and on the other end it is based on demand and agile
services. Some changes need to meet both these requirements.
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The first impact of digital workplace collaboration in organisation
is to help improve productivity. Many organisations provide tools
to the users and it is up to the users to figure out how to use it, but,
not many know how to fit it with their core business. The IT
personnel may need to help customise for them. The second
impact of collaboration is able to increase the reuse of information.
The third impact is the emergence of key trends which is driving
the IT planning such as the usage of cloud technology i.e. SAAS.
The pressure will be to increase delivery of services in
collaborative manner i.e. cloud. The millennials are not patience
and could not wait longer for the new services

PANELIST 4
The workplace of future is learning and sharing. The Austrian
Government took initiative to introduce the workplace of future,
which is the WorkPlace2020. Business strategy need to reflect
the changes. Uber is an example of how the business is adaptive
to changes. In order to change the process, legislation need to
adapt to the changes.
Austrian Government took initiative to publish authentic data. It
took the approach, which is to involve the public in developing the
applications.

Mr. Peter Reichstädter,
Chief Information Officer,
Head of IT, Department of
Austrian Parliament

‘Uber is an example of how the
business is adaptive to
changes. In order to change
the process, legislation need
to adapt to the changes’.

The idea behind the WorkPlace2020 is to combine formal and
informal way of working. In 2011, Austrian Government has
developed a document management system and workflow
exchange where every ministries connected in the cloud based
services and share information across organisation. However, the
challenges are dealing with different business roles and
applications, combine different information and to exchange
between applications. The idea in WorkPlace2020 is to form a
cockpit which could incorporate all of this.
In order to bring people together with the technology movement,
each level of movement need a capacity building and skill
building.
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Panel Discussion of Topic 4: Using Collaboration Technology to Foster Workplace of
the Future
Video link: www.1govnet.gov.my
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4.7 PANEL DISCUSSION 5: CLOUD AND SECURITY

MODERATOR
SUMMARY OF PRESENTATION
All panelists concurred the importance of cloud services in
government services, businesses as well as individuals.
While enabling this technology to facilitate users in their work,
security possess an integral element in ensuring the stability
also usability across all types of platforms, applications and
devices. Cloud providers have to conduct risk assessment,
identify as well as priorities the information needed to be
protected and understand the clients’ needs.

Mr. Mohamed Anwer Mohamed Yusoff
Head, Industry and Business Development
Cybersecurity Malaysia

PANELIST 1
He summarised that the cloud services is the way forward for
businesses as well as private individuals to store their data
with the third party provider. The panel summarize three
deployment types of the cloud, i.e. hybrid, public, private
model, which offers users the benefit of pay as you go (use),
with three model services– Software as a Services (SaaS),
Platform as a Services (PaaS) and Infrastructure as a
Services (IaaS).

Mr. Ahmad Shahriman
Yassin
Chief Technology Officer,
Ofisgate Sdn Bhd
‘Cloud would be beneficial
to organisations as it adopts
the ‘pay according to the
usage’ concept. Comparing
web hosting, cloud reduced
the
infrastructure
and
technological investments’.
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Md

He believed that cloud would be beneficial to organisations
as it adopts the ‘pay according to the usage’ concept.
Comparing web hosting, cloud reduced the infrastructure and
technological investments. He concluded that there are three
key components for security, i.e. visibility, analyzing the
attacks, and protects. On security, he emphasized the need
to be actively analyses the threat patterns to prevent if not
prepare for eventual attacks. The cloud service provider
should provide a security protection to the cloud subscriber
such as running a penetration test to ensure the cloud is
secured

PANELIST 2
The panel raised the question on how the CIO manage the
‘shadow IT’ as the HR, finance etc. may use the SaaS, PaaS
or IaaS which these service needs different security level.
She then suggested a centralised security policy for an
organization, regardless of centralised or decentralised IT
department. She recommended ISO/ IEC 27017- 2015 as the
principal guideline in for the provider in managing cloud
services as well as outlining the requirement for the cloud
users.

YM. Raja Azrina Raja Othman
Principal Solution Architect,
VADS Berhad

‘Security policies and
procedures relating to it
have to be improvised
encompassing
cross
jurisdiction issue as well
as import/ export data in
cloud’.

She also explained about the risk, i.e. segregation, collateral
damage, management interface compromise, interception
and dual criminality, and proposed two standards to be
referred for cloud, i.e. ISO/IEC 27017:2013, ISO/IEC
27018:2014. She had shared in-depth views when operating
cloud system especially on the risks in the cloud services.
She highlighted the importance of segregation of users/
clients in cloud providers to ensure the data/ information
integrity. She shared her views that security policies and
procedures relating to it have to be improvised encompassing
cross jurisdiction issue as well as import/ export data in cloud.
In all, she emphasized that security should be centralized in
view that provider has the control over the technical
development as well as the business/ privacy policies.

PANELIST 3

Mr. ElNabawi highlighted the concerns when an organisation
subscribed to cloud, the controls as well as influence over its
applications and data had shifted outside the IT boundary. He
pointed out the issue on the cloud applications that were
subscribed and utilised by departments in an organisation
with and without the knowledge of the IT department.

Mr. Sherif ElNabawi
Sr. Director System Engineering,
APAC
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He focused the issue pertaining to the lack of controls over
the sharing of inter-departmental data in cloud environment.
He also raised the issues on monitoring the authentication,
usage and the behavior of the users using the apps over the
cloud, and suggested to manage the level of control and
assessment.

‘When an organisation
subscribed to cloud, the
controls
over
its
applications and data had
shifted outside the IT
boundary’.

He recommended the utilisation of the same policies
governing the data and applications before the organisation
subscribed to cloud be extended after implementing to cloud
services. Setting the same security parameter for the cloud
application could the IT department has some controls over
the issue.

PANELIST 4
He highlighted the vulnerability of data once the organisation
went live on cloud irregardless of the security features the
provider has in place. He mentioned the risk when performing
transactions from one cloud application to another. He also
mentioned that in New Zealand, they have use cloud strategy,
for example deploy apps for the citizen using private cloud.
While one provider has strong policies and security features,
the other provider may not and it could expose the data to
threats especially critical data.
Mr. Anurag Madan
Chief Technology Officer
Ministry of Social Development,
New Zealand

‘Information classification
as a protection parameters
and measures and helps to
decide what is good for
public or private cloud to
avoid information leakage’.
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Relating to his experience, he suggested to limit and use
approved cloud applications by the organisation to avoid data
leakage. He also highlighted on the information classification
as a protection parameters and measures and helps to
decide what is good for public or private cloud to avoid
information leakage. He also shared experience on how to
make shadow IT is a right by assigning IT to help them enable
the cloud services, monitor the transactions and contracts
etc.
He concluded that focus should be given on people
perspective (users need) when providing the cloud services,
such as security awareness to educate the cloud
users
about risks.

4.8 THE GREAT DEBATE 2: BRING YOUR OWN DEVICE (BYOD) – MALAYSIA
SHOULD HAVE A FAVOURABLE POLICY

MODERATOR
SUMMARY OF PRESENTATION

In general, the debaters are in favour of having a policy to
have control on the security of the organisation data. Cost to
implement data security would then depends on the
organisation’s readiness to invest. To lower the cost to
implement data security, sensitive data should be stored in
cloud and not on employees’ devices.

Great debate session by all debaters
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DEBATOR 1

FOR THE MOTION
Debater 1 talked about his experience on BYOD where he
was given devices to bring back home. The company
provides devices for employees but it is costly. There are a
lot of benefits by allowing employees to bring own devices;
such as; employees will have better self-esteem when they
are allowed to bring their own devices to work, theft and loss
of devices went down, employees will protect their own
devices by installing malwares, companies can save money
as they do not have to spend money to maintain employees’
devices and lastly, employees will have all kinds of
applications and open services on their own devices and this

Mr. Thillai Raj T. Ramanathan
Chief Technology Officer,
MIMOS Berhad, Malaysia

‘By having BYOD, the
amount of collaboration
happening
among
people increased, easier
to share and fix codes,
communication among
colleagues and amount
of innovation increased’.

DEBATER 2

Mr. Thillai Raj T. Ramanathan
Chief Technology Officer,
MIMOS Berhad, Malaysia

‘BYOD
will
cause
distraction at work as
besides doing work
and checking emails,
employees can go on to
other social media
43sites’.

allows for collaboration and better work process.

By having BYOD, the amount of collaboration happening
among people increased, easier to share and fix codes,
communication among colleagues and amount of innovation
increased. Issue of security and data protection issues can
be taken care easily with the latest available technology. He
also added that organisations can have a policy but if they
cannot implement it, it is useless. That is why he thinks that
technology is important.

AGAINTS THE MOTION
Debater 2 however argued and proposed four disadvantages
of BYOD. Firstly, organisation may have to deal with liability
risk on product licensing, and consumer gate products while
end users will use freeware, shareware and not pay for it. This
will open to security loopholes. Secondly, BYOD will cause
distraction at work as besides doing work and checking
emails, employees can go on to other social media sites. This
will make it hard for organisation to manage and monitor
productivity of employees. Thirdly, by allowing employees to
bring own devices to work, there will be non-standard devices
in an organisation and does this means that IT department
need to support these devices? Lastly, BYOD will cause
integration of employees’ personal life and work life and thus,
organisation has to spend time and money to monitor the
utilization of employees’ own devices.
If company supplies the devices, the company can control the
cost. The policy should address the cost issue whether it
should be borned by the organisation or the employees

because if it is borned by the company, it will increase cost to
the business. If the devices are to be bought by employees,
would they be compensated? Without BYOD, data centre has
only one gate but with BYOD, it will open multiple gates and
easier for attacks. Because of these issues, they need to
have strict policies. He also added that organisations must
have a policy in place so that the direction is clear.

DEBATER 3

FOR THE MOTION
Debater 3 disagreed with Debater 2 and mentioned that
BYOD is not the issue. Organisations must make sure that all
banking systems can support any devices anywhere anytime.
By allowing employees to bring their own devices to work,
they will be able to communicate with their family members
and when they know that their family members are safe, they
can concentrate on their work. Employees need to have
personal contact to make them productive. Employers need
to provide an environment that allow employees to bring their
own devices to work. Personal and work applications can be
put into same device which means greater mobility and easy
access.

Mr. Gerrit W Bahlman
Director of Information
Technology, Hong Kong
Polytechnic University,
Hong Kong

‘Employees need to have
personal
contact
to
make them productive.
Employers
need
to
provide an environment
that allow employees to
bring their own devices
to work’.
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The direction of technology is going for virtualisation and
using the clouds. There is also a need for data classification
and security for proper protection. The cost to have data
security will be lower if we know which data needs protection.
The design for data security must be done from ground up.
Organisations have to invest for long term measure and be
committed to data protection.
Debater 3 also added that important data should not be in
your devices, it should be on the cloud. He also defined
BYOD and introduced BYOD as “Build Your Online
Department”. He also mentioned that organisations must not
focus on end point devices but on data sensitivity.

DEBATER 4

AGAINTS THE MOTION

Debater 4 argued and asked whether the BYOD policy should
favour the government or the employees? Debater 4 also
talked about security and mentioned that it is important to
have some structure and policy control. Privacy issues are
also important to protect the assets that the government used
to provide services to citizens. BYOD will also cost the
employees if they are to bring their own devices and cost to
the government to support the devices. The government must
have a much better policy for BYOD whether for delivering
services or for the employees.

Mr. Glen Ashe
Former GCIO, Attorney General
Department, Australia
‘BYOD will also cost the
employees if they are to bring
their own devices and cost to
the government to support
the devices. The government
must have a much better
policy for BYOD whether for
delivering services or for the
employees.’

Policy should be in place to enable organisations to erase
remotely employees’ devices in cases of theft to make sure
organsations’ data is not compromised. However, this will be
in conflict with employees since their personal data will be
also be erased. Where do we draw the line to make sure data
is not compromised? He also mentioned that data is the new
“oil” which means that data is very valuable. BYOD is not
about the technology, it is about the policy and structure and
the ability to deliver services.

The Great Debate 2 Topic: BYOD-Malaysia Should Have A Favourable Policy On
BYOD
Video link: www.1govnet.gov.my
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Audience listen intently and
take a note during the session

Photo session with
Dr. Suhazimah Dzazali, Deputy Director General (ICT), MAMPU
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5.0 PUBLIC SECTOR CIO CONVEX 2016 EXHIBITORS
27 exhibitors from Government and Private sector participated in Public Sector CIO
CONVEX 2016 exhibition. The list of exhibitors as follow:
Table 1: Exhibitors from MAMPU
EXHIBITOR
1

Bahagian Pembangunan Strategik Dan
Arkitektur ICT (BSA)

2 Bahagian Perundingan ICT (BPI)
Bahagian Pembangunan Aplikasi (BPA) /
3 Bahagian Khidmat Pengurusan (BKP) - Unit
Registri
4 Bahagian Pembangunan Aplikasi (BPA)
5 Bahagian Pembangunan Aplikasi (BPA)
6 Bahagian 1MOCC
7

8

9

10

11
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Bahagian Pembangunan Perkhidmatan
Gunasama Infrastruktur Dan Keselamatan
ICT (BPG)
Bahagian Pembangunan Perkhidmatan
Gunasama Infrastruktur Dan Keselamatan
ICT (BPG)
Bahagian Pembangunan Perkhidmatan
Gunasama Infrastruktur Dan Keselamatan
ICT (BPG)
Bahagian Pembangunan Perkhidmatan
Gunasama Infrastruktur Dan Keselamatan
ICT (BPG)
Bahagian Pembangunan Perkhidmatan
Gunasama Infrastruktur Dan Keselamatan
ICT (BPG)

PRODUCT
1GovEA
Malaysia Testing Center of
Excellence (MyTCoE)
Digital Document Management
System (DDMS 2.0)
1Malaysia Training Centre (1MTC)
MyMesyuarat
1Malaysia One Call Centre
(1MOCC)
Government Public Key
Infrastructure (GPKI 2.0)
1Gov*Net

1GovUC

MyGSOC

Digital Forensic

Table 2: Exhibitors from Public Sector / Government Agencies
EXHIBITOR
1

Flagship Coordinator Commitee (FCC) /
Jabatan Perkhidmatan Awam (JPA)

Flagship Coordinator Commitee (FCC) /
Kementerian Pendidikan Malaysia (KPM) /
2
Malaysia Digital Economic Corporation
(MDEC)
3
4
5
6

MIMOS
GITN
SKMM
Cyber Security Malaysia (CSM)

PRODUCT
Digital Government Competencies
& Capabilities Readiness (DGCCR)
Sistem Analisa Peperiksaan
Sekolah (SAPS)
GOS Evaluation (Insights) ProBe2017 Moving Forward
GOS Gateway
1Gov*Net
Digital LifeStyle
Digital Forensic

Table 3: Exhibitors From Private Sector
EXHIBITOR
1 Telekom Malaysia Berhad (TM)
2 Prestariang
3 3F Resources Sdn. Bhd.
4 Century Software (Malaysia) Sdn. Bhd. (Censof)
5 Ofisgate Sdn. Bhd.
6 Hewlett Packard Enterprise (HPE)
7 Cisco Malaysia
8 Arista Networks Malaysia Sdn. Bhd.
9 Brocade
10 Huawei Technologies (Malaysia)
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PRODUCT
Unified Communication
Microsoft
Produk Alfresco
Hub Integrasi dan SME HIP
Security
Network
Network
Network
Data Center
Network

YBhg. Tan Sri Dr. Ali Hamsa, Chief Secretary to the Government of
Malaysia visited Exhibition Booth
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Public Sector CIO CONVEX 2016 Exhibitor
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6.0 MAMPU OPEN DATA HACKATHON AWARD
The award ceremony to the winners MAMPU Open Data Hackathon 2016, was
successfully held in the Forum Public Sector CIO CONVEX 2016 on 22 November 2016
at Sama-Sama Hotel, KLIA Sepang. The Competition of MAMPU Open Data Hackathon
was held continuously for 48 hours starting from 25 until 27 October 2016 at the
Malaysian Communications and Multimedia (MCMC) Cyberjaya, Selangor. This
program was implemented with strategic partners from the Ministry of Education (MOE),
the Malaysian Communications and Multimedia Commission (MCMC), GITN Sdn.
Berhad (GSB) and the Malaysian Digital Economy Corporation (MDEC).
Table 4: Winner for Public Sector and Industry Category
Public Sector and Industry Category
No
1

Winner
First Place

Group
Deep Mind

Product and Specifications
Produk: WatchUs
Specifications: WatchUs is push-button Rakyat
Emergency App that connects directly to the multiple
emergency rescue teams (police, hospital & fire station)
while reducing liaison with emergency rescue
personnels (on-phone).
GPS coordinates, ETA, ETD to hospital, real-time
prehospital, pre-crime data (video, pics, EKG) will be
transmitted to all parties.
The Rescuer Response Webapp allows the closest
emergency rescuers to respond immediately. WatchUs
aims to eliminate 25mil crank calls (2014) by KYC &
identify validation.

2

Second
Place

Apa Nama

Product: Jom Cuti
Specifications: Display a detailed information of tourist
spots and legally registered travel agents with the
Government to bring all attractions in Malaysia from
Ministry of Tourism Malaysia’ database.
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3

Third Place

Beta Wave

Product: myCuepacsCare
Specification: myCuepacsCare is a mobile application
developed with aims to facilitate users especially civil
servants to get information benefit, the protection’s
scope, how to use cards and other related CuepacsCare
with easily, quickly and fast.
This application also allow users to get information about
the nearest hospital near the user’s location

Table 5: Winner for University Category

University Category
No

Winner

Group

1

First Place

Oozma
Kappa

Product and Specifications
Products: myEdu-X
Specification: This project uses open data to shows on
the graduates' employment status percentage for 2015
obtained from data.gov.my. One of the initiative is ‘Big
Data Analytics (BDA) required to utilize this data to create
useful information. MyEdu-X project will combine this data
with data from other sources such as the percentage of
employment status for years previous (2007-2014),
universities ranking and national education budget to
shows the correlation between the data.
We also will make the forecast employment status based
on the available data. One of the important features of
BDA is the data is informative and easy for users. MyEdux will develop a dash display in the form of interactive
visual statistics.

2

Second
Place

Noodle

Products: Dengue Alert
Specification: This product provides information about
dengue such as the latest number of deaths and the
number of cumulative cases. The graphs include, dengue
hotspot locations, forecast dengue, and dengue
prevention tips, symptoms of dengue to raise the
awareness of the dangers of dengue

3
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Third Place

UMPflyer

Strategic Dashboard for Monitoring Dengue

Specification: This system provides an E-Dengue
Analytical Dashboard complete with elements of
integration, paperless, analytical, strategic, dengue early
warning, forecasting and automation technologies that
adapt ICT ecosystem as a major catalyst in solving the
major problems of this country.

Table 5: Winner for Secondary School Category

Secondary School Category
No

Winner

Group

1

First Place

CYBRIG
(MCKK)

Product and Specifications
Product: The Footprint
Learn Anytime, Anywhere
Specifications: Using the concept of 'Convergence
Education, learning will occur wherever we are in a unique
way. Data from data.gov.my will be used for teaching a
new generation using a smart application.
The Footprint also integrate GPS mapping technologies,
Virtual Reality (VR), curated web and social networks so
that the impact on learning becomes more effective.

2

Second
Place

4Cs

Product:
Information
Systems
Survey,
Department of Statistics Malaysia Negeri
Sembilan (SMKJPMNS).
Specifications: This project focuses on one of the survey
or investigation activities conducted by JPMNS online
(web), in which the labor force survey or PTB in Negeri
Sembilan will be made every three months. This system is
designed to make it easier for JPMNS staff to obtain,
collect and process the survey information more quickly
and efficiently.

3

Third Place

Try & Error

Product: Library Management System
Specification: A system used to facilitate teachers and
librarians to update the books where it can be used to add
and delete the books record. It also can be used to borrow
the books and have a system for library staff management
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Winners for 48 Hours Public Sector Open Data Hackathon 2016
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7.0 RECOGNITION AND APPRECIATION AWARD
Recognition and Appreciation to the agencies for supporting the implementation of
MAMPU 1CT initiatives project.
Table 8: List of Ministry and Agency that receive award for supporting the
implementation of MAMPU 1CT initiatives project.
NO
1.

PROJECT
1Gov*Net Criteria:
 Optimal and effective use
of bandwidth
 Implementation of
adjustment the agency /
location under supervision

2.

 Monitoring checking and
Verification
1MTC Criteria:
 optimum and effective use
of portal by ILA

AGENCY
1.
2.
3.
4.
5.

1.
2.
3.
4.
5.
6.
7.
8.
9.
10.
11.
12.
13.
14.
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Jabatan Pengangkutan Jalan (JPJ)
Kementerian Belia dan Sukan (KBS)
Suruhanjaya Pengangkutan Awam Darat
(SPAD)
Jabatan Kemajuan Masyarat (KEMAS)
Jabatan Perancangan Bandar dan Desa
(JPBD)

Jabatan Perdana Menteri
Kementerian Belia dan Sukan
Kementerian Dalam Negeri
Kementerian Kemajuan Luar Bandar
dan Wilayah
Kementerian Kesejahteraan Bandar
Perumahan dan Kerajaan Tempatan
Kementerian Kesihatan
Kementerian Kewangan
Kementerian Luar Negeri
Kementerian Pembangunan Wanita
Keluarga dan Masyarakat
Kementerian Pendidikan
Kementerian Pendidikan Tinggi
Kementerian Pengangkutan
Kementerian Perdagangan Dalam
Negeri Koperasi Dan Kepenggunaan
Kementerian Pertanian dan Industri
Asas Tani

15. Kementerian Sumber Asli dan Sekitar
16. Kementerian Sumber Manusia
NO
3.

PROJECT

AGENCY

Open Data Criteria:
 High commitment in
providing open data sets.

1.
2.
3.

 The format of the data set
that can be read by
machine.

4.
5.

4.
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1GovUC Criteria:

1.

Kementerian Sumber Manusia
Kementerian Kemajuan Luar Bandar
dan Wilayah
Kementerian Perusahaan Peladangan
dan Komoditi
Kementerian Pertanian dan Industri
Asas Tani
Jabatan Perangkaan Malaysia
Kementerian Perdagangan Antarabangsa
dan Industri Malaysia (MITI)
Kementerian Pembangunan Wanita,
Keluarga dan Masyarakat (KPWKM)
Kementerian Luar Negeri (KLN)

a) Most proactive and
responsive Ministry /
Agency to the 1GovUC
Culture Program

2.

b) The most active in
using Skype For
Business (SFB)

1.

Kementerian
(MOE)

c) The most active
Ministry / Agency in the
use of telepresence
(TP)

1.

Pihak Berkuasa Kemajuan Pekebun
Kecil Perusahaan Getah (RISDA)

3.

Pendidikan

Malaysia

Appreciation to the Agencies for Supporting the Implementation of MAMPU 1CT
Initiatives Project.
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8.0 EVALUATION AND FEEDBACK
Public Sector CIO Convex 2016 Mobile Application has been downloaded by 356
participants, whereby 110 participants have been evaluate and giving feedback as chart
below:

SUMMARY OF OVERALL PROGRAM
Mobile Apps
Registration Flow
Usefulness of the Content
Foods & Beverages
Venue & Facilities
4.1

4.2

4.3

4.4

4.5

Rating
Overall Evaluation for 5 Elements that Has Been Rated Above 4 Out of 5

SUMMARY BY TOPICS
Panel Discussion 1
Panel Discussion 2
Panel Discussion 3
Panel Discussion 4
Panel Discussion 5
The Great Debate 1
The Great Debate 2
Scenario Observation
3.6

3.8

Usefulness of the Topic

4

4.2

4.4

4.6

4.8

Effectiveness of Content

Overall Evaluation for Panel Discussion, The Great Debate and Scenario
Observation Was Very Successfully Rated Above 4 Out of 5
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Based on the survey was made, overall participants also gives a good comments and
feedback for Public Sector CIO CONVEX 2016 event. Among of the comments given
by the participants as follows:

Mohd Noor Rashid Bin Mat Taharim
Biro Tatanegara
‘’Public Sector CIO Convex is a great Convention and should be continued’

En Mohd Rashidi Rohmad
Institut Keselamatan dan Kesihatan Pekerjaan Negara (NIOSH)
‘Very Good Presenters and Speakers’
Dato’ Rossid Bin Musa
Jabatan Laut Malaysia
‘Everything is great, panel speakers are excellent’

Mohamad Shahrul Bin Buang
Pejabat Setiausaha Kerajaan Negeri Sarawak
‘A Good Debate, clearly messages & lot's of new information’

Valerian Shem Donggot
Jabatan Laut Malaysia
‘Absolutely brilliant. Have the opportunity to learn other nation's government culture’
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9.0 CLOSING SPEECH BY DIRECTOR GENERAL OF MAMPU
Director General of MAMPU, YBhg. Dato' Sri Zainal Rahim Bin Seman said that PSCC
2016 has been successfully organised and has received overwhelming feedback and
presence from the participants. He also recommended that Public Sector CIO CONVEX
2016 should be continued every year.

Closing Speech by Director General of MAMPU,
Dato' Sri Zainal Rahim Bin Seman
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10.0 PUBLIC SECTOR CIO CONVEX 2016 COMMITTEE MEMBERS
The Committee members that involved in the Public Sector CIO Convex 2016 as follow:

Table 9: List of committee members that involve in Public Sector CIO Convex 2016
No

Working Committee

Head of Committee

1

Head of Committee,
Stage and Banquet

En Abdul Latif Bin Ismail,
Director of Ict Infrastructure Shared Services And Security
Development Division

2

Speech Text

Puan Salmah Binti Khairuddin,
Head of ICT Technical Consultant, ICT Consulting Division

3

Moderator/ Fasilitator/
Panelist

Puan Norhamimah Binti Ibrahim,
Director of ICT Strategic And Architecture Development Division

4

Montage and Audio Visual

En Jaafar Bin Ahmad,
Director of Application Development Division

5

Gift and Souvenir

6

Invitation, Attandance and
Registration

YBrs. Dr Yusminar Binti Yunus

Director of Digital Government Division
YBrs. Dr. Zulkefli Bin Ibrahim,
Director of Transformation Policy Division
Puan Yusliza Binti Mohd Yusuf,
Director of 1MOCC Division

7

Media and Pubicity

En Saiful Yazan Bin Alwi
Director of Planning And Corporate Communications Division

8

Security and Logistic

En Faizal Azmir Bin Abd Rashid
Director of Management Services Division

9

Printing, Publishing and
Reporting

En Ooi Seong Kang
Director of Management Research Division

10

Exhibition

En Kathirrasan K Kupusamy
Director of ICT Consulting Division
Ybrs. Dr Salmah Binti Ishak
Director of Management Consulting 1 Division

11

Protocol and Reception
En Mohd Shahrim Bin Hussin
Deputy Director of Management Consulting 1 Division

12
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Advisor and Consultation

En Kalibaskaran Muniandy,
Director of Management Consulting 2 Division

Public Sector CIO Convex 2016 Committee Members
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